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Annexe 


Lettre datee du 21 fevrier 2019, adressee au President du Conseil 
de securite par le Groupe d’experts cree en application 
de la resolution 1874 (2009) du Conseil de securite 

Le Groupe d’experts cree en application de la resolution 1874 (2009) a 
l’honneur de communiquer ci-joint, conformement au paragraphe 2 de la resolution 
2407 (2018), le rapport final sur ses travaux**. 

Ce rapport a ete adresse le l er fevrier 2019 au Comite du Conseil de securite 
cree par la resolution 1718 (2006), qui l’a examine le 21 fevrier 2019. 

Le Groupe d’experts vous serait reconnaissant de bien vouloir porter le texte de 
la presente lettre et de sapiece jointe a l’attention des membres du Conseil de securite 
et de le publier comme document du Conseil. 


Le Coordonnateur du Groupe d’experts 
cree en application de la resolution 1874 (2009) 
du Conseil de securite 
(Signe) Hugh Griffith 

(Signe) Olaf Andrieu 
Expert 

(Signe) Dmitry Kiku 
Expert 

(Signe) Stephanie Kleine-Ahlbrandt 
Experte 

(Signe) Maiko Takeuchi 
Experte 

(Signe) Jong Kwon Youn 
Expert 

(Signe) Jiahu Zong 
Expert 


** Yvonne Yew, huitieme membre du Groupe d’experts, a ete nominee par le Secretaire general le 
18 janvier 2019 et a pris officiellement ses fonctions le 28 janvier 2019. 
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Rapport du Groupe d’experts cree en application 
de la resolution 1874 (2009) du Conseil de securite 


Resume 


Le programme nucleaire et le programme de missiles balistiques de la 
Republique populaire democratique de Coree restent intacts et le pays continue de 
passer outre les resolutions du Conseil de securite en multipliant les transbordements 
illegaux de produits petroliers et de charbon. Ces violations rendent completement 
steriles les dernieres sanctions que l’Organisation des Nations Unies a prises puisque 
la Republique populaire democratique de Coree ne respecte pas le plafond fixe pour 
ses importations de produits petroliers, non plus que l’embargo sur le charbon decrete 
a son encontre en 2017 par le Conseil de securite, apres les essais nucleaires et les 
essais de missiles balistiques d’une portee sans precedent auxquels elle s’etait livree. 
Outre les informations concernant des transbordements que plusieurs Etats Membres 
ont communiquees au Groupe d’experts, un Etat Membre a indique, suscitant un 
questionnement de la part d’un autre Etat Membre, que la Republique populaire 
democratique de Coree avait deja acquis plus de 500 000 barils de produits petroliers 
raffines en 2018. Des banques et compagnies d’assurance internationales continuent 
sans le savoir de faciliter des paiements ou d’assurer des navires qui sont utilises pour 
des transbordements sans cesse plus importants de produits petroliers illegaux, portant 
sur des montants de plusieurs millions de dollars, ainsi que pour un nombre croissant 
de transbordements de charbon et de tentatives de transbordements. 

La Republique populaire democratique de Coree continue de violer l’embargo 
sur les armes et essaie toujours de livrer des armes legeres et de petit calibre et d’autres 
pieces de materiel militaire aux rebelles houthistes au Yemen, ainsi qu’a la Libye et 
au Soudan, en ayant recours a des intermediaires etrangers, comme le trafiquant 
d’armes Hussein al-Ali dans le cas des rebelles houthistes. Le Groupe d’experts a 
poursuivi ses investigations concernant les entites et les personnes designees en Asie 
qui ont clandestinement acquis des centrifuges pour le programme nucleaire de la 
Republique populaire democratique de Coree et ont essaye de vendre du materiel 
militaire a des groupes armes et a des gouvernements au Moyen-Orient et en Afrique. 
Le Groupe d’experts a enquete pour determiner dans quelle mesure la Republique 
populaire democratique de Coree etait impliquee dans des exploitations auriferes en 
Republique democratique du Congo, la construction d’un camp militaire en Sierra 
Leone, la vente de droits de peche dans les eaux qui entourent la Republique populaire 
democratique de Coree, ainsi que les activites d’entites designees et d’autres activites 
interdites de par le monde. Le Groupe d’experts a egalement enquete sur 1’acquisition 
par la Republique populaire democratique de Coree d’articles de luxe, comme des 
vehicules des marques Rolls-Royce, Mercedes-Benz et Lexus. Le numero 1 mondial 
du transport maritime en conteneurs a continue sans le savoir de transporter des 
articles interdits qui ont plus tard ete saisis par des Etats Membres. 

Les sanctions d’ordre financier restent parmi celles qui, dans le regime des 
sanctions, sont les moins bien appliquees et les plus contournees. Des personnes 
travaillant pour le compte d’institutions financieres de la Republique populaire 
democratique de Coree menent des activites, apparemment en toute impunite, dans au 
moins cinq pays. Le Bureau general de reconnaissance a poursuivi ses transactions 
financieres internationales en transferant des fonds depuis des comptes qui etaient 
clotures dans des pays de l’Union europeenne vers d’autres comptes detenus dans des 
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etablissements financiers en Asie. Les entreprises Glocom et Malaysia-Korea Partners 
Group of Companies (MKP) ont poursuivi leurs activites dans le monde, bien que le 
Groupe d’experts ait deja denonce leur caractere illicite, et elles ont toujours recours 
a des societes ecran et a des personnes a l’etranger pour dissimuler leurs activites 
generatrices de revenu pour le compte du regime de la Republique populaire 
democratique de Coree. Le Groupe d’experts a egalement enquete sur des entreprises 
soupfonnees d’agir comme des entites de cooperation ou des coentreprises, pour 
certaines officiellement enregistrees comme coentreprises tandis que d’autres 
s’efforcent de dissimuler plus activement la nature de leur collaboration avec la 
Republique populaire democratique de Coree. Plusieurs de ces entites ont aussi viole 
d’autres dispositions des resolutions, notamment en entretenant des liens avec les 
entites designees. Le Groupe d’experts a aussi enquete sur les cyberattaques 
sophistiquees que la Republique populaire democratique de Coree a lancees contre 
plusieurs Etats Membres dans le but d’echapper aux sanctions financieres. 

Les transbordements ont vu le recours a des tactiques de dissimulation de plus 
en plus sophistiquees. Le maquillage des navires grace a des usurpations d’identite et 
a la transmission de fausses informations a travers le systeme d’identification 
automatique (AIS) echappent a la plupart des societe mondiales et regionales de 
negoce de produits de base, des etablissements bancaires et des compagnies 
d’assurance, dont les efforts de due diligence sont tres insuffisants. La manipulation 
des transmissions de l’AIS, au mepris de la reglementation de l’Organisation maritime 
internationale (OMI) regissant la sauvegarde de la vie humaine en mer, en vertu de 
laquelle l’AIS doit etre en tout temps utilise, est une constante des transbordements 
illegaux. Cette situation denote un manque de surveillance de la part des Etats du 
pavilion. Par ailleurs, les compagnies d’assurance ne surveillent pas l’AIS des navires 
qu’elles couvrent et auxquels elles fournissent des services. Entre autres methodes de 
contournement, on peut citer le maquillage des navires-citernes de la Republique 
populaire democratique de Coree, l’utilisation de petits navires non immatricules, les 
changements de nom illegaux et autres fraudes a l’identite, les transbordements 
nocturnes et le recours a des navires supplementaires aux fins des transbordements. 
En plus de chercher a echapper aux sanctions, la Republique populaire democratique 
de Coree et sa flotte maritime violent systematiquement la Convention des Nations 
Unies sur le droit de la mer, en ne respectant pas la regie qui veut qu’un navire ne 
batte le pavilion que d’un seul Etat et en offrant refuge a des navires detournes. Le 
Groupe d’experts a inspecte des navires saisis qui etaient impliques dans des 
transactions de charbon interdites et enquete sur les tactiques de dissimulation des 
documents des navires, les proprietaries des navires parvenant a tromper l’OIM et a 
obtenir d’elle de nouveaux numeros d’immatriculation pour eviter que les navires ne 
soient reperes. Le Groupe d’experts a constate que les installations portuaires et les 
aeroports de la Republique populaire democratique de Coree etaient souvent le theatre 
d’activites constitutives de violations des resolutions, qui vont des importations et 
exportations illegales de petrole a la contrebande de grandes quantites d’especes par 
des nationaux de la Republique populaire democratique de Coree. Par ailleurs, le 
Groupe d’experts a constate que la Republique populaire democratique de Coree 
utilisait des installations civiles, comme des aeroports, pour y assembler des missiles 
balistiques et proceder a des essais dans le but de se premunir contre d’eventuelles 
frappes de « decapitation ». 

Les diplomates de la Republique populaire democratique de Coree jouent 
toujours un role central dans le contournement des sanctions. Si certains Etats 
Membres ont limite le nombre de comptes bancaires qui peuvent etre detenus par les 
ambassades et diplomates de la Republique populaire democratique de Coree en 





application des resolutions pertinentes, ces derniers parviennent a contoumer cette 
disposition puisqu’ils controlent des comptes dans de nombreux pays, y compris des 
pays dans lesquels ils n’ont pas d’accreditation. Les diplomates et representants 
d’entites designees de la Republique populaire democratique de Coree se soustraient 
egalement aux mesures de gel des avoirs et a la limite imposee au nombre de comptes 
bancaires diplomatiques grace a des comptes ouverts au nom de membres de leurs 
families ou de societes ecrans et a des comptes ouverts dans de nombreuses 
juridictions. Les diplomates de la Republique populaire democratique de Coree ont 
continue de voyager en utilisant de fausses accreditations dans leurs passeports et ils 
ont egalement facilite les efforts deployes par leur pays pour exporter illegalement de 
grandes quantites de charbon en ayant recours a des transbordements afin de 
dissimuler rorigine des cargaisons. 

Les Etats Membres, les organismes des Nations Unies et les organisations 
humanitaires sont preoccupes par le fait que, malgre les derogations prevues dans les 
resolutions pertinentes et les efforts deployes a cet egard par le Comite, les organismes 
des Nations Unies et les organisations humanitaires rencontrent toujours des obstacles 
pour repondre aux besoins critiques des populations vulnerables en Republique 
populaire democratique de Coree. 

Le present rapport comprend une serie de recommandations concernant des 
designations et d’autres mesures pratiques destinees a aider les Etats Membres et le 
Conseil de securite a venir a bout des difficultes rencontrees dans l’application des 
sanctions et a combler les lacunes existantes. 
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I. Introduction 

1. Au paragraphe 2 de la resolution 2407 (2018), le Conseil de securite a demande au 
Groupe d’experts cree en application de la resolution 1874 (2009) de remettre au Comite 
un rapport final contenant ses conclusions et recommandations. Le present rapport 
couvre la periode allant du 2 fevrier 2018 au l er fevrier 2019 1 . 


II. Sanctions sectorielles et maritimes 

2. Les transbordements de produits petroliers par des navires battant pavilion 
etranger de complaisance sont une des methodes de contournement des sanctions 
preferees de la Republique populaire democratique de Coree. Ces transbordements sont 
de plus en plus nombreux, massifs et sophistiques, plus de 50 navires et 160 entreprises 
associees faisant desormais l’objet d’une enquete. D’apres les informations 
communiquees par le Japon, la Republique de Coree, le Royaume-Uni de Grande- 
Bretagne et d’lrlande du Nord et les Etats-Unis d’Amerique et les resultats des enquetes 
du Groupe d’experts, les transbordements illegaux de produits petroliers se sont 
multiplies en 2018. Le 30 mars, le Comite a designe 27 navires et 21 entites, dans la 
plupart des cas au motif qu’ils etaient impliques dans des transbordements de petrole. 
Le 16 octobre, le Comite a designe trois autres navires. 

3. Le 6 juillet 2018, les Etats-Unis ont informe le Groupe d’experts que la 
Republique populaire democratique de Coree n’avait pas respecte le plafond fixe par le 
Conseil de securite dans sa resolution 2397 (2017) en ce qui concerne les produits 
petroliers, et ils ont indique qu’entre le l er janvier et le 30 mai 2018, les navires-citernes 
de la Republique populaire democratique de Coree avaient mouille au moins a 
89 reprises dans des ports de la Republique populaire democratique de Coree, 
probablement pour y livrer des produits petroliers raffines obtenus illegalement dans le 
cadre de transbordements 2 . Ils ont affirme qu’il convenait « de mettre un terme aux 
ventes », estimant que « les quotas prevus dans la resolution 2397 du Conseil de securite 
n’[avaient] pas ete respectes ». Le 30 juillet 2018, le Groupe d’experts a re?u une note 
verbale de la Federation de Russie, qui demandait des eclaircissements sur les 
projections fournies par les Etats-Unis. La Federation de Russie a egalement informe le 
Groupe d’experts que le plafond fixe n’avait pas ete officiellement franchi d’apres les 
chifffes communiques au Comite et que par consequent il n’y avait pas raison de 
suspendre les exportations de produits petroliers raffines a destination de la Republique 
populaire democratique de Coree. Le 17 septembre 2018, les Etats-Unis ont informe le 
Comite du Conseil de securite cree par la resolution 1718 (2006) qu’« au moins 
59 livraisons par des navires-citernes [avaient] eu lieu en Republique populaire 
democratique de Coree entre le l er juin et le mois d’aout, portant a au moins 148 le 
nombre total de livraisons effectuees en 2018, et qu’il s’agiss[ait] a chaque fois de 
livraisons, dans des ports nord-coreens, de produits petroliers raffines acquis dans le 
cadre de transbordements interdits par l’Organisation des Nations Unies». Les 
Etats-Unis ont fourni des images (voir fig. IX) et presente au Comite trois scenarios 
possibles, dont il ressortait « clairement que la Republique populaire democratique de 


1 Les cyberattaques contre le Groupe d’experts ont continue d’entraver sa capacite de rendre compte 
de l’application des sanctions conformement a son mandat (voir S/2018/171). De plus, le Groupe 
d’experts note que la divulgation non autorisee des deliberations du Comite et des rapports et 
activites internes du Groupe d’experts est prejudiciable. 

2 On trouvera a l’annexe 1 un tableau dans lequel sont recenses les ports de livraison, ainsi qu’une 
estimation prudente des volumes livres. 
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Coree a[vait] obtenu beaucoup plus que les 500 000 barils qu’elle etait autorisee a 
acquerir en 2018 » (voir annexe 2) 3 . Lors d’une communication du 21 septembre au 
Comite, la Federation de Russie a declare que « les informations parcellaires fournies 
par les Etats-Unis a l’appui des allegations de transbordements illegaux de produits 
petroliers raffines sur des navires de la Republique populaire democratique de Coree 
ainsi que le travail de modelisation informatique effectue par les Etats-Unis ne 
justifi[aient] pas que le Comite decide d’arreter completement les exportations de 
petrole raffine a destination de la Republique populaire democratique de Coree avant la 
fin de l’annee [...]. Une enquete detaillee, au terme de laquelle le Groupe d’experts du 
Comite du Conseil de securite cree par la resolution 1718 (2006) ferait part de ses 
conclusions, s’impos[ait] » (voir annexe 3). 

4. Si le Groupe d’experts n’a pas la preuve irrefutable que le plafond fixe n’a pas ete 
respecte, il a en revanche obtenu depuis septembre 2018 des elements probants qui lui 
permettent d’affirmer que les transbordements ont ete plus nombreux et qu’un 
transbordement de produits petroliers interdits d’un volume sans precedent, concernant 
a lui seul 57 623 491 barils, pour une valeur de 5 730 886 dollars, a ete opere. En 
enquetant sur ce transbordement, le Groupe d’experts a pu faire la lumiere sur le cas le 
plus sophistique de fraude a l’identite des navires qui ait ete jamais vu en rapport a la 
Republique populaire democratique de Coree, avec le recours a de nouvelles techniques 
de contournement des sanctions qui ont permis de tromper la vigilance du numero 1 du 
negoce de produits de base dans la region, ainsi que celle d’etablissements bancaires 
americains et singapouriens qui ont facilite les paiements de carburant et d’une 
compagnie d’assurance du Royaume-Uni ayant offert une couverture protection et 
indemnisation a l’un des navires impliques. Cette affaire vient de nouveau illustrer 
l’indigence des activites d’information, de supervision, de surveillance et de controle 
exercees par les Etats du pavilion de complaisance pour les navires qui naviguent 
apparemment sous leur juridiction. On voit bien comment la Republique populaire 
democratique de Coree et les reseaux criminels transnationaux avec lesquels elle 
travaille penetrent sans difficulty les chaines d’approvisionnement logistiques 
mondiales 4 et comment elle a pu faire naviguer ses navires sur les eaux internationales 
pendant plus de huit mois sans qu’ils soient reperes alors que l’un des proprietaries des 
navires etait vise par des mesures de gel des avoirs et une interdiction de voyager. 

L’imposture Panama 

5. Le 11 novembre 2018, un Etat Membre a signale qu’un transbordement illegal 
avait peut-etre eu lieu le 28 octobre 2018 entre le Yuk Tung (numero OMI : 9030591) 5 , 


En ce qui concerne les differences entre les donnees soumises par les Etats-Unis d’Amerique en 
juillet et en septembre dans la colonne « Delivery Volume if 33% Laden », il semble qu’elles 
tiennent a l’application d’une formule differente (-*-3 pour la soumission de juillet et x 0,33 pour 
celle de septembre) et a la limitation des chiffres a deux decimales apres la virgule. 

Dans son rapport final de 2018, le Groupe d’experts avait indique que la Republique populaire 
democratique de Coree bafouait dcja les dernieres resolutions du Conseil en exploitant les chaines 
mondiales de distribution de petrole, la complicity de ressortissants etrangers, des societes 
offshore et le systeme bancaire international. A cet egard, le Groupe d’experts avait note que du 
fait de l’importance des benefices a tirer de ces activites et de la part preeminente des societes 
offshore dans les secteurs petrolier, maritime et financier, le secteur prive devait faire bien 
davantage en matiere de devoir de precaution, de partage de 1’information et de discipline interne 
(S/2018/171, resume). 

Le nom « Maika » et un faux numero OMI avait ete peint sur le Yuk Tung. 




qui a fait l’objet d’une interdiction mondiale d’entree dans les ports et d’un retrait de 
pavilion le 30 mars 2018 6 , et VOcean Explorer (numero OMI : 9388792) (voir fig I). 

Figure I 

Le Yuk Tung et VOcean Explorer, le 28 octobre 2018 



Source : Etat Membre. 


6. Au terme de son enquete, le Groupe d’experts a determine que l’entreprise de 
mystification avait commence le 22 mai 2018 au moins, dans la mer de Chine orientale, 
lorsque le Yuk Tung s’etait presente au moyen de son AIS comme un navire battant 
pavilion panameen, le Maika, portant le numero OMI 9033969, et en falsifiant son 
itineraire et sa destination 7 . Pendant ce temps, un navire immatricule legalement sous le 


L’entreprise a laquelle appartenait le navire, la Yuk Tung Energy Pte., etait egalement visee par 
des mesures de gel des avoirs et une interdiction de voyager. « Le Comite du Conseil de securite 
cree par la resolution 1718 ajoute 22 entrees a sa liste relative aux sanctions et procede a la 
designation de 27 navires », SC/13272, 30 mars 2018. Voir https://www.un.org/press/fr2018/ 
scl3272.doc.htm. 

Les services d’immatriculation de pavilions attribuent des numeros d’identite du service mobile 
maritime (MMSI). Ces numeros ne sont pas uniques et peuvent etre attribues plus d’une fois. 
Lorsqu’un navire change de pavilion, son numero MMSI peut etre attribue a un autre navire. Cela 
peut donner lieu a des « mystifications », avec un ou deux navires presents en deux endroits 
differents en un meme moment. Voir Maritime Intelligence : « Understanding AIS (Automatic 
Identification System) », 10 mars 2017, consultable a l’adresse suivante : 

https://maritimeintelligence.informa.com/resources/product-content/understanding-the-automatic- 

identification-system. 
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numero OMI 9033969, le Hika, battant pavilion comorien, restait ancre au large de 
Lome, dans le golfe de Guinee, a plus de 7 000 milles marins (voir fig. II) 8 . 

Figure II 

Le Yuk Tung (ou Maika) commence a usurper l’identite du Hika (ou Mahika) 



Source : Windward. 

7. Au vu des plateformes de renseignements maritimes commerciaux, des radars des 
navires, des bases de donnees maritimes specialises et des informations concernant le 
demantelement des navires, la supercherie a ete entretenue du mois de juin au mois de 
novembre 2018. Tandis que le Yuk Tung operait en diffusant un faux numero OMI avant 
et pendant le transbordement du mois d’octobre, le navire pour lequel on le faisait passer, 
le Hika, effectual un ultime voyage depuis le golfe de Guinee jusqu’aux chantiers de 
demolition de Chittagong au Bangladesh 9 , ou il a echoue pour y etre demantele le 
9 octobre 2018 (voir fig. III). 


Lors de son dernier voyage, le nom du Hika a ete change en Mahika dans les transmissions de 
PAIS. Pour effectuer ce changement de nom, l’equipage du Yuk Tung n’avait qu’une seule lettre a 
changer, le « h », pour faire croire le Mahika etait devenu le « Maika ». Le Groupe d’experts 
enquete sur P existence possible d’une collusion entre les proprietaries du Hika et du Yuk Tung, qui 
etaient utilises dans des echanges commerciaux presentant des caracteristiques similaires en 
Afrique de l’Est et en Asie avant la designation du Yuk Tung. 

Voir Pannexe 8 pour plus d’information sur la demolition des navires. 
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Figure III 

Fausses informations transmises par l’AIS du Yuk Tung du mois d’aout 
au mois d’octobre ; les 28 et 29 octobre 2018 ; ultime voyage du Hika du 24 juillet 
au 9 octobre 2018 jusqu’a Chittagong (de gauche a droite dans le sens des aiguilles 
d’une montre) 



Sources : Sea Searcher, le Groupe d’experts, Windward. 


8. On peut voir sur les images ci-dessus que le Yuk Tung a transmis un signal AIS. 
Dans de precedents rapports, le Groupe d’experts a explique comment la desactivation 
de l’AIS pouvait etre un indicateur de risque de transbordements illegaux et d’activites 
maritimes de la part de la Republique populaire democratique de Coree 10 . Ce subterfuge 
plus sophistique a fonctionne puisque le fait que le Yuk Tung ait envoye le numero OMI 
du Hika n’a declenche aucune alerte de la part des Etats du pavilion, des plateformes de 
renseignements maritimes commerciaux ou d’autres prestataires de services maritimes. 

Maquillage et faux documents 

9. Le maquillage du navire et l’utilisation de faux documents sont venus parachever 
la supercherie. II apparait que l’operation a ete soigneusement planifiee puisque le Yuk 
Tung et le Hika etaient deux navires presque identiques. C’etait des navires jumeaux 
construits la meme annee par le meme fabricant, aves les memes specifications de 
conception, et avec exactement le meme profil, le meme tonnage et les memes 
equipements. Apres analyse des images fournies par un autre Etat Membre, il apparait 
que le Yuk Tung a ete maquille apres avoir ete l’objet d’une designation en mars 2018 : 
l’abreviation « YT », qui figurait sur un cercle peint sur la cheminee du navire, a ete 
effacee, et le nom et le numero OMI du navire qui etaient inscrits sur la poupe du navire 


10 Un petit nombre d’entreprises commerciales internationales, dont les bureaux regionaux sont pour 
la plupart situes a Singapour, exigent desormais que les transmissions AIS soient ininterrompues. 
Ces entreprises dominent les chaines mondiales d’approvisionnement en petrole et produits 
petroliers sur les marches de transbordement en Asie de l’Est, essentiellement dans le cadre de 
contrats franco a bord. 

















ont ete remplaces par ceux du Maika (voir fig. IV). Le Yuk Tung s’est egalement procure 
un certificat d’immatriculation de la Guinee equatoriale, qui est soit un faux, soit une 
contrefaqon (figure V) 11 . Les faux documents d’immatriculation et fausses informations 
transmises par AIS, ajoutes au maquillage du navire, ont eu raison des rares mesures de 
due diligence et d’application des sanctions prises par la plupart des societes mondiales 
et regionales de negoce en produits de base 12 . Ces tours de passe-passe n’ont declenche 
aucune alerte de la part des banques mondiales et regionales qui ont involontairement 
facilite les multiples transactions financieres associees a ce transbordement, non plus 
que de la part des assureurs et reassureurs, qui ont fourni une couverture protection et 
indemnisation et une assurance corps de navire. 

Figure IV 

Analyse des images du Yuk Tung 


Les agissements du pavilion de complaisance de la Guinee equatoriale en ce qui concerne la 
notification a 1’Organisation maritime internationale (OMI) des immatriculations de navires et de 
leurs tonnages laissent grandement a desirer et la Guinee equatoriale n’a pas repondu aux 
demandes que lui adressees le Groupe d’experts pour savoir si le document avait etc obtenu sous 
de fausses representations ou s’il s’agissait d’une contrcfagon. 

A lire la fausse immatriculation en Guinee equatoriale du « Maika » (ou Yuk Tung), le navire 
aurait pour armateur la Virtue Base Development Ltd, sise aux Seychelles. La Virtue Base 
Development dispose d’une adresse « a l’attention de » a la Vanguard Shipping Safety 
Management, a Kaohsiung. Le 3 decembre, le Groupe d’experts a ecrit a la Vanguard, en lui 
demandant d’expliquer le role qu’elle avait joue dans la constitution de la Virtue Base 
Development, ainsi qu’en ce qui concerne quatre autres navires battant pavilion etranger 
soupgonnes d’avoir participe a de multiples transbordements illcgaux, dont certains remontent a 
2017. La Vanguard a repondu qu’elle avait constitue la Virtue Base a la demande de « M. Lai », 
avec qui elle n’etait plus en contact. En ce qui concerne les autres navires battant pavilion etranger 
ayant participe a des transbordements, la Vanguard a indique que dans deux cas, elle n’etait que le 
gestionnaire nautique et n’etait pas responsable de la cargaison, que dans certains cas, les 
documents avaient ete falsifies, que d’autres cas avaient donne lieu a des differends d’ordre 
juridique, et qu’un navire ayant participe a un transbordement etait en fait chinois et ne battait pas 
pavilion de la Republique populaire democratique de Coree (voir 1’annexe 6). 
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Source : Etat Membre. 

Figure V 

Faux certificat d’immatriculation du Maika (ou Yuk Tung) 
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Source : Groupe d’experts. 


Les chaines de courtage et d'approvisionnement en produits de base 
dans l’affaire du Yuk Tung 

10. Les chaines de commercialisation et de courtage de produits de base utilisees aux 
fins du transbordement d’une cargaison d’une valeur de 5 700 000 dollars sur le Yuk 
Tung sont similaires a celles empruntees dans des affaires portant sur des montants de 
plusieurs millions de dollars que le Groupe d’experts avait documentees dans ses 
precedents rapports 13 . Le premier negociant de petrole et de produits petroliers de la 
region, Hin Leong, a accepte de fournir des produits petroliers a un autre client connu, 
Yuantai Fuel Trading, egalement enregistre a Singapour. Yuantai avait ete approche par 
des individus pretendant agir pour le compte de la Golden Luxury Corporation, une 
entite enregistree au Belize qui avait apparemment ses bureaux dans la Province 
chinoise de Taiwan 14 . La Golden Luxury a par la suite fourni a la Yuantai des documents 
sur lesquels il etait indique que son client, pour ce transbordement, etait une entite basee 
aux Emirats arabes unis, la Zeeshan Building Materials Trading LLC. Ces documents 
n’ont pas ete verifies et il n’a pas ete fourni de releve bancaire ni d’autre document 


S/2018/171, par. 71 a 73. 

L’adresse fournie par la Golden Luxury Corporation dans sa documentation se trouverait sur le 
chantier naval de la CSBC Corporation, a Keelung (voir l’annexe 4). Yuantai a fourni des 
documents financiers dont 1’authenticity pouvait etre verifiee de maniere independante pour 
justifier son role et le caractere fonde de ses declarations concernant la Golden Luxury 
Corporation. 
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credible ou independant qui permette de verifier quel etait 1’utilisation finale de la 
cargaison. Le Groupe d’experts a ecrit a la Golden Luxury Corporation mais n’a pas 
re?u de reponse (annexe 5). Hin Leong et Yuantai ont depuis coopere avec le Groupe 
d’experts en faisant preuve d’une transparence totale. Le 10 decembre 2018, Hin Leong 
a declare avoir mis un terme a toutes ses activites de transbordement et avoir retire ses 
navires de la mer de Chine orientale ainsi que d’une autre zone touchee 15 . 

Consequences des sanctions sur les contrats franco a bord (FOB) 

11. De tels problemes risquent de se poser de nouveau, et ce pour deux raisons. Tout 
d’abord, les tours de passe-passe utilises pour le Yuk Tung ont mis en echec tous les 
mecanismes qui avaient ete etablis par les negociants de produits de base, ainsi que les 
etablissements bancaires, les assureurs et les navires auxquels ils ont recours, pour 
appliquer les sanctions relatives a la Republique populaire democratique de Coree. 
Deuxiemement, en essence, de par la definition juridique des contrats franco a bord sur 
les marches en Asie de l’Est, la responsabilite du transbordement de la cargaison passe 
du vendeur a l’acheteur lorsque le produit pompe par un tuyau passe du bastingage d’un 
navire a l’autre. Toutefois, compte tenu des designations, par le Comite du Conseil de 
securite cree par la resolution 1718 (2006), de navires frappes d’interdiction mondiale 
d’entree dans les ports et de radiation d’immatriculation, et des designations de certains 
des proprietaires de navires, la responsabilite en ce qui concerne les transbordements 
illegaux ne s’eteint pas lorsque le produit franchit le bastingage, si le Comite ou les 
Etats Membres determinent que ces transbordements constituaient une violation du 
regime des sanctions. De tels contrats franco a bord qui sont specifiques au marche de 
l’Asie de l’Est peuvent ne plus etre legaux et le concept « franco a bord » ne tient plus 
des lors que la partie transbordant la cargaison est consideree comme ayant viole les 
mesures enoncees dans les resolutions. Par exemple, le Yuk Tung et ses proprietaires ont 
ete designes en mars 2018 a la suite d’un transbordement vers le Rye Song Gang 1 au 
mois de janvier. Bien que l’entreprise Hin Leong ait demontre que son implication etait 
involontaire lorsqu’elle a communique toutes les informations en sa possession dans la 
plus grande transparence, le Groupe d’experts note qu’elle n’a pas adopte « les 
meilleures pratiques » concernant la clause de verification de l’utilisation finale 
recommandees par le Groupe d’experts, comme souligne dans une lettre adressee a 
l’entreprise le 10 mai 2018 (voir l’annexe 7). L’enquete suit son cours. 

Recommandations 

12. Les Etats Membres et les organisations internationales competentes doivent 
veiller a ce que les societes mondiales et regionales de negoce de produits de base 
et les flottes de navires-citernes operant sous leur juridiction et dans les segments 
a risque du marche franco a bord et/ou effectuant des transbordements dans les 
eaux internationales touchees adoptent des dispositions contractuelles qui 
prevoient une verification efficace de l’utilisation finale des livraisons. 

13. Les Etats Membres et les organisations internationales competentes doivent 
veiller a ce que les societes mondiales et regionales de negoce de produits de base 
et les flottes de navires-citernes operant sous leur juridiction et les segments des 
marches franco a bord touches etudient l’historique de l’AIS de tous les navires 
qu’ils comptent approvisionner en produits interdits en vertu des resolutions. 

Frequence des transbordements illegaux : aper^u sur 66 jours 


15 Correspondance conservee dans les dossiers du Groupe d’experts. 
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14. Le 30 novembre 2018, un Etat Membre a fourni au Groupe d’experts des images 
prises sur une periode de 66 jours (entre le 2 juin et le 9 aout 2018) de transbordements 
entre petroliers battant pavilion de la Republique populaire democratique de Coree et 
petroliers battant pavilion etranger. On y voit egalement des navires qui se sont livres 
a des activites illicites pendant plusieurs jours consecutifs. Ont ete identifies les 
navires suivants : le Ji Song 6, le Myong Ryu 1, le An San 1, le Yu Phyong 5, le Sam 
Jong 2 et le Nam San 8. Certains des transbordements ont ete effectues en mer de 
Chine orientale par des navires plus petits et non identifies (voir fig. VI). 

Figure VI 

Transbordements entre petroliers battant pavilion de la Republique 
populaire democratique de Coree et navires non identifies, juin a aout 2018 



Source : Etat Membre. 


15. Trois des transbordements documentes concernaient des navires battant pavilion 
etranger, a savoir le Shang Yuan Bao (numero OMI : 8126070), le New Regent 
(numero OMI : 8312497) et le Xing Ming Yang 888 (numero OMI : 8410847) (voir 
fig. VII). 
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Figure VII 

Transbordements entre petroliers battant pavilion de la Republique populaire 
democratique de Coree et navires battant pavilion etranger 



Source : Etat Membre. 

Registres des pavilions de complaisance 

16. Le Groupe d’experts s’etait deja interesse au Shang Yuan Bao, a la suite d’un 
transbordement effectue avec dissimulation d’identite, le 18 mai 2018, avec le PaekMa, 
petrolier battant pavilion de la Republique populaire democratique de Coree (voir 
annexe 13, par. 4). En aout 2018, le Groupe d’experts a ecrit au Panama, Etat du pavilion 
de complaisance sous lequel naviguait le Shang Yuan Bao lors des transbordements des 
18 mai et 2 juin 2018, et le New Regent lors du transbordement du 7 juin 2018. Le 
2 novembre 2018, les autorites panameennes ont repondu que le Shang Yuan Bao avait 
ete « retire le 6 septembre du registre du commerce panameen » et que le New Regent 
faisait l’objet d’une « procedure de retrait » entamee « le 4 septembre »(voir annexe 9). 
Le 16 aout 2018, le Groupe d’experts a ecrit a la Sierra Leone, Etat du pavilion de 
complaisance du Xing Ming Yang 888. Le Groupe d’experts n’a pas re?u de reponse aux 
demandes d’information qu’il a adressees a plusieurs reprises a la Sierra Leone. 

Proprietaires, exploitants et gerants 

17. Le Groupe d’experts a enquete sur les proprietaires, les exploitants et les gerants 
des navires. En ce qui concerne le transbordement effectue le 18 mai 2018 depuis le 
Shang Yuan Bao, la Jui Zong Shipping Management Co. Ltd., une entreprise de la 
Province chinoise de Taiwan, a repondu qu’il s’agissait d’« un gros malentendu », 
puisque son navire n’avait fait que fournir de l’eau potable au moyen de tuyaux 
habituellement utilises pour le transfert de produits petroliers (voir annexe 10). Dans sa 
reponse du 15 octobre 2018 concernant le transbordement du 2 juin 2018, la Jui Zong 
n’a fourni aucun des documents qui lui avaient ete demandes, se contentant d’affirmer 
qu’« elle etait certaine que le Bureau d’enquetes du Ministere de la justice, qui 
enquet[ait] sur cette affaire, reconnaitr[ait] [son] innocence » (voir annexe 11). 
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S’agissant du New Regent, ni la societe d’exploitation et de gestion du navire, ni son 
proprietaire declare n’ont repondu aux demandes d’informations envoyees par le 
Groupe d’experts 16 . Pour ce qui est du Xing Ming Yang 888, la societe Hongkong Qi 
Hang International Shipping Management Co. Ltd a repondu au nom du proprietaire du 
navire et de la societe d’exploitation de celui-ci (tous deux bases a Hong Kong) et 
invoque le meme type de malentendu que celui decrit par la societe Jui Zong Shipping 
Management Co. Ltd. au sujet du Shang Yuan Bao (voir annexe 12). Le Groupe 
d’experts lui a rappele qu’en vertu de la resolution 2375 (2017), tout transbordement 
avec des navire s de la Republique populaire democratique de Coree etait interdit. 

Caracteristiques des navires 

18. Le Shang Yuan Bao, le Xing Ming Yang 888 et le New Regent presenter^ les memes 
caracteristiques que la plupart des navires battant pavilion etranger utilises pour des 
transbordements ou pour des livraisons finales en Republique populaire democratique 
de Coree : petroliers cotiers, transporteurs de produits petroliers ou cargos polyvalents, 
ils operent hors des ports, a moins de 600 milles marins des zones de la mer de Chine 
Orientale precedemment identifiees dans les rapports du Groupe d’experts 17 . Ils 
naviguent generalement sous la juridiction d’Etats de pavilions de complaisance qui ne 
s’inquietent guere du respect des sanctions, voire pas du tout; la Republique populaire 
democratique de Coree a eu frequemment recours entre 2011 et 2017 a ces pavilions de 
complaisance pour des navires qu’elle controlait. II s’agit la plupart de temps de vieux 
navires qui obtiennent de pietres resultats lors des inspections de controle par l’Etat du 
port ou qui ont re?u des amendes pour pollution, tant de la part des autorites portuaires 
que de celle des Etats cotiers. Les compagnies de protection et d’indemnisation qui 
fournissent ou renouvellent les contrats d’assurance de ces navires sont enregistrees en 
Europe, en Amerique du Nord et en Asie de l’Est. Les pratiques du secteur maritime 
consistant a mettre les proprietaries reels a l’abri d’eventuelles obligations 
environnementales ou fiscales 18 favorisent la dissimulation de l’identite des 
ressortissants etrangers qui ont pu tirer profit de transbordements interdits de carburant 
vers des navires battant pavilion de la Republique populaire democratique de Coree. 

Petroliers battant pavilion de la Republique populaire democratique de Coree, 
reseaux de courtage de la Republique populaire democratique de Coree 
et navires battant pavilion etranger 

19. En novembre 2018, un Etat Membre a informe le Groupe d’experts que la 
Republique populaire democratique de Coree utilisait environ 23 de ses navires- 
citernes a des fins de transbordement interdit de produits petroliers. II a donne les 
noms de six des navires les plus actifs, responsables a eux seuls de la moitie de 
l’ensemble des transbordements 19 : le An San 1, le Chon Ma San, le Sam Jong 2, le 
Yu Son (Yuson), le Kum Un San et le Saebyol (Chong Rim 2). Le 4 octobre 2018, dans 
une autre communication au Comite, l’Etat Membre a fourni des images sur lesquelles 


La societe d’exploitation et de gestion de ce navire est la Ocean Grow International 
Shipmanagement Consultant Corporation, sise dans la Province chinoise de Taiwan. Le Panama a 
indique que le proprietaire declare, Mega Glory Holding Ltd, etait enregistre dans les lies Vierges 
britanniques (voir annexe 9). La societe a egalement etc enregistree a Hong Kong (Chine) en tant 
que proprietaire du New Regent et de trois autres navires. 

Ces navires, relativement petits, ont une charge de 5 000 a 20 000 tonnes de port en lourd. 

Ces pratiques consistent souvent a attribuer le statut de « proprietaire declare » d’un navire a une 
societe ecran etrangere enregistree dans des territoires tels que le Belize, les lies Vierges 
britanniques, Hong Kong, la Chine, les lies Marshall ou les Seychelles. 

Ce pourcentage concerne le nombre de transbordements, non le volume de carburant. 
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on pouvait voir deux petroliers battant pavilion de la Republique populaire 
democratique de Coree, le Sam Jong 2 et le Ji Song 6, proceder a des transbordements 
illicites depuis des navires non identifies, le 12 septembre et le 24 mai 2018 
respectivement (voir fig. VIII). 

Figure VIII 

Le Ji Song 6 (en haut) et le Sam Jong 2 (en bas) procedant a des transbordements 
illicites, respectivement le 12 septembre et le 24 mai 2018 



Source : Etat Membre. 


20. Le Groupe d’experts dispose d’informations sur d’autres petroliers battant 
pavilion de la Republique populaire democratique de Coree utilises dans des 
transbordements, a savoir : le MyongRyu 1, le YuPhyong 5, le Nam San 8 (voir par. 14 
a 17 et figures VI et VII), le Yu Jong 2, le Rye Song Gang 1 et le Paek Ma (voir 
annexe 13). En plus de ne pas respecter les sanctions, ces navires se livrent 
regulierement a des fraudes a l’identite et a d’autres activites contraires a la 
Convention des Nations Unies sur le droit de la mer ainsi qu’aux regies de l’OMI. 

Reseaux de courtage de la Republique populaire democratique de Coree 

21. En novembre 2018, un Etat Membre a informe le Groupe d’experts que les 
bureaux des representants des banques de la Republique populaire democratique de 
Coree a l’etranger organisaient des operations de transbordements avec l’aide de 
courtiers venus de pays tiers. Selon cet Etat, l’un d’entre eux, deja connu du Groupe 
d’experts, serait Ko II Hwan 20 (i s$!"), un representant a Shenyang (Chine) de la 
Korea Daesong Bank, entite designee. Le Groupe d’experts avait deja enquete sur le 
bureau de cette banque a Shenyang 21 - et sur les activites de Ko II Hwan en 
particulier -, notamment concernant des transactions effectuees pour le compte de la 
Daedong Credit Bank. La Korea Daesong Bank a utilise au moins deux faux noms 
pour dissimuler sa participation a des activites de transbordements : 


20 Date de naissance : 28 aout 1967 ; numero de passeport : PS927220424. 

21 S/2017/150, par. 225, 227 et 230. 
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i^AHAhoj-oj (nmm&nmm) et 
H ou §8S¥f=®£ig#tt) 22 . 

22. L’Etat Membre a cite les noms de plusieurs societes auxquelles ces courtiers ont 
recours, dont la Gudzon Shipping Company LLC, basee en Federation de Russie. Les 
22 juin et 18 novembre 2018, le Groupe d’experts a ecrit a cette societe et a la 
Primorye Maritime Logistics Co. Ltd (PML Co. Ltd), entreprise apparentee, au sujet 
d’un transbordement de produits petroliers effectue depuis un de leurs navires, le 
Patriot, vers le Wan Heng 11 (voir annexes 13 et 14), et de deux autres 
transbordements qui auraient eu lieu le 22 aout 2018 vers le Chong Rim 2 et le Chon 
Ma San, des petroliers battant pavilion de la Republique populaire democratique de 
Coree 23 . Dans ses lettres, le Groupe d’experts demandait des renseignements sur les 
courtiers impliques dans ces operations (voir annexe 14). II n’a pas encore re?u de 
reponse. 

Methodes de communication utilisees pour organiser les transbordements 

23. Les enquetes du Groupe d’experts ont montre que WeChat, un media social 
proposant des services de messagerie et de paiement par telephone mobile, est le 
moyen de communication privilegie pour organiser des transbordements en mer de 
Chine orientale et en mer Jaune, et que cette application permet, grace a diverses 
techniques, de dissimuler certaines activites. Dans au moins un des cas examines par 
le Groupe d’experts, de simples coordonnees geographiques ont ete communiquees 
en lieu et place de l’identite du navire. De meme, toujours via WeChat, le navire 
auquel etait destine un transbordement a transmis une photographic des quatre 
derniers chiffres d’un billet de banque chinois a son ravitailleur pour que celui-ci 
puisse s’assurer qu’il etait bien le destinataire du transfert de carburant. En outre, un 
fournisseur de petrole etranger et proprietaire de navires qui avait participe en 2018 
a une tentative de transbordement a destination de la Republique populaire 
democratique de Coree a informe le Groupe d’experts qu’a au moins deux reprises en 
2017, des courtiers lui avaient demande sur WeChat de desactiver l’AIS de son navire. 
Ces courtiers agissaient pour le compte d’une flotte de navires de peche cherchant a 
dissimuler les activites de peche illegale qu’elle menait dans les zones chinoises de 
protection de la peche. L’utilisation de l’application WeChat - un moyen de 
dissimulation parmi d’autres-, rend plus difficile la localisation des courtiers 
agissant pour le compte de la Republique populaire democratique de Coree, ainsi que 
la conduite d’enquetes a leur sujet. 

Les ports de la Republique populaire democratique de Coree au centre 
des activites illegales 

24. Un Etat Membre a fourni des images dont il ressort que certains ports de la 
Republique populaire democratique de Coree, en particulier celui de Nampo, sont des 


2 Voir annexe 43. Pour des informations plus detaillees sur la Korea Daesong Bank, notamment les 
autres noms sous lesquels elle opere, voir egalement l’annexe 42. 

3 Le Groupe d’experts n’a pas re?u d’images attestant l’existence de ces transbordements, dont un 
Etat Membre a signale qu’ils avaient eu lieu a la mi-janvier 2018. Selon une communication de la 
Federation de Russie en date du 28 septembre, « la propriety et 1’exploitation du Patriot ont ete 
transferees a la PML Co. Ltd le 5 juillet 2017, selon les termes d’un contrat standard d’affretement 
coque nue. Depuis cette date, la Gudzon Company LLC n’est intervenue dans aucune des 
operations d’exploitation de ce navire et n’a done pas ordonne, en janvier 2018, le chargement de 
produits petroliers et leur transbordement vers des navires de la Republique populaire 
democratique de Coree ». 
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plaques tournantes des activites illegales. Outre des images mettant en evidence 
l’utilisation reguliere du port de Nampo aux fins du chargement des exportations 
interdites de charbon de la Republique populaire democratique de Coree (voir par. 31 
a 34 et annexe 15), un Etat Membre a communique des images attestant que le 
terminal d’importation du port de Nampo etait tres souvent ffequente par des 
petroliers dont il etait etabli qu’ils avaient participe a des transbordements. On voit 
sur ces images que des pipelines immerges fixees a des bouees de dechargement sont 
utilisees pour transferer le carburant des navires vers les terminaux du port (voir 
fig. IX). 

Figure IX 

Le terminal d’importation du port de Nampo, veritable plaque tournante 
pour le dechargement des produits des transbordements 



Visite d’etude menee a Singapour par des responsables de ports de la Republique 
populaire democratique de Coree 

25. De si flagrantes violations ne peuvent etre commises qu’au vu et au su des 
autorites portuaires de Nampo, et avec leur pleine cooperation. Le 12 octobre 2018, 
un Etat Membre a informe le Groupe d’experts qu’« une violation des sanctions 
a[vait] probablement ete commise a Singapour » dans le cadre d’un projet de 
formation scientifique ou technique mene conjointement par la Republique populaire 
democratique de Coree et Singapour, au titre duquel des responsables du port de 
Nampo avait effectue une visite d’etude au port de Singapour. Dans une lettre 
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adressee a Singapour, le Groupe d’experts a indique que des violations systemiques 
des resolutions etaient commises a Nampo et rappele que, comme il l’avait explique 
dans certains de ses precedents rapports, ce port avait egalement ete utilise pour 
l’exportation et l’importation de conteneurs renfermant des articles en provenance ou 
a destination de la Republique populaire democratique de Coree, dont certains avaient 
ete saisis par des Etats Membres, et que cela constituait une violation des dispositions 
des resolutions, notamment celles visant a empecher la circulation des matieres 
pouvant servir a la fabrication de missiles balistiques nucleaires et d’autres armes. 

26. Dans sa reponse du 4 decembre 2018, Singapour a confirme au Groupe d ’ experts 
que le Ministre du transport terrestre et maritime de la Republique populaire 
democratique de Coree, Kang Jong Gwan, qui supervise les operations portuaires et 
maritimes du pays, avait conduit une delegation a Singapour. Dans ses precedents 
rapports, le Groupe d’experts avait indique que certaines entites designees, telles 
qu’Ocean Maritime Management Company, etaient placees sous le controle du 
Ministere du transport terrestre et maritime 24 . Singapour a egalement declare « avoir 
verifie que les membres de la delegation n’etaient pas designes par l’ONU ». Le 
Groupe d’experts continue d’enqueter sur les activites menees dans les ports de la 
Republique populaire democratique de Coree ainsi que sur les responsables de ces 
ports. 

27. En plus d’etre au commandement de navires impliques dans des activites 
interdites, au moins un capitaine de navire de la Republique populaire democratique 
de Coree aurait transports d’importantes quantites d’especes non declarees, ce qui lui 
aurait valu d’etre arrete en octobre 2018 au debarquement de son navire (voir 
fig. X) 25 . Dans sa reponse au Groupe d’experts, la Federation de Russie a indique que, 
le 2 octobre 2018, Kim Kwang II, un citoyen de la Republique populaire democratique 
de Coree, etait detenu au poste de douane de Pervomaisky et que les autorites 
« avaient saisi sur lui une importante quantite d’especes ». Elle a indique qu’« une 
action penale a[vait] ete engagee contre cette personne pour la non-declaration de 
179 900 dollars des Etats-Unis enespeces, envertude l’article 200.1 de la section 2 a) 
du Code penal russe ». Elle a precise en outre que l’enquete se poursuivait et que 
« l’implication d’eventuels ressortissants de la Republique populaire democratique 
de Coree inscrits sur la Liste recapitulative relative aux sanctions imposees par le 
Conseil de securite n’a[vait] pas ete etablie » 26 . 


24 Voir le paragraphe 136 du rapport paru sous la cote S/2016/157, dans lequel il est indique que 
« depuis son inscription sur la Liste, le 28 juillet 2014, OMM continue de fonctionner et de 
s’adapter. Le Groupe d’experts a pu verifier qu’OMM etait placee sous l’autorite du Ministere des 
transports terrestres et maritimes de la Republique populaire democratique de Coree qui en 
controlait les activites, aussi bien avant qu’apres son inscription sur la Liste. Le Ministere a 
d’ailleurs contribue de maniere essentielle au fait qu’OMM puisse contourner les sanctions ». 

25 Voir http://dvtu.customs.ru/index.php?option=com_content&view=article&id=24856:180- 
&catid=49:press-cat&Itemid=100 ; Oliver Hotham, « North Korean detained by Vladivostok 
customs for “large scale” cash smuggling », NK News, 3 octobre 2018. 

26 Selon certaines informations diffusees par les medias, un second ressortissant de la Republique 
populaire democratique de Coree aurait ete apprehende a l’aeroport international de Vladivostok 
tandis qu’il transportait 192 300 dollars et 1 000 euros. (Sources : 

http://dvtu.customs.ru/index.php?option=com_content&view=article&id=25205:-200- 

%20&catid=49:press-cat&Itemid=100 ; « North Korean detained at Vladivostok airport for large- 
scale cash smuggling », NK News, 26 novembre 2018). Le Groupe d’experts a ecrit a la Federation 
de Russie le 10 decembre 2018. L’enquete se poursuit. 
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Figure X 

Saisie d’une importante quantite d’especes transportee par un capitaine 
de navire de la Republique populaire democratique de Coree 



Source : http ://dvtu.customs.ru. 


Marine Chain ou la technologie de la chaine de blocs au service 
des transactions liees aux operations maritimes 

28. En octobre 2018, un Etat Membre a informe le Groupe d’experts qu’« au moins 
un ressortissant de la Republique populaire democratique de Coree se cachait derriere 
la start-up Marine Chain, une plateforme de chaines de blocs qui avait engage une 
procedure d’enregistrement a Hong Kong » 27 . Cet Etat Membre s’est dit preoccupe 
par le fait que « cette plateforme pourrait etre utilisee par le regime pour generer des 
revenus et contourner les sanctions relatives aux operations maritimes, puisqu’elle 
offrirait un nouveau moyen de dissimuler l’identite des proprietaries des navires ». 

29. Le Groupe d’experts a enquete sur le President-Directeur general de Marine 
Chain, un Singapourien du nom de « Capitaine » Jonathan Foong, pour violation du 
paragraphe 18 de la resolution 2375 (2017). II lui a demande des informations au sujet 
d’une personne que le Groupe d’experts suspectait etre un ressortissant de la 
Republique populaire democratique de Coree et qui se presentait comme un conseiller 
de Marine Chain. 

30. Dans sa reponse, Foong a fourni des informations et des documents 
contradictoires qui ne satisfaisaient pas aux normes suivies par le Groupe d’experts 


27 L’Etat Membre a egalement indique que Marine Chain « affirmait etre une plateforme de chaine 
de blocs fonctionnant selon le protocole Ethereum et utilisant sa propre crypto-monnaie pour 
faciliter l’achat et la vente de navires dans le monde entier au moyen de la tokcnisation 
numerique ». 
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en matiere de preuve. II a affirme que Marine Chain avait ferme, en ces termes : « la 
boite a ferme parce que le proprietaire et investisseur ne payait pas ses factures » 28 . 
S’agissant de l’endroit ou se trouvait le «proprietaire et investisseur » et des 
communications qu’il avait avec lui, Foong a declare : «j’ai demande au proprietaire 
de regler toutes les factures impayees (soit pres de 500 000 dollars), il n’a jamais 
repondu et nous avons perdu contact peu apres ». On trouvera aux paragraphes 109 a 
115 des informations sur la maniere dont la Republique populaire democratique de 
Coree met a profit la cyber activite pour contourner les sanctions. 

Transbordements de charbon 

31. La Republique populaire democratique de Coree a remplace l’essentiel de son 
commerce maritime de charbon par des transbordements illicites qui lui permettent 
de contourner les dispositions du paragraphe 8 de la resolution 2371 (2017). Ces 
livraisons illegales sont devenues courantes et systematiques en 2018 (voir annexe 
15) : il a ete avere que certains des plus grands navires de la flotte de la Republique 
populaire democratique de Coree continuaient de charger du charbon dans les ports 
du pays chaque mois, avant de proceder a des transbordements illicites ayant 
principalement lieu dans le golfe du Tonkin (von fig. XI). 

Figure XI 

Transbordements de charbon dans le golfe du Tonkin 



Source : Etat Membre ; carte : Groupe d’experts. 

32. Dans d’autres cas, des images satellitaires montrent que des navires battant 
autrefois pavilion etranger, comme le Hua Fu (numero OMI : 9020003), et qui etaient 
soumis depuis le 30 mars 2018 a une interdiction internationale d’entree dans les ports 
et a un retrait de pavilion, ont continue de proceder a de nombreux transbordements 
aux mois d’aout et de septembre 2018 (von fig. XII). 


28 Marine Chain Platform Limited a dtd enregistree a Hong Kong le 12 avril 2018 ; elle a cesse ses 
activites le 17 septembre 2018. 
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Figure XII 

Le Hua Fu procedant a des transbordements illicites de charbon en aout 
et en septembre 2018 



Source : Etat Membre ; carte : Groupe d’experts 


33. Par ailleurs, on a aussi la preuve que d’autres navires non identifies battant 
pavilion etranger ainsi que des navires n’ayant plus de nationality, tels que le Forever 
Lucky (numero OMI : 9003653), battant autrefois pavilion panameen, le Lucky Star 
(numero OMI : 7942843), battant autrefois pavilion togolais, et VOriental Treasure 
(numero OMI : 9115028), battant autrefois pavilion comorien (voir fig. XIII), se sont 
rendus complices d’operations illicites d’exportation de charbon par la Republique 
populaire democratique de Coree. Aucun Etat du pavilion, y compris la Republique 
populaire democratique de Coree, n’a signale de nouveaux pavilions aupres de l’OMI 
concernant ces navires. 

Figure XIII 

Le Forever Lucky, le Lucky Star et P Oriental Treasure participant 
a des operations illicites d’exportation de charbon 



Navires charbonniers de la Republique populaire democratique de Coree 
battant faux pavilion : l’exemple du Wise Honest 
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34. Les navires de la Republique populaire democratique de Coree transportent 
d’importantes quantites de charbon et d’autres produits interdits grace a des 
subterfuges comme l’utilisation d’un « double pavilion », en violation des resolutions 
et dispositions de la Convention des Nations Unies sur le droit de la mer ; depourvus 
de nationality, ils se retrouvent alors soumis au droit de visite. Par exemple, le Wise 
Honest (numero OMI : 8905490) transportait 25 500 tonnes de charbon lorsqu’il a ete 
arrete par les autorites indonesiennes aux alentours du l er avril 2018. Le Groupe 
d’experts a ecrit a l’lndonesie le 14 juin, puis a nouveau le 27 aout 2018, apres avoir 
re?u des informations et des images communiquees par un Etat Membre (voir 
fig. XIV). Le 12 septembre 2018, l’lndonesie a indique que les documents trouves 
lors de l’inspection du navire, en particulier ceux relatifs a l’immatriculation et a 
l’equipage, avaient revele que le Wise Honest etait immatricule sous deux 
juridictions : la Sierra Leone et la Republique populaire democratique de Coree 29 . 
Comme tous les navires battant pavilion de la Republique populaire democratique de 
Coree utilises dans des activites commerciales interdites et contraires aux reglements 
de l’OMI, ce navire aurait navigue « dans les eaux territoriales indonesiennes » alors 
que son « AIS etait desactive », sans qu’« aucun rapport ne soit fait a l’autorite 
portuaire chargee du controle des navires » 30 . Le 29 novembre 2018, l’lndonesie a 
informe le Groupe d’experts que le capitaine du Wise Honest faisait l’objet d’une 
action en justice pour « avoir sciemment hisse un faux pavilion ». 


Figure XIV 

Le Wise Honest, navire de la Republique populaire democratique de Coree, procedant 
a un chargement de charbon au port de Nampo le 11 mars 2018 (a gauche) et a I’instaiiation 
portuaire de Baiikpapan le 9 avril 2018 (a droite) 



Source : Etat Membre. 


29 Voir annexe 16. 

30 L’lndonesie a egalement declare qu’aucun rapport n’avait ete fait a 1’autorite portuaire chargee du 
controle des navires. 
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Figure XV 

Itineraire probable du Wise Honest 



Source : Etat Membre. 


Charbon provenant de la Republique populaire democratique de Coree : 
courtage et chaines d’exportation 

35. Les enquetes du Groupe d’experts sur le courtage et les chaines d’exportation 
du charbon mettent en lumiere les revenus considerables tires de ces operations par 
la Republique populaire democratique de Coree ainsi que par les negotiants en 
produits de base, qui y voient des opportunity de commission ou d’arbitrage. D’apres 
le contrat de livraison du Wise Honest, la valeur de sa cargaison s’elevait a 2 990 000 
dollars (von annexe 17). En ce qui concerne les documents d’exportation de la 
cargaison et la chaine de courtage, l’lndonesie a indique qu’elle avait recupere « des 
documents relatifs a la cargaison et l’autorisation d’un cargo russe qui envisageait de 
proceder a un transbordement a proximite de Balikpapan, dans la province du 
Kalimantan oriental ». Le Groupe d’experts a demande des precisions et des 
documents supplementaires, qui n’ont pas ete regus a ce jour. L’lndonesie a egalement 
indique qu’Enermax, une societe de la Republique de Coree, « etait le destinataire 
final du charbon devant etre transborde a Balikpapan » (von annexe 16). Le 
3 decembre 2018, Enermax a declare au Groupe d’experts avoir deja fait l’objet d’une 
enquete de la part des autorites de son pays et qu’il n’y avait pas eu d’operation 
d’importation de charbon 31 . Parmi les noms des marchands donnes dans le contrat de 
livraison figurait celui de la Hong Kong Nova International Trade Company, une 


31 Enermax a declare « avoir simplement regu une offre concernant du charbon d’origine 
indonesienne de la part de ce qui semblait etre un courtier indonesien ». 
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societe specialisee dans la vente de machines pour la fabrication de cigarettes. Cette 
entreprise a informe le Groupe d’experts qu’elle « ne savait pas d’ou sortait ce contrat 
ni pourquoi il etait estampille de son cachet » (voir annexe 18). 

36. Hamid Ali, un negociant en produits de base et courtier indonesien, a ete 
identifie par le Groupe d’experts comme etant un personnage clef des operations de 
transport de charbon. II avait l’habitude de se reunir a l’ambassade de la Republique 
populaire democratique de Coree a Jakarta 32 avec des diplomates, qui l’ont presente 
en decembre 2017 a Jong Song Ho, le President de la Jinmyong Trading Group et de 
la Jinmyong Joint Bank (voir annexe 19), dans le cadre de « la creation d’un centre 
culturel coreen a Java-Ouest » 33 . Ali a de nouveau rencontre Jong un mois plus tard 
pour discuter d’un transbordement de charbon 34 , dont le cout s’elevait a 
760 000 dollars, somme que Jong a versee sur le compte d’Ali par l’intermediaire 
d’une compagnie du nom de Huitong Minerals (ibid.). A en croire Ali, un autre 
courtier du non d’Eko Setyatmoko s’est ensuite greffe a l’operation. Ce dernier, qui a 
touche une partie au moins de la somme versee par Huitong Minerals et assure la 
liaison avec l’equipage du Wise Honest depuis son interception en avril, n’a pas 
repondu aux demandes d’informations du Groupe d’experts, lequel a informe 
l’lndonesie, Ali et Setyatmoko que les 25 500 tonnes de charbon devaient etre saisies, 
conformement aux resolutions, et que le courtier ne pouvait proceder a la vente du 
charbon. II n’a pas encore ete confirme au Groupe d’experts que le charbon avait bien 
ete decharge du navire. L’enquete se poursuit. 

37. Le Groupe d’experts a continue d’enqueter sur les exportations interdites de 
charbon effectuees en 2017 par la Republique populaire democratique de Coree au 
moyen de transbordements 35 dans les ports de 1’extreme-orient russe, notamment le 
port de Kholmsk 36 . Le 10 decembre 2018, la Republique de Coree a mis en accusation 
quatre de ses citoyens et cinq societes de negoce de produits de base pour avoir 
importe illegalement du charbon et de la fonte (voir tableau 1). Le Ministere public 
aurait invoque le « benefice tire de l’arbitrage, en profitant de la faiblesse des prix du 
charbon et d’autres materiaux de la Republique populaire democratique de Coree en 
raison des obstacles qui en freinent le commerce international » 37 . 


Par l’intermediaire de l’ambassade de la Republique populaire democratique de Coree, M. Ali 
avait ete presente a un certain nombre de negociants de la Republique populaire democratique de 
Coree transitant par la Chine, l’lndonesie et le Viet Nam (voir annexe 19). 

Le representant local de Jong Song Ho en Indonesie est Kwak Choi Su (telephone : 

+ 62813803 00501) (voir annexe 19). 

Jong « a discute de la possibility de distribuer des produits provenant de Republique populaire 
democratique de Coree, et demande s’il [etait] possible d’affreter un navire qui ne soit pas coreen 
(sic) pour le transbordement de cargaisons de charbon d’origine russe » (voir annexe 19). 
S/2018/171, par. 59. 

Ces cargaisons ne « [seraient] jamais passees par les douanes russes, et [auraient] etc envoyees en 
Coree du Sud apres falsification des documents attestant leur origine ». Voir Baek Kyung-Seo et 
Shim Kyu-Seok, « Four indicted for buying North coal », Korea Joongang Daily 11 decembre 
2018, disponible a l’adresse : http ://koreajoongangdaily.joins.com/news/article/article.aspx? 
aid=3056743. 

Joyce Lee, « South Korean prosecutors indict four for importing North Korean coal », Reuters, 

10 decembre 2018, disponible a l’adresse : https ://www.reuters.com/article/us-northkorea- 
southkorea-coal/south-korean-prosecutors-indict-four-for-importing-north-korean-coal- 
idU SKBN1090TP. 




Tableau 1 : 

Importations interdites de produits de base passibles de poursuites : type 
de produit, volume et valeur 


Produit 

Volume (tonnes) 

Valeur (dollars des Etats-Unis) 

Charbon 

29 843 

4 610 000 

Briquettes de charbon 

8 275 

(Charbon et briquettes de charbon) 

Fonte 

2 010 

971 000 

Valeur totale des importations interdites 


5 581 000° 


“ Dans une reponse au Groupe d’experts en date du 7 Janvier 2019, la Republique de Coree a 
fait savoir que, d’apres le Ministere public, 29 843 tonnes de charbon, 8 275 tonnes de 
briquettes de charbon et 2 010 tonnes de fonte, toutes en provenance de la Republique 
populaire democratique de Coree, avaient ete « importees illegalement en Republique de 
Coree », precisant que « ces chiffres [ctaicnt] provisoires, les autorites judiciaires n’ayant pas 
encore rendu de jugement definitif ». 

38. En septembre 2018, un Etat Membre a informe le Groupe d’experts que les 
cargaisons interdites consignees dans le tableau ci-dessus ne representaient qu’une 
partie des nombreux echanges commerciaux de produits provenant de Republique 
populaire democratique de Coree, auxquels participaient malgre elles des banques 
internationales, par remission de lettres de credit profitant a un reseau plus large de 
commerce transnational dont les operations etaient effectuees dans des juridictions 
offshore telles que les lies Vierges britanniques et Hong Kong, entre autres. Les 
proprietaires des navires utilises dans ces echanges ont tente de les blanchir, en 
obtenant de nouveaux numeros OMI de maniere frauduleuse. Ces navires ont 
ulterieurement ete saisis, en vertu du paragraphe 9 de la resolution 2397 (2017) (voir 
annexe 28). Les enquetes se poursuivent. 

Detournement de navire et utilisation du pavilion de la Republique populaire 
democratique de Coree 

39. Le Groupe d’experts a continue d’enqueter sur le Wan Heng 11 (numero OMI : 
8791667), navire qui battait a l’origine pavilion belizien, repere pour la premiere fois 
le 13 fevrier 2018 en train de transborder des marchandises sur le Rye Song Gang 1 
(numero OMI : 7389704), un petrolier battant pavilion de la Republique populaire 
democratique de Coree. Bien que radie des registres d’immatriculation du Belize le 
19 fevrier 2018, le navire a continue de battre occasionnellement pavilion belizien, 
notamment autour du 10 avril, date d’un transbordement avec le Patriot, un navire 
battant pavilion de la Federation de Russie, et jusqu’au 21 juin 2018, date a laquelle 
il a pris le pavilion de la Republique populaire democratique de Coree, et ete rebaptise 
le Kum Jin Gang. 

40. II est a noter que ce changement de pavilion a eu lieu sans que l’OMI en soit 
officiellement informee et sans le consentement des proprietaires legitimes du navire, 
la Zhejiang Wanheng Shipping Company 38 . Cette derniere a coopere avec le Groupe 
d’experts et lui a fourni la preuve que le 29 novembre 2017, elle avait signe un contrat 
d’affretement coque nue avec la societe Hong Kong Cosnewvi International Shipping, 


L’article 91 2) de la Convention des Nations Unies sur le droit de la mer prevoit que les Etats du 
pavilion doivent delivrer aux navires auxquels ils accordent le droit de battre leur pavilion des 
documents attestant de leur inscription au registre et de leur nationalite. 









representee par Chen Chun-han, un ressortissant de la Province chinoise de Taiwan 
titulaire d’un permis de sejour en Chine continentale 39 . Le contrat comprenait une 
clause relative au commerce illicite, qui a ete activee le 19 fevrier 2018, date a 
laquelle les autorites beliziennes, ayant regu l’avis de radiation de leurs registres 
d’immatriculation, ont averti le proprietaire du navire que le regime de sanctions avait 
ete viole. Objet de multiples enquetes menees par les autorites chinoises, le 
proprietaire legitime a tente de localiser et de recuperer le navire, sans succes 40 . 
D’apres le registre des entreprises, la societe Hong Kong Cosnewvi International 
Shipping a ete dissoute le 24 aout 2018. Chen Chun-han n’a pas repondu aux 
sollicitations du Groupe. 

41. Cette affaire met en lumiere un risque nouvellement identifie auquel s ’exposent 
les grands armateurs de la region qui pratiquent frequemment l’affretement coque 
nue. Elle montre que lorsque la violation a ete etablie et que le contrat d’affretement 
est annule en consequence, les affreteurs qui transgressent des clauses liees aux 
sanctions ne rendent pas les navires a leur proprietaire. Le detournement du Wan Heng 
11, qui dure depuis 12 mois, prouve que le pavilion et les ports de la Republique 
populaire democratique de Coree servent desormais de refuges aux navires impliques 
dans des violations des sanctions : non seulement le pays les reapprovisionne en 
carhurant et en provisions, mais il veille egalement a ce que les radiations des 
registres d’immatriculation decidees par l’ONU ne rendent pas ces navires apatrides, 
et done plus susceptibles de faire l’ohjet d’inspections pour activites illegales en vertu 
des dispositions de la Convention des Nations Unies sur le droit de la mer 41 . En outre, 
l’interdiction imposee au Wan Heng 11 et a d’autres navires soupgonnes des memes 
agissements signifie que ces navires ne sont pas autorises a entrer dans des ports 
relevant de la competence d’un tribunal de commerce ou de tout autre tribunal qui 
offrirait au proprietaire legitime un recours juridique. 

Devoir de precaution et surveillance des systemes d’identification automatique 
(AIS) par les Etats du pavilion, les negociants en matieres premieres, 
les assureurs et les societes de classification 

42. S’agissant des tactiques de dissimulation susmentionnees et, en particulier, de 
la desactivation de l’AIS, le Groupe d’experts a mene une enquete en 2018, en 
ecrivant a tous les Etats delivrant des pavilions de complaisance et aux compagnies 
d’assurance specialises dans la protection et l’indemnisation maritime qui avaient 
immatricule des navires identifies comme impliques dans des violations des 
paragraphes 11 et 14 de la resolution 2375 (2017), ou leur avaient fourni des services. 
Dans le cadre de cette enquete, le Groupe d’experts a egalement ecrit aux grandes 
entreprises commerciales et compagnies petrolieres internationales operant dans la 
region, y compris celles dont les produits avaient deja ete illegalement achemines 
vers la Republique populaire democratique de Coree, pour leur demander des 
renseignements sur les mesures de precaution et d’attenuation des risques qu’elles 
avaient prises pour eviter que les navires et cargaisons affretes ou assures par leurs 
soins ne soient detournes vers la Republique populaire democratique de Coree. Dans 
ses courriers, le Groupe a suggere d’ajouter aux pratiques de reference l’introduction 


Ces deux documents sont conserves dans les dossiers du Groupe d’experts. 

Conformement au contrat d’affretement coque nue, le proprietaire du navire n’avait fourni ni 
officiers ni equipage au Wan Heng 11, qui a desactive son AIS a la suite de ces evenements. La 
societe a fourni la preuve qu’elle avait tente de contacter Chen Chun-han a l’adresse de son 
entreprise a Taichung, exigeant des informations sur 1’emplacement de son navire et sa restitution 
immediate, mais ses courriers recommandes lui sont revenus. 

Convention des Nations Unies sur le droit de la mer, art. 110. 




d’une clause relative a la desactivation de l’AIS ainsi que de clauses contractuelles 
visant a garantir aux entreprises commerciales, aux compagnies petrolieres et aux 
exportateurs internationaux que les produits petroliers soient bien livres aux 
utilisateurs finaux ; il en a ensuite fait la promotion lors de consultations avec les 
representants du secteur et les Etats Membres entre fevrier et juin 2018. 

43. Aucun des Etats delivrant des immatriculations de complaisance qui ont 
repondu aux lettres du Groupe ne controle actuellement les AIS des navires qui battent 
son pavilion et n’est done en mesure de garantir que ces navires respectent les regies 
y relatives enoncees dans les traites internationaux pertinents comme par exemple la 
Convention internationale de 1974 pour la sauvegarde de la vie humaine en mer. En 
l’absence de controle des AIS des navires a risque qui croisent dans les eaux 
internationales d’Asie du Nord-Est, ces Etats « complaisants » n’ont aucun moyen de 
detecter a l’avance les transbordements illegaux, qu’une coupure ou une manipulation 
de l’AIS permet de reperer. De meme, aucune des mutuelles de protection et 
d’indemnisation et des compagnies de reassurance qui ont repondu aux courriers du 
Groupe n’a dit controler les AIS des navires dont elle assurait le chargement. 

44. Plusieurs entries, notamment trois des plus grandes entreprises commerciales 
internationales ainsi qu’un plus petit nombre de compagnies petrolieres et de 
raffineries basees en Asie, ont dit avoir adopte une clause relative a la desactivation 
de l’AIS sous une forme ou une autre. Une seule grande entreprise commerciale 
internationale avait precedemment informe le Groupe d’experts qu’elle exigeait un 
ensemble complet de pieces justificatives attestant que les produits petroliers avaient 
bien ete livres aux utilisateurs finaux dans le cas des contrats relatifs a certaines 
livraisons destinees a l’Asie, mais deux autres grandes entreprises ont egalement 
insere dans leurs contrats une clause restrictive pour certaines destinations. Le fait 
qu’une grande entreprise commerciale internationale se soit dotee a la fois d’une 
clause relative a la desactivation de l’AIS et d’un mecanisme permettant de s’assurer 
que les produits petroliers sont bien livres aux utilisateurs finaux montre que le 
secteur prive est en mesure d’exercer une diligence raisonnable a un cout relativement 
modere. 

45. Une adoption plus large des mesures susmentionnees permettrait de reduire 
considerablement le nombre de navires affretes qui seraient tentes de desactiver ou 
de manipuler de toute autre maniere leur AIS a des fins de transbordement illicite. Si 
les Etats du pavilion concernes adoptaient des mesures de meme nature, les capitaines 
de navire comprendraient peut-etre que 1’extinction ou la manipulation du systeme 
d’identification a des fins de transbordement illicite pourrait entrainer la radiation de 
l’immatriculation du navire, la perte de l’assurance et un manque a gagner en cas de 
resiliation des contrats d’affretement et de transport. 

46. Le Groupe d’experts a mene une autre enquete aupres de toutes les societes 
fournissant des services de classification pour des navires ayant participe a des 
transbordements de petrole interdits ainsi qu’a des exportations et des 
transbordements de charbon prohibes par les resolutions. Dans la plupart des cas, il a 
constate que les contrats correspondants avaient ete resilies et que les navires avaient 
ete « declasses ». Si les societes de classification informent parfois les Etats du 
pavilion et les proprietaires de navires en cas de declassement, la raison de leur 
decision (violation des resolutions) n’est generalement pas precisee, de sorte que 
d’autres societes peuvent, a leur insu, fournir des services a un navire declasse ou a 
ses proprietaires. Afin d’assurer une meilleure diffusion de 1’information, les societes 
de classification chargees de la coordination devraient informer le Comite, les Etats 
du pavilion, les proprietaires de navires, les organisations internationales et 



regionales competentes et les associations commerciales des declassements motives 
par une violation des resolutions. 

Activites halieutiques interdites 

47. Le Groupe d’experts a constate que la Republique populaire democratique de 
Coree a continue de se livrer tout au long de 2018 a des transferts de ses droits de 
peche, dans lesquels elle trouvait une source potentielle de revenus, bien qu’ils soient 
interdits aux termes de la resolution 2397 (2017) du Conseil de securite. En analysant 
deux rapports etablis par des Etats Membres, le Groupe d’experts a note qu’au cours 
de la periode allant de janvier a novembre 2018, ces Etats avaient inspecte plus de 
15 navires de peche chinois porteurs de licences de peche de la Republique populaire 
democratique de Coree 42 . Les inspections et les rapports font apparaitre l’existence 
de multiples zones d’operations, notamment des lieux de peche situes dans les mers 
entre le Japon et la Chine, la peninsule coreenne et la Federation de Russie. Lors d’un 
entretien avec un Etat Membre, un pecheur a declare qu’environ 200 bateaux de peche 
chinois operaient dans les « eaux de la Coree du Nord ». Une autre personne 
interrogee a indique que le cout mensuel d’une licence de peche individuelle etait de 
50 000 yuan (environ 7 250 dollars 43 ). Parmi les preuves visuelles collectees figurent 
une image sur laquelle on peut observer sur les passerelles de bateaux des plaques 
d’immatriculation associees a des permis de peche (voir fig. XVI) et une autre sur 
laquelle on peut voir un navire battant pavilion de la Republique populaire 
democratique de Coree (voir fig. XVII). 

Figure XVI 

Navires de peche battant pavilion de la Republique populaire democratique 
de Coree et portant des plaques d’immatriculation associees 
a des permis de peche delivres par ce pays 



Source : Etat Membre. 


Parmi les membres d’equipage interroges par l’un des Etats Membres, certains travaillaient a bord 
des navires suivants : tSii'ifit 679, (SiSifi. 680, 88, I'SIttvfi 1067 et Urongyu61006(#^}|[ 

61006). 

Taux de change au 11 decembre 2018. 
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48. Le Groupe d’experts a constate que deux techniques de dissimulation etaient 
employees : le recours a de faux pavilions et l’utilisation par des bateaux de peche 
etrangers de permis de peche delivres par les autorites de la Republique populaire 
democratique de Coree. A titre d’exemple, un permis de peche delivre par la 
Republique populaire democratique de Coree a ete retrouve a bord d’un navire dont 
le capitaine etait un ressortissant chinois (voir fig. XVII). Dans le cadre d’une autre 
affaire, le Groupe d’experts enquete sur des informations rapportees par les medias et 
fondees sur des images video du Service des garde-cotes de la Federation de Russie 
sur lesquelles on peut voir au moins un bateau de peche chinois qui cherche a 
dissimuler sa nationality en battant pavilion de la Republique populaire democratique 
de Coree (voir fig. XVII). 

Figure XVII 

Licence de peche (a gauche) et pavilion de la Republique populaire 
democratique de Coree a l’avant du navire chinois (a droite) 



Sources : Etat Membre (gauche) et YouTube (droite). 


49. Le Groupe d’experts a ecrit a la Chine et a la Federation de Russie pour leur 
demander des informations en rapport a ses enquetes. La Chine a repondu au Groupe 
d’experts qu’« [elle] a[vait] toujours applique avec serieux les resolutions du Conseil 
de securite relatives a la [Republique populaire democratique de Coree] », ajoutant 
qu’« apres l’adoption de la resolution 2397 (2017) du Conseil [...], les autorites 
chinoises competentes [avaient] immediatement publie un avis interdisant 
1’acquisition de droits de peche aupres de la [Republique populaire democratique de 
Coree] » et que « conformement a cet avis, les entries chinoises [avaient] cesse 
d’acheter des droits de peche a [ce pays] ». La Chine a egalement declare que, « s’il 
[etait] confirme qu’un ressortissant ou un navire chinois achet[ait] illegalement des 
droits de peche a la [Republique populaire democratique de Coree] ou pech[ait] 
illegalement dans les zones maritimes de [ce pays] sans autorisation, la Chine 
traitera[it] les affaires pertinentes conformement aux lois et reglements applicables ». 
Le Groupe d’experts n’a pas encore re?u de reponse de la Federation de Russie. 


Recommandations 

Recommandations au Comite du Conseil de security cree par la resolution 

1718 (2006) 

50. Designer les navires suivants pour transfert illicite de produits petroliers en 
violation du paragraphe 5 de la resolution 2397 (2017) : 
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Myong Ryu 1; numero OMI : 8532413 ; pavilion de la Republique 
populaire democratique de Coree ; 

Song Won ; numero OMI : 8613360 ; pavilion de la Republique populaire 
democratique de Coree ; 

Jin Yang 36 36), pavilion inconnu ; 

Xing Ming Yang 888 ; numero OMI : 8410847 ; Sierra Leone 

51. Integrer les dispositions du paragraphe 11 de la resolution 2375 (2017) dans 
les criteres de designation des navires ainsi que dans les listes existantes de 
navires designes, le cas echeant. 

52. Modifier la procedure de radiation de la Liste pour permettre aux Etats 
Membres de demander une radiation au nom d’un proprietaire de navire (on 
trouvera a l’annexe 20 la proposition formulee par le Groupe d’experts a cet 
egard). 

Recommandations aux Etats Membres 

53. Les Etats du pavilion devraient faire savoir au Comite et au Groupe 
d’experts quels sont les navires qu’ils radient des registres d’immatriculation. 

54. Les Etats du pavilion devraient controler l’AIS de leurs navires pour mieux 
veiller a ce que les resolutions soient appliquees. 

55. Les Etats Membres devraient envisager de mettre en place une 

reglementation obligeant les compagnies d’assurance et de reassurance 
specialisees dans la protection et I’indemnisation maritimes a incorporer dans 
leurs contrats une clause relative au controle de l’AIS et a sa desactivation pour 
les navires a risque operant dans les regions concernees. 

56. Les Etats Membres devraient envisager de mettre en place une 

reglementation obligeant les societes se consacrant a la production, au raffinage 
et a la vente de produits petroliers a incorporer dans leurs contrats des mesures 
permettant de s’assurer que les produits sont bien livres aux utiiisateurs finaux, 
des mesures de controle de l’AIS et une clause relative a la desactivation de l’AIS. 

57. Les Etats membres de l’OMI devraient envisager d’adopter des mesures 
permettant d’ameliorer le partage de l’information et de faire en sorte que les 
Etats du pavilion et les autres parties interessees fassent mieux appliquer la 
reglementation maritime. 

58. Les Etats Membres devraient envisager d’adopter des lois pour que les 
banques internationaies et regionales operant dans leur juridiction integrent des 
clauses relatives au controle de l’AIS et a l’estimation des risques de non-respect 
du devoir de diligence par les navires dans les lettres de credit, les prets et autres 
instruments financiers destines aux societes internationaies et regionales 
specialisees dans la vente ou le courtage de petroie et de produits petroliers pour 
les echanges franco a bord a haut risque dans les zones concernees. 

59. Afin de faciliter l’exercice d’une diligence raisonnable par les Etats du 
pavilion, les autres Etats Membres et les industries maritimes, le Comite devrait 
envisager de recenser les navires designes dans un seul document. Parmi les 
informations fournies devraient figurer les mesures prises en application des 
resolutions pertinentes, telles que le gel des avoirs, le refus d’acces aux ports, la 
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radiation des registres d’immatriculation et l’annuiation des services aux 
navires. Les radiations des registres d’immatriculation signaiees au Comite 
devraient egalement etre consignees afin d’eviter que les navires ne soient 
reimmatricules par inadvertance. 

Importations et exportations de produits de base en provenance et a destination 
de la Repubiique populaire democratique de Coree, selon les donnees 
commerciales 

60. On trouvera a l’annexe 21 des informations detaillees sur les importations et 
exportations de la Repubiique populaire democratique de Coree au cours de la periode 
consideree. 

III. Embargos et entites et personnes designees 

Algerie 

61. En reponse a la lettre datee du 10 aout 2017 que lui avait adressee le Groupe 
d’experts au sujet du Mansudae Overseas Project Group of Companies, l’Algerie a 
repondu en 2018 qu’« aucune societe ou entite nord-coreenne figurant sur les listes 
relatives aux sanctions du Conseil de securite n’oper[ait] en Algerie ». Toutefois, 
l’Algerie a fait savoir qu’un dirigeant d’entreprise du nom de Choe Song II, 
ressortissant de la Repubiique populaire democratique de Coree, « disait representer 
le Mansudae Overseas Project Group of Companies ». M. Choe etait le gerant officiel 
de la societe « MOP Group Algeria LLC », enregistree le 20 aout 2015 et specialist 
« dans les grands travaux publics, les projets de construction, l’exploitation miniere 
et la fabrication de meubles ». En outre, le remplagant de M. Choe, Kim Choi Jin, 
etait arrive en Algerie le 3 fevrier 2017, le jour meme du depart de son predecesseur. 
Le Groupe d’experts note que, selon l’Algerie, la societe a ete officiellement dissoute 
le 8 janvier 2018. Kim Choi Jin a quitte le pays le 18 mars 2018. 

Angola 

62. Le Groupe d’experts a poursuivi son enquete sur une mission militaire 
consultative de la Repubiique populaire democratique de Coree composee d’environ 
80 personnes qui, selon un Etat Membre, avaient quitte 1’Angola pour une destination 
inconnue en janvier 2017. Le 27 aout 2018, l’Angola a repondu au Groupe d’experts 
qu’« [il] n’a[vait] connaissance d’aucun mouvement ou deplacement de conseillers 
militaires de 1’Angola vers le Mozambique en 2017 ». L’Angola a egalement informe 
le Groupe d’experts que Jon Choi Yong, diplomate de la Repubiique populaire 
democratique de Coree accredits aupres de l’Angola et travaillant pour le compte de 
la Green Pine Associated Corporation 44 , avait quitte le territoire angolais le 20 avril 
2017. L’Angola a fait savoir en outre que les effectifs de l’ambassade de la 
Repubiique populaire democratique de Coree avaient « considerablement diminue, 
passant de 12 diplomates en 2016-2017 a 6 diplomates actuellement », et fourni au 
Groupe d’experts des listes sur lesquelles etaient recenses les diplomates accredites 
de la Repubiique populaire democratique de Coree (voir annexe 22). 

Botswana 

63. En ce qui concerne les activites menees par le Mansudae Overseas Project 
Group of Companies au Botswana, le pays a coopere en repondant dans sa lettre datee 
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du 6 fevrier 2018 que le Gouvernement avait conclu en 2004 un contrat avec le 
Mansudae Overseas Project Group of Companies, base a Windhoek. La societe, 
representee par son Directeur general, Kang Hyo Song 45 , avait congu et construit le 
monument « Three Dikgozi », et deux travailleurs de la Republique populaire 
democratique de Coree, Ri Ung Si 46 et Sin Yong 47 , s’etaient rendus au Botswana au 
cours des dernieres phases du projet. Le Botswana a egalement informe le Groupe 
d’experts qu’en 2007, Kang Hyo Song avait obtenu un permis de sejour et enregistre 
la societe « Korean Art and Monument (Proprietary) Limited » a Gaborone, au sujet 
de laquelle le Groupe d’experts a entrepris d’envoyer des demandes d’information. 
Dans son rapport sur l’application des sanctions presente le 27 octobre 2017 48 , le 
Botswana a signale que le contrat relatif au monument « Three Dikgozi » etait la 
derniere transaction enregistree avec la Republique populaire democratique de Coree. 

Cambodge 

64. En reponse a une demande d’information adressee par le Groupe d’experts, le 
Cambodge a declare que Mansudae New Tech Corporation Ltd avait ete constitute en 
societe d’investissement par le Mansudae Overseas Project Group of Companies en 
tant que filiale aupres du Conseil pour le developpement du Cambodge et du 
Ministere du commerce et qu’elle avait« signe un accord avec le Gouvernement royal 
du Cambodge aux fins de l’etablissement du grand musee “Angkor Panorama 
Museum” dans la province de Siem Reap ». Le Cambodge a communique les donnees 
personnelles de 12 ressortissants de la Republique populaire democratique de Coree 
qui avaient travaille pour la societe (2 membres de l’equipe de direction 49 et 
10 membres du personnel d’execution), mais n’a pas encore repondu a la derniere 
lettre que lui avait adressee le Groupe d’experts. 

Chine 

Entites designees de la Republique populaire democratique de Coree impliquees 
dans des achats clandestins de matieres nucleaires 

65. Le Groupe d’experts a poursuivi son enquete sur les entites designees 

« Namchongang Trading Corporation » et « Namhung Trading Corporation », ainsi 
que sur les societes ecrans affiliees et les representants de celles-ci, notamment Kang 
Mun Kil, designe pour avoir effectue des achats de materiels lies au nucleaire en 
violation de la resolution 2270 (2016) du Conseil de securite. Selon un Etat Membre, 
Kang Mun Kil s’est procure des articles utilises dans le cadre de programmes 
nucleaires, notamment des transducteurs de pression, qui sont interdits en application 
de l’alinea a) du paragraphe 8 de la resolution 1718 (2006) 50 . Selon les documents 
obtenus par l’Etat Membre, M. Kang s’est procure des transducteurs de pression a au 
moins deux reprises aupres d’une societe chinoise, Shanghai Zhen Tai Instrument 
Corporation Limited ci-apres denommee « Shanghai Zhen 


45 Date de naissance : 13 octobre 1971 ; numero de passeport : 827220297 (delivre le 3 mai 2007 et 
arrive a expiration le 3 mai 2012). 

46 Ingenieur structures ; date de naissance : 28 fevrier 1942 ; numero de passeport : 211130196. 

47 Architecte ; date de naissance : 4 janvier 1964 ; numero de passeport : 463130133. 

48 S/AC.49/2017/95. 

49 Kim Sang Gyu ; date de naissance : 25 mars 1966 ; numero de passeport : 563320017 ; Ri Kyong 
II ; date de naissance : 3 mars 1981 ; numero de passeport : PS836220044. 

50 On trouvera les specifications des transducteurs de pression soumis a des restrictions dans les 
documents S/2006/814, annexe (2006), et INFCIRC/254/Rev.8/Part 2 (2010), annexe 3.A.7. 
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Tai »), en 2013 et 2016 51 . Shanghai Zhen Tai a ete presentee sur un site Web commercial 
comme une societe d’exportation d’equipements a vide vers la Republique populaire 
democratique de Coree. Selon l’Etat Membre et la documentation de reference, Kang 
Mun Kil a utilise une societe de Hong Kong, « Y Y Shun Limited » ({ItiltllllliPSiiB] 
) 52 , pour effectuer ces achats. En septembre 2014, M. Kang avait officiellement 
rebaptise «Y Shun Limited » du nom de « Shunyi Limited », appellation sous 
laquelle la societe a fourni un compte bancaire chinois pour recevoir des virements 
en provenance de la Republique populaire democratique de Coree. L’Etat Membre a 
informe le Groupe d’experts que le successeur de Kang Mun Kil en Chine, Chong 
Won Ryol, ressortissant de la Republique populaire democratique de Coree et 
representant commercial officiel de ce pays a Dalian, travaillait egalement pour le 
compte de la Namchongang Trading Corporation. Le Groupe d’experts a demande a 
la Chine des informations sur les ventes d’equipements a vide realisees par Shanghai 
Zhen Tai, les utilisateurs finaux de ces articles, la correspondance entre Y Y Shun 
Limited et Shanghai Zhen Tai, les catalogues des transducteurs de pression vendus 
par cette derniere et les documents douaniers pertinents, ainsi que des renseignements 
sur les entrees et sorties consignees dans les registres d’immigration et sur les visas 
et des informations financieres 53 . La Chine a repondu au Groupe d’experts que « les 
autorites competentes [avaient] mene une enquete approfondie et serieuse dans cette 
affaire » et que « Shanghai Zhen Tai Instrument Corporation Limited n’[etait] pas 
habilitee a exporter des produits en vertu des lois et reglements chinois », ajoutant 
que « Zhen Tai ne s’[etait] livree directement a aucune activite d’exportation et 
n’a[vait] charge aucun agent commercial d’exporter des produits pour son compte 
depuis sa creation » et que « concernant les societes Y Shun Company Ltd et Shunyi 
Limited, basees a Hong Kong, 1’enquete approfondie menee par la Chine n’a[vait] 
pas permis d’etablir qu’elles op[eraient] [dans le pays] pour le compte de la 
Namchongang Trading Corporation ». La Chine a egalement informe le Groupe 
d’experts que « le compte ouvert dans une banque chinoise par les societes 
susmentionnees, basees a Hong Kong, a[vait] ete ferme » et que « Kang Mun Kil 
a[vait] quitte la Chine en 2016 et ne se trouv[ait] plus [dans le pays] a l’heure 
actuelle ». 

66. En complement de cette enquete, le Groupe d’experts a entrepris de consulter 
les fabricants mondiaux d’articles indispensables dans l’industrie nucleaire, 
notamment les transducteurs de pression, afin de recenser les systemes de controle 
interne efficaces ainsi que les mecanismes permettant de veiller activement a ce que 
les articles soient hien livres aux utilisateurs finaux et, a terme, de diffuser ces bonnes 
pratiques. 

Republique democratique du Congo 

67. Le Groupe d’experts enquete actuellement sur l’implication de la Republique 
populaire democratique de Coree dans des activites d’exploitation aurifere en 
Republique democratique du Congo. II a pris connaissance de lettres envoyees par 
Medrara, societe d’exploitation aurifere enregistree a Kinshasa et dirigee par un 


51 Adresse : Building 1, No. 1358, Tongpu Road, Shanghai, Chine ; tel. : 021-52707750 ; fax : 
021-52701844. 

52 Adresse : Unit 04, 7/F, Bright Way Tower No. 33, Mong kok road, Kowloon, Hong Kong ; 

tel. : +85-2-27935511 ; fax : +85-2-35902333. Le numero de fax 04-1183-6555 a egalement ete 
utilise. La societe a ete rebaptisee « Hongkong Shunyi Limited » en 2014 et dissoute en 2017. Le 
certificat de radiation des registres indique que son directeur etait un certain Jian Ping ($}iT) 
(numero d’identification chinois : 21060419730627002X). 

53 Y Y Shun Limited est devenue Shunyi Limited en 2014. 
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citoyen libanais du nom de Fouad Dakhlallah. L’une d’elles, datee du 9 septembre 
2017, etait adressee a Kim Choi Su, representant de Saeng P’il, entite designee par 
l’ONU, egalement connue sous le nom de Green Pine Associated Corporation. Dans 
cette lettre, Medrara presentait un projet d’investissement dans une mine d’or lui 
appartenant, notant que « le terrain present[ait] une surface de 16 000 hectares », 
designant le trafiquant d’armes syrien Hussein al-Ali comme intermediaire et 
declarant que « sur approbation [de M. Kim], Hussein al-Ali, a Damas, prendra[it] 
toutes les dispositions en vue de 1’organisation d’une reunion a Beyrouth ». La lettre, 
envoyee par M. Dakhlallah, comportait les coordonnees d’Hussein al-Ali. Une lettre 
anterieure, datee du 15 octobre 2016, etait adressee a « Chong Ryong ». L’Etat 
Membre estime qu’il s’agit probablement de la Chongryong Technology Corporation, 
dont il a ete precedemment etabli qu’elle agissait pour le compte de la Republique 
populaire democratique de Coree au Soudan, conjointement avec Hussein al-Ali. 
Dans cette lettre, Medrara invitait une equipe de geologues de la Republique 
populaire democratique de Coree a se rendre dans le pays et demandait que lui soient 
communiques les noms et numeros de passeport des geologues. Le Groupe d’experts 
a ecrit a M. Dakhlallah, qui controle egalement une societe forestiere, la Compagnie 
d’exploitation de bois d’Afrique, pour lui demander des informations sur le role joue 
par la Republique populaire democratique de Coree dans ses activites et dans celles 
d’Hussein al-Ali, dont il a ete etabli qu’il etait son intermediaire en Afrique, mais n’a 
re<?u aucune reponse. 

68. Le Groupe d’experts a continue d’enqueter sur l’entrainement militaire de la 
Garde presidentielle de la Republique democratique du Congo assure par la 
Republique populaire democratique de Coree, ainsi que sur les armes a feu de calibre 
9 mm que ce pays a fournies a la Garde presidentielle et a des unites speciales de 
police, dont certaines etaient deployees dans la Mission multidimensionnelle integree 
des Nations Unies pour la stabilisation en Republique centrafricaine 54 . La Republique 
democratique du Congo n’a pas encore donne suite aux demandes de renseignements 
adressees par le Groupe d’experts. 

Egypte 

69. Le Groupe d’experts a poursuivi son enquete sur An Jong Hyok 55 , diplomate de 
la Republique populaire democratique de Coree accredits comme representant 
general du Ministere du materiel militaire de la Republique populaire democratique 
de Coree au Moyen-Orient et en Afrique 56 et autorise a agir pour le compte de la 
Saeng Pi’l Trading Corporation, egalement connue sous le nom de Green Pine 
Associated Corporation 57 . Selon un Etat Membre, M. An s’est rendu en Egypte en 
aout 2016 en vue de negocier la mainlevee de 1’immobilisation du navire Jie Shun et 
de sa cargaison de 30 000 roquettes, saisis par les autorites egyptiennes puis examines 
par le Groupe d’experts en novembre 2016 58 . L’Egypte a coopere avec le Groupe 
d’experts en avril 2018 et confirme qu’An Jong Hyok demeurait en poste a 
l’ambassade de la Republique populaire democratique de Coree au Caire, ou il 
occupait les fonctions de Troisieme Secretaire. L’Egypte a egalement informe le 
Groupe d’experts, le 13 juillet 2018, qu’An Jong Hyok «n’[etait] plus accredits 
aupres de l’ambassade de la [Republique populaire democratique de Coree] en Egypte 
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Date de naissance : 14 mars 1970 ; numero de passeport : 563410155. 
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et a[vait] definitivement quitte [le pays] ». En outre, en reponse a la demande 
d’information que le Groupe d’experts lui avait adressee concernant les activites du 
Bureau egyptien de la defense a Pyongyang, dont 1’existence avait ete communiquee 
au Groupe d’experts par un Etat Membre, l’Egypte a declare qu’elle « a[vait] tres 
clairement indique qu’il n’exist[ait] pas de cooperation militaire avec la Republique 
populaire democratique de Coree ». 

Erythree 

70. Le Groupe d’experts a poursuivi son enquete sur Kim Kwang Rim, ressortissant 
de la Republique populaire democratique de Coree ; il s’etait deja interesse a cet 
individu dont il avait etabli qu’il etait un representant de la Green Pine Associated 
Corporation en Erythree 59 . L’Erythree n’a pas encore repondu aux demandes 
d’information que le Groupe d’experts lui avait adressees concernant les donnees 
personnelles de M. Kim, ses activites et l’endroit ou il se trouvait. Le Groupe 
d’experts a egalement poursuivi son enquete sur la cooperation militaire interdite 
entre la Republique populaire democratique de Coree et Eritech (E-tech), entite placee 
sous l’autorite des Forces de defense erythreennes ou agissant sur leurs instructions, 
et sur les relations de cette societe avec Glocom, fournisseur de materiel de 
transmission militaire cryptee de Republique populaire democratique de Coree 60 . 

Allemagne 

71. Le Groupe d’experts a enquete sur Ri Yun Thaek (egalement orthographic « Ri 
Yun Taek »), diplomate de la Republique populaire democratique de Coree qui aurait 
tente, tandis qu’il se trouvait en poste a l’ambassade de la Republique populaire 
democratique de Coree a Berlin, en 2012 et 2013, de se procurer un detecteur multigaz 
qui, selon l’Allemagne, est un article a double usage interdit pouvant servir a la 
fabrication d’armes chimiques. L’Allemagne a fait savoir au Groupe d’experts qu’elle 
avait dejoue cette tentative mais n’avait pu engager de poursuites contre M. Ri en 
raison de son statut diplomatique. L’Allemagne a ensuite expulse le diplomate et 
informe d’autres Etats membres de l’Union europeenne de ses activites. En 
consequence, M. Ri s’est vu refuser 1’accreditation aupres de la Mission permanente 
de la Republique populaire democratique de Coree aupres de l’Organisation des 
Nations Unies a Vienne et de l’ambassade de la Republique populaire democratique 
de Coree a Sofia. Selon un Etat Membre, M. Ri a ensuite ete affecte a l’ambassade de 
la Republique populaire democratique de Coree a Moscou. Le Groupe d’experts s’est 
enquis de son statut aupres de la Federation de Russie. 

Republique islamique d’lran 

72. Un Etat Membre a informe le Groupe d’experts que la Republique islamique 
d’lran etait l’un des deux marches les plus lucratifs pour ce qui etait de la cooperation 
relative au domaine militaire avec la Republique populaire democratique de Coree 61 
et que les bureaux en Republique islamique d’lran de la Korea Mining Development 
Trading Corporation (KOMID) et de la Green Pine Associated Corporation, 


59 S/2016/15 7, par. 95. 

60 On trouvera les informations precedemment communiquees par le Groupe d’experts sur les 
violations des resolutions pertinentes auxquelles s’est livre Glocom dans les documents suivants : 
S/2018/171 (par. 173 a 177), S/2017/150 (par. 72 a 87 et 232 a 241) et S/2017/742 (par. 52). Voir 
egalement les paragraphes 108 a 110 du present rapport. 

61 Deux membres du Groupe d’experts ont note qu’aucune information statistique n’avait ete 
communiquee au Groupe a ce sujet. 
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egalement connue sous le nom de Saeng Pi’l, etaient « actifs » dans ce domaine. 
L’Etat Membre a egalement informe le Groupe d’experts d’une tendance recemment 
observee consistant, pour des ressortissants de la Republique populaire democratique 
de Coree bases en Republique islamique d’lran, a se rendre de Teheran a Doubai' en 
avion avant de prendre un vol de retour quelques heures apres leur arrivee aux Emirats 
arabes unis. De l’avis de l’Etat Membre, c’etait le signe qu’il s’agissait de passeurs 
de fonds 62 . Le Groupe d’experts a ecrit a la Republique islamique d’lran pour 
demander que lui soient communiquees toutes les informations relatives aux activites 
de la Republique populaire democratique de Coree dans le pays. Dans sa lettre (voir 
annexe 23), le Groupe d’experts a mentionne de precedents echanges de courriers 
avec la Republique islamique d’lran remontant a 2015 et 2016 et dont il ressortait que 
Kim Yong Choi et Jang Jong Son, diplomates de la Republique populaire 
democratique de Coree designes en mars 2016 en tant que representants de la KOMID 
en Republique islamique d’lran, avaient pris plus de 282 vols entre Teheran et 
Doubai 63 . Le Groupe d’experts a egalement rappele les informations communiquees 
par les compagnies aeriennes montrant que Kang Myong Choi, President de la 
KOMID, s’etait rendu a plusieurs reprises a Teheran en 2013 et que Ri Hak Choi, 
President de la Green Pine Associated Corporation, avait fait de meme en 2014, et 
fourni des documents attestant que chacune des personnes designees possedait au 
moins deux passeports et utilisait des noms d’emprunt. Le Groupe d’experts a rappele 
en outre les informations communiquees par des Etats Membres selon lesquelles des 
personnes designees et des representants d’entites designees deja identifies 
voyageaient desormais sous de faux noms ou avec d’autres passeports, et renouvele 
la demande qu’il avait faite a la Republique islamique d’lran en 2017 pour qu’elle lui 
communique les noms et les numeros de passeport de tous les diplomates de la 
Republique populaire democratique de Coree accredites dans le pays. Le Groupe 
d’experts a egalement demande des copies des passeports de tous les ressortissants de 
la Republique populaire democratique de Coree inscrits aupres des autorites 
iraniennes ainsi que des informations sur leurs visas. Le 19 decembre 2018, la 
Republique islamique d’lran a repondu au Groupe d’experts qu’« aucun ressortissant 
de la Republique populaire democratique de Coree ne resid[ait] [dans le pays] en 
dehors de ses diplomates ». Elle a egalement declare que « les diplomates de la 
Republique populaire democratique de Coree accredites aupres de la Republique 
islamique d’lran n’[avaient] jusqu’[alors] pas contrevenu aux dispositions des 
conventions pertinentes ou des resolutions du Conseil de securite sur la Republique 
populaire democratique de Coree » (voir annexe 24). 

Libye 

73. Le Groupe d’experts a poursuivi ses enquetes sur les multiples tentatives de 
cooperation militaire entre la Republique populaire democratique de Coree et diverses 
autorites libyennes, ainsi que sur les entites designees et les ressortissants etrangers 
travaillant pour le compte de ces entites en Libye. Selon un Etat Membre, le 
Vice-Ministre du materiel militaire de la Republique populaire democratique de 
Coree, O Choi Su, a adresse le 23 mars 2015 une lettre a Khalifa al-Ghwail, alors chef 
du Conseil supreme de la defense et adjoint au Premier Ministre, dans laquelle il 
signalait que son pays etait « en train de preparer 1’accord de vente/achat relatif aux 
systemes de defense et aux munitions necessaires au maintien de la stability en 
Libye », ajoutant que « la Green Pine Association, etablissement commercial 


Deux membres du Groupe d’experts ont note qu’aucune preuve ne venait etayer cette affirmation. 
S/2017/150, tableaux 8 et 9. 




appartenant a [son] ministere » ferait parvenir a M. al-Ghwail le projet d’accord ainsi 
que des documents supplementaires. II etait egalement fait mention dans cette lettre 
du role joue par le Consulting Bureau for Marketing, societe appartenant a Hussein 
al-Ali, ressortissant syrien decrit comme un trafiquant d’armes travaillant pour la 
Republique populaire democratique de Coree en Libye, au Soudan et au Yemen 64 . 
Dans sa reponse en date du 5 avril 2015, Khalifa al-Ghwail a remercie O Choi Su et 
evoque l’invitation faite a des equipes techniques libyennes de se rendre en 
Republique populaire democratique de Coree. Dans un document ulterieur du 
Ministere libyen de la defense, en date du 20 mai 2015, le ressortissant syrien Hussein 
al-Ali a ete officiellement autorise a «negocier, correspondre, echanger des 
informations et recevoir des documents et des propositions techniques et frnancieres 
pour [le compte du Ministere] en Republique populaire democratique de Coree ». Le 
Groupe d’experts soupgonne l’existence d’un lien entre les activites prevues en 2015 
et les reunions que l’Ambassadeur de la Republique populaire democratique de Coree 
en Libye a tenues en mars 2017 avec des representants du Ministere libyen de la 
defense en vue d’engager une cooperation militaire 65 . Ni la Libye ni Khalifa al- 
Ghwail n’ont repondu aux demandes de renseignements adressees par le Groupe 
d’experts. 

Madagascar 

74. Le Groupe d’experts enquete sur les activites du Mansudae Overseas Project 
Group of Companies a Madagascar. Dans une lettre en date du 20 novembre 2017 66 , 
Madagascar a repondu au Groupe d’experts qu’aucune societe du nom de « Mansudae 
Overseas Project (MOP) Group of Companies » n’exergait d’activites a Madagascar 
et qu’aucun ressortissant de la Republique populaire democratique de Coree n’etait 
enregistre dans les bases de donnees des services d’immigration. 

Malaisie 

75. Le 22 fevrier 2018, les Etats-Unis ont annonce avoir etabli que « le 
Gouvernement de [la Republique populaire democratique de Coree] a[vait] utilise 
l’agent de guerre chimique VX pour assassiner Kim Jong Nam a l’aeroport de Kuala 
Lumpur » 67 . Le 14 mars, a la quatre-vingt-septieme reunion du Conseil executif de 
1’Organisation pour l’interdiction des armes chimiques, le Gouvernement malaisien a 
declare que c’etait « l’utilisation de l’agent neurotoxique VX » qui avait « cause la 
mort de Kim Jong Nam, citoyen de [la Republique populaire democratique de 
Coree] ». La Malaisie a egalement signale que ses forces de l’ordre « poursuiv[aient] 


64 On trouvera la reponse du Soudan a l’annexe 26 et une copie du passeport a l’annexe 30. 

65 Les informations obtenues par le Groupe d’experts aupres de certains medias montrent que le 
Bureau de l’information du Ministere libyen de la defense a publie sur sa page Facebook un 
compte rendu d’une reunion tenue a Tripoli le 8 fevrier 2017 entre des representants de la 
Republique populaire democratique de Coree et des agents de l’Etat libyen. Selon cette page 
Facebook, le Ministre libyen de la defense, Al-Mahdi al-Barghathi, et le nouvel Ambassadeur de la 
Republique populaire democratique de Coree en Libye, Ju Jin Flyok, ont discute des moyens de 
developper les relations bilaterales entre les deux pays, « en particulier dans le domaine de la 
cooperation militaire », et « convenu de developper un plan d’action commun pour promouvoir la 
cooperation bilaterale entre Tripoli et Pyongyang dans divers domaines, notamment la cooperation 
technique, les technologies de l’information et les communications militaires ». 

66 La lettre originale etait en franpais. 

67 Heather Nauert, porte-parole du Departement d’Etat des Etats-Unis d’Amerique, « Imposition of 
Chemical and Biological Weapons Control and Warfare Elimination Act Sanctions North Korea », 
communique de presse, 6 mars 2018, disponible a l’adresse suivante : 

https ://www.state.gov/r/pa/prs/ps/2018/03/279079.htm. 
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leur enquete sur les quatre suspects originaires de [la Republique populaire 
democratique de Coree] qui [avaient] fui [le pays] le jour de l’assassinat » 68 . Durant 
la procedure judiciaire, un enqueteur de la police malaisienne a identifie Ri Jae Nam, 
ressortissant de la Republique populaire democratique de Coree, comme etant 
Hanamori, et les suspects Hong Song Hac et Ri Ji Hyon comme etant Chang et Y, 
respectivement 69 , et declare que Ri Jae Nam etait le cerveau de l’assassinat 70 . Le 
Groupe d’experts a demande un complement d’information a la Malaisie au sujet 
d’une nouvelle rapportee par les medias, a savoir que du materiel pouvant servir a 
fabriquer des agents neurotoxiques avait ete retrouve dans l’appartement de Ri Jong 
Choi 71 , ressortissant de la Republique populaire democratique de Coree que la 
Malaisie avait dans un premier temps place en detention au debut de 1’enquete de la 
police et qui avait ensuite ete expulse le 3 mars 2017. 

Mozambique 

76. Le Groupe d’experts a poursuivi son enquete sur six ressortissants de la 
Republique populaire democratique de Coree qui travaillaient pour le compte 
d’entites designees et s’etaient rendus au Mozambique. Selon une lettre du 
Mozambique datant de decembre 2017, ces six personnes (Kim Kwang Hyok, Kim 
Hyok Chan, Kim Song Choi, Ri Won Ho, Kim Sok Choi et Kim Jung Jong) se sont 
rendues dans le pays au cours de la periode allant de 2012 a 2017. Les registres des 
compagnies aeriennes montrent que, pendant leur sejour au Mozambique, ces 
personnes ont visite des aerodromes civilo-militaires situes dans des zones reculees 
et installes a proximite de bases militaires. Le Mozambique n’a pas encore repondu 
aux demandes d’information adressees par le Groupe d’experts concernant les 
activites de ces personnes, non plus qu’a une demande de renseignements sur le statut 
et les deplacements de Ri Chang Su, diplomate de la Republique populaire 
democratique de Coree affecte en Afrique du Sud mais poste au Mozambique, dont il 
a ete etabli qu’il etait le representant de la Haegeumgang Trading Corporation, societe 
ayant mene des activites militaires interdites au Mozambique. 

77. En ce qui concerne les activites de peche interdites menees par la Republique 
populaire democratique de Coree au Mozambique 72 , le Mozambique a fourni la 
preuve le 15 janvier 2018 qu’EMKIP, coentreprise de peche etablie entre les deux 
pays, avait ete dissoute. Le 11 avril, le Mozambique a egalement informe le Groupe 
d’experts que « 22 ressortissants de la Republique populaire democratique de Coree, 
membres d’equipage des navires battant pavilion de ce pays, [avaient] definitivement 


68 Pour plus d’informations sur la declaration presentee par la Malaisie devant l’Organisation pour 
l’interdiction des armes chimiques (OIAC) au sujet de l’attaque a l’agent neurotoxique VX, voir 
OIAC, document EC-87/NAT.14, consumable a l’adresse suivante : 

https ://www.opcw.org/fileadmin/OPCW/EC/87/en/ec87nat 14_e_.pdf. 

69 Radio Free Asia, « Video shows Kim murder suspect playing prank in Hanoi, Defense says », 

20 mars 2018, consultable a l’adresse suivante : www.rfa.org/english/news/korea/kimjongnam- 
trial-03202018171630.html. Des notices rouges de l’Organisation intemationale de police 
criminelle (INTERPOL) ont ete diffusees pour les trois suspects ainsi que pour O Jong Gil en 
mars 2017. 

70 Radio Free Asia, « Malaysia: male suspects in Kim Jong Nam murder changed clothes, 
appearance », 26 octobre 2017, disponible a l’adresse suivante : 

www.rfa. org/english/news/korea/kimj ongnam-trial-10262017170212 .html . 

71 Alastair Gale et Tom Wright, « North Korea’s secret army : how operatives abroad aid the 
regime », Wall Street Journal, 18 mai 2018, disponible a l’adresse suivante : 
www.wsj.com/articles/north-koreas-secret-army-how-operatives-abroad-aid-the-regime- 
1526652387. 

72 S/2018/171, par. 97 et 98. 
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quitte le Mozambique, le 25 mars 2018, pour regagner leur pays d’origine » et fourni 
les billets correspondants et les informations figurant sur les passeports de ces 
personnes. Le Mozambique a informe le Groupe d’experts que « quatre membres 
d’equipage et un responsable, tous originaires de la RPDC [sic], [etaient] restes au 
Mozambique pour s’occuper des navires et devraient rentrer dans leur pays des que 
les dispositions necessaires aur[aient] ete prises ». Le 24 avril 2018, le Mozambique 
a informe le Groupe d’experts que les deux navires de peche conduits par des 
equipages de la Republique populaire democratique de Coree et associes aux 
operations de l’EMKIP avaient ete radies des registres d’immatriculation, battaient 
pavilion d’autres Etats Membres et etaient passes sous le controle d’autres 
compagnies. 

Myanmar 

78. Le Groupe d’experts a poursuivi son enquete sur les activites interdites de la 
Republique populaire democratique de Coree au Myanmar 73 . En mars, le Myanmar a 
informe le Groupe d’experts qu’il n’y « avait eu aucune cooperation entre le Myanmar 
et la Republique populaire democratique de Coree depuis octobre 2016 » et 
qu’« aucun technicien du Myanmar ne se trouv[ait] actuellement en poste en 
Republique populaire democratique de Coree » 74 . Le Groupe d’experts n’a pas encore 
re?u de reponse a sa demande de janvier 2018 tendant a ce que lui soient 
communiques les documents relatifs aux contrats lies a la cooperation militaire, y 
compris la cooperation en matiere de missiles balistiques, depuis octobre 2006. Le 
Groupe d’experts a egalement demande que lui soient communiques des elements 
attestant que tous les techniciens du Myanmar avaient quitte la Republique populaire 
democratique de Coree et que tous les techniciens de la Republique populaire 
democratique de Coree avaient quitte le Myanmar. 

Namibie 

79. En ce qui concerne les actifs du Mansudae Overseas Project Group en 
Namibie 75 , le Gouvernement a informe le Groupe d’experts le 12 fevrier 2018 que le 
Mansudae Overseas Project avait vendu tous ses vehicules et equipements lors d’une 
vente aux encheres privee organisee le 26 juin 2017. A titre de preuve, la Namibie a 
communique la declaration d’une personne ayant achete un vehicule. Le Groupe 
d’experts note que le paiement et le transfert d’au moins un autobus se sont produits 
un mois apres la designation de la societe Mansudae. La Namibie a egalement signale 
dans la meme communication que quatre camions a benne basculante de Mansudae 
se trouvaient sur la base militaire de Suiderhof - au sujet de laquelle le Groupe 
d’experts a demande des informations complementaires -, en sus des 23 vehicules et 
autres engins de construction lourds appartenant a la societe. 

Pays-Bas 

80. En 2016, les Pays-Bas ont intercepts un chargement de quatre groupes 
electrogenes (voir fig. XVIII) a destination de la Republique populaire democratique 
de Coree via la Chine. L’enquete a mis en lumiere le role joue par Kim Choi Yong, 
representant diplomatique de la Republique populaire democratique de Coree dans un 


S/2018/171, par. 101 a 103. 

Dans sa lettre adressee au Groupe d’experts, en date du 15 mars 2018, le Myanmar a egalement 
declare que « le Ministere de la defense a[vait] aussi reaffirme qu’aucun technicien du Myanmar 
n’[etait] actuellement en poste en Republique populaire democratique de Coree ». 

S/2018/171, par. 108. 





Etat membre de l’Union europeenne (voir par. 120), lequel avait achete les articles en 
declarant a l’exportateur de l’Union europeenne qu’il etait de nationality chinoise et 
que le chargement etait destine a la Chine 76 . Le chargement intercepts etait la 
troisieme expedition de cette nature organisee par M. Kim. Des documents obtenus 
par les autorites douanieres neerlandaises ont montre que, pour toutes ces expeditions, 
M. Kim s’etait appuye sur des prestataires de services logistiques chinois, dont une 
societe commerciale situee a Dalian, pour envoyer les articles - a l’insu de ces 
intermediaries - a une societe commerciale de la Republique populaire democratique 
de Coree associee a une entite designee connue sous le nom d’Office 39. L’enquete a 
egalement revele que les paiements correspondant aux trois chargements avaient ete 
effectues par quatre entites differentes, principalement dans l’Union europeenne, 
lesquelles n’avaient joue aucun role apparent dans ces exportations. Cette affaire met 
en lumiere le role que jouent des diplomates de la Republique populaire democratique 
de Coree dans l’acquisition d’articles pour le compte d’entites agissant sur instruction 
d’entites designees, ainsi que les methodes de dissimulation consistant a utiliser un 
pays tiers pour expedier ces articles en Republique populaire democratique de Coree. 


Date de naissance : 


r juin 1964. 




Figure XVIII 

Groupes electrogenes interdits 
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Nouvelle-Zelande 

81. En ce qui concerne l’enquete menee par le Groupe d’experts sur les manoeuvres 
d’un aeronef a Wonsan en 2016 77 , un tribunal de district neo-zelandais a condamne le 
constructeur aeronautique Pacific Aerospace Ltd a des amendes d’un montant de 
74 805 dollars neo-zelandais, pour avoir exporte indirectement des pieces de rechange 
pour aeronefs en Republique populaire democratique de Coree, et de 1 000 dollars 
neo-zelandais, pour avoir fait une « declaration d’exportation erronee ». Selon le 
jugement, Pacific Aerospace a etabli une coentreprise avec la Beijing General 
Aviation Company, a laquelle elle a vendu l’aeronef en question en septembre 2015. 
Le meme mois, Beijing General Aviation a informe Pacific Aerospace que l’aeronef 
avait ete revendu a Freesky Aviation Company Limited, qui a informe Pacific 
Aerospace de son intention d’utiliser l’appareil a des fins touristiques en Republique 
populaire democratique de Coree, ce qu’elle a fait sans que le titre de propriete soit 
modifie 78 . Par un courriel au mois de janvier 2016, Beijing General Aviation a repris 
contact avec Pacific Aerospace concernant une piece de rechange qui n’avait pas 
encore ete livree, en indiquant clairement que l’appareil se trouvait en Republique 
populaire democratique de Coree, ce qui montre que Pacific Aerospace etait au 
courant de la destination finale des pieces 79 . Comme suite a cette affaire, Pacific 
Aerospace a adopte de nouvelles pratiques en matiere de controle des exportations. 
Le Groupe d’experts a fait rapport a maintes reprises sur les techniques de 
contournement consistant a revendre des articles par l’intermediaire de plusieurs 
entites afin de dissimuler leur destination finale. 

Sierra Leone 

82. Le Groupe d’experts a enquete sur la participation possible de la Republique 
populaire democratique de Coree a un projet de construction d’un camp militaire a 
Freetown en septembre 2018, activite interdite en application du paragraphe 9 de la 


77 S/2018/171, par. 145, et S/2017/150, par. 126 a 128. 

78 New Zealand Customs Service c. Pacific Aerospace Ltd [2018] NZDC 5034. 

79 S/2017/150, annexe 12-10. 
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resolution 2270 (2016). Selon les informations communiquees par un Etat membre de 
l’Union europeenne, la carte topographique et l’etude pilote ont ete realisees par des 
travailleurs de la Nam Nam Cooperative General Company, egalement connue sous 
le nom de Namnamhupchochong Korea South-South Corporation (ainsi que sous les 
noms suivants : i'id uio2| A[ ; Korea South-South Cooperation Corporation 
et Nam General Corporation) et designee par le Departement du tresor des Etats-Unis. 
Toujours d’apres ces informations, l’entreprise guineenne Guicopres est impliquee 
dans le projet. Guicopres a repondu au Groupe d’experts que « si [elle avait] 
commande l’etude pilote aux Coreens, la cartographic topographique a[vait] ete 
realisee par des ingenieurs guineens et fran9ais », ajoutant qu’« il n’y a[vait] done 
jamais eu de collaboration ou de partenariat d’aucune sorte avec Nam Nam sur ce 
projet ». Toutefois, Guicopres a admis que « cette societe [Nam Nam] a[vait] ete 
retribuee en echange d’un service ponctuel », ajoutant que « des mesures [avaient] 
ete prises pour notifier la cessation de toute collaboration avec cette societe » (voir 
annexe 25). Le 12 decembre 2018, le Groupe d’experts a de nouveau ecrit a Guicopres 
pour lui demander qu’elle lui communique des informations detaillees et des 
documents sur ses relations avec Nam Nam et des ressortissants de la Republique 
populaire democratique de Coree. Le 20 decembre 2018, Guicopres a fourni la 
reponse suivante : « Nous n’avons contacte les travailleurs coreens qu’a l’occasion 
de la preparation du dossier de consultation pour la construction du camp de 
Freetown. Nous confirmons que ceux-ci [les employes de la societe Nam Nam de la 
Republique populaire democratique de Coree] n’ont travaille avec nous que quelques 
jours dans le cadre des etudes d’avant-projet, puis nos ingenieurs geometres et 
topographes ont pris le relais » (ibid.). 

Afrique du Sud 

83. Le Groupe d’experts a poursuivi son enquete sur 1’accreditation et les 
deplacements de Ri Chang Su 80 et Choe Kwang Su 81 , ressortissants de la Republique 
populaire democratique de Coree dont il a ete signale qu’ils participaient a une 
cooperation militaire interdite au Mozambique et dont les passeports diplomatiques 
indiquent qu’ils sont accredites aupres de l’ambassade de la Republique populaire 
democratique de Coree a Pretoria. Choe Kwang Su, dont le passeport montre qu’il 
occupe les fonctions de Troisieme Secretaire a l’ambassade de Pretoria, est rentre en 
Republique populaire democratique de Coree. Le passeport de Ri Chang Su, son 
successeur au Mozambique, identifie egalement celui-ci comme etant le Troisieme 
Secretaire aux affaires economiques et commerciales de l’ambassade de la 
Republique populaire democratique de Coree a Pretoria 82 . Le Groupe d’experts a 
signale dans un precedent rapport que la Republique populaire democratique de Coree 
avait deja eu recours a des diplomates affectes a son ambassade de Pretoria 83 pour 
mener des activites interdites dans les pays voisins au cours de la periode allant de 
2012 a 2014 84 . En reponse a la demande du Groupe d’experts tendant a ce que lui 
soient communiques les registres d’entree et de sortie de ces personnes et les 
informations financieres les concernant, 1’Afrique du Sud a repondu que « le 
Ministere des relations internationales et de la cooperation a[vait] examine les 
archives des effectifs diplomatiques de la Republique populaire democratique de 
Coree en Afrique du Sud et souligne qu’il n’exist[ait] aucun mecanisme permettant 


S/2018/171, par. 94. 
S/2017/150, par. 102. 
S/2018/171, annexe 28, p. 143. 
S/2016/157, par. 173. 

Ibid., par. 173. 
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aux diplomates de la Republique populaire democratique de Coree accredites dans les 
pays voisins de l’etre egalement en Afrique du Sud », ajoutant que « cela constituerait 
une fausse declaration de la part de la Republique populaire democratique de Coree, 
ce qui [etait] le cas pour Chung Su Ri ». L’Afrique du Sud a egalement declare que 
pour ce qui etait « des comptes bancaires que detiendraient en Afrique du Sud Kil 
Jong Hun, Kwang Yon, Ri Chang Su et Choe Kwang Su, ces informations ser[aient] 
verifiees aupres du Financial Intelligence Centre (FIC) ». L’enquete se poursuit. 

Soudan 

84. Le Groupe d’experts a poursuivi ses enquetes sur les projets de cooperation 
militaire entre la Republique populaire democratique de Coree et le Soudan. Au cours 
de la periode consideree, il a regu des informations faisant etat d’autres activites de 
cooperation militaire entre les deux pays, notamment une lettre datee du 28 septembre 
2016 entre Hussein al-Ali, trafiquant d’armes syrien, et la Chonryong Technology 
Trading Corporation 85 , dans laquelle sont mentionnes de futurs transferts de 
technologie relatifs a des systemes de missiles antichars Fagot et a des systemes 
portables de defense antiaerienne destines a « la fabrication militaire au Soudan » 86 . 
Un Etat Membre a egalement informe le Groupe d’experts que la Sudan Master 
Technology Engineering Company, associee a la Sudan’s Military Industry 
Corporation 87 , avait eu des contacts en 2009 avec Choi Chan Han, egalement connu 
sous le nom de Solomon Choi, homme d’affaires australien travaillant pour le compte 
de la Republique populaire democratique de Coree, qui avait ete arrete en Australie 
le 16 decembre 2017 pour avoir servi d’intermediaire dans une vente de charbon et 
de composantes de missile. Le 26 novembre 2018, le Soudan a informe le Comite que 
« la Military Industry Cooperation [sic] MIC (Soudan) n’a[vait] jamais traite avec 
une societe du nom de “KOMID”, mais avec une societe du nom de “Future Electronic 
Company (FEC)” ». Le Soudan a egalement informe le Comite que la « Military 
Industry Cooperation [sic] (MIC) Soudan n’a[vait] jamais regu de chargement de la 
Republique populaire democratique de Coree et que tous les chargements provenaient 
d’autres pays ». En reponse aux informations communiquees par le Groupe d’experts 
concernant Kim Song Choi et Son Jong Hyok, representants de la KOMID au Soudan, 
le Soudan a declare que « Kim Song Choi [etait] entre au Soudan en 2013 et 2016 en 
utilisant differents noms et a[vait] quitte le pays en mai 2017 », ajoutant « qu’il 
n’[etait] pas entre au Soudan depuis cette date en raison de 1’interdiction de voyager 
qui lui a[vait] ete imposee par les autorites competentes ». Au sujet des activites 
d’Hussein al-Ali, le Soudan a informe le Comite que « [celui-ci] avait propose ses 
services a la MIC (Soudan) en 2008, mais que la MIC ne 1’avait pas rencontre et 
n’avait entretenu aucune collaboration avec lui ». Le Groupe d’experts a demande 
que lui soient communiques les noms et les informations figurant sur les passeports 
de tous les ressortissants de la Republique populaire democratique de Coree et 
d’autres personnes employees par la Future Electronic Company au Soudan, que le 
Soudan dit avoir expulsees 88 . Le Groupe d’experts a egalement demande une copie 


85 La Chonryong Technology Corporation serait soupgonnee de s’etre livree a des transferts d’armes 
vers la Republique arabe syrienne en 2016, voir S/2018/171, par. 133. 

86 Information communiquee par un Etat Membre. 

87 II a ete precedemment signale que la Sudan Master Technology Engineering Company participait a 
des projets de cooperation militaire avec la Korea Mining Development Trading Corporation 
(KOMID) portant sur des roquettes et des missiles, voir S/2017/150, par. 106. 

88 Au paragraphe 4 du rapport national de mise en oeuvre du 14 aout 2018 (S/AC.49/2018/98) que le 
Soudan a transmis au Comite, le Soudan a declare que « le Gouvernement soudanais afvait] 
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des contrats conclus entre la Future Electronic Company, la Sudan’s Military Industry 
Corporation et la Sudan Master Technology Engineering Corporation, ainsi que des 
preuves de l’annulation de ces projets. II a en outre demande que lui soient transmis 
tous les documents relatifs aux entites de la Republique populaire democratique de 
Coree designees par l’ONU ou a d’autres entites qui auraient pu agir pour le compte 
de celles-ci au Soudan, notamment la KOMID, la Tanchon Commercial Bank, la 
Future Electronic Company, la Chongryong Technology Trading Corporation et la 
Chosun Keumcheong Technology General Trade Corporation, au sujet desquelles le 
Groupe d’experts a demande des renseignements au Soudan entre decembre 2015 et 
novembre 2018 (voir annexe 26). 

85. Le 2 janvier 2019, le Soudan a coopere avec le Groupe d’experts et transmis les 
contrats et autres elements de preuve demandes en precisant qu’«un seul 
accord-cadre a[vait] ete conclu entre les societes SMT et FEC » et que « deux contrats 
d’application [avaient] ensuite ete signes aux fins de la fourniture de pieces pour le 
projet de developpement [d’armes de] 122 mm et de bombes aeriennes » 89 . En outre, 
les contrats entre la Future Electronic Company et la Sudan Master Technology 
Engineering Company portaient sur plusieurs autres programmes et articles « dans les 
domaines de la remise en etat des radars orientaux, des systemes de defense aerienne, 
de la communication tactique, de la maintenance, de la fourniture de pieces de 
rechange et de la formation » (voir annexe 27). Le Soudan a egalement coopere avec 
le Groupe d’experts au sujet de la Future Electronic Company, societe ecran de la 
KOMID, et des representants de cette derniere. En ce qui concerne Kim Song Choi, 
representant de la KOMID, le Soudan a declare que « [celui-ci] s’[etait] rendu [dans 
le pays] pour la premiere fois en 2013 pour suivre l’execution des contrats relatifs au 
developpement [d’armes] de 122 mm ». II s’etait ensuite rendu une deuxieme fois au 
Soudan pour superviser certains groupes charges de 1’installation de radars P12 et 
P15. Le Soudan a ajoute que Kim Song Choi s’etait ensuite « rendu au Soudan une 
troisieme fois en 2016 sous un nom different et avec un nouveau passeport afin de 
reclamer l’execution de certaines obligations financieres ». Le Soudan a fourni au 
Groupe d’experts des documents attestant que Kim Song Choi avait ete interdit 
d’entree dans le pays. En ce qui concerne la Future Electronic Company, societe ecran 
de la KOMID, les contrats montrent qu’elle etait enregistree dans un pays tiers et 
qu’elle etait representee par un certain Hong Man Bak, titulaire d’un passeport de la 
Republique populaire democratique de Coree 90 . 

Republique arabe syrienne 

86. Le Groupe d’experts a poursuivi ses multiples enquetes sur les activites 
interdites se deroulant entre la Republique populaire democratique de Coree et la 
Republique arabe syrienne, les deplacements continus de techniciens de la 
Republique populaire democratique de Coree au depart et a destination de la 
Republique arabe syrienne, la presence dans ce pays de ressortissants de la 
Republique populaire democratique de Coree travaillant pour le compte d’entites 
designees de la Republique populaire democratique de Coree et les activites de 
courtiers en armes syriens qui essaient de vendre du materiel militaire de la 
Republique populaire democratique de Coree dans plusieurs Etats Membres 
d’Affique et du Moyen-Orient. 


expulse le personnel de ladite societe et lui a[vait] interdit d’entrer a nouveau au Soudan » et que 
« le dernier employe [etait] parti le 12 aout 2017 ». 

89 S/2017/150, par. 106. 

90 Passeport de la Republique populaire de Coree n° 836298402. 
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87. En 2018, un Etat Membre a informe le Groupe d’experts que des techniciens de 
la Republique populaire democratique de Coree impliques dans des activites 
interdites et travaillant pour des usines de la defense syrienne (Maamal al-Difaa) 
s’etaient egalement rendus en Republique arabe syrienne en 2016 et 2017. II s’agissait 
notamment de trois ressortissants de la Republique populaire democratique de Coree 
ayant quitte la Republique arabe syrienne au printemps 2017 91 (voir tableau 2). 


La date exacte de leur depart est conservee dans le dossier. 
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Tableau 2 

Informations sur les techniciens de la Republique populaire democratique 
de Coree ayant visite la Republique arabe syrienne 


Nom 

Annee de naissance 

Numero de passeport 

Annee de delivrance 

Yang Kyong Song 

1961 

83632010 

2016 

Kim Jong Gil 

1971 

927120306 

2017 

Kim Thae Hyon 

1966 

927120305 

2017 


88. Selon l’Etat Membre, trois autres experts de la Republique populaire 
democratique de Coree (voir tableau 3) sont arrives en Republique arabe syrienne le 
3 mai 2017 et ont ete accueillis par le colonel Samer Haydar, membre du Departement 
de la defense aerienne des Forces armees arabes syriennes. 

Tableau 3 

Informations sur les experts de la Republique populaire democratique 
de Coree ayant visite la Republique arabe syrienne 


Nom 

Annee de naissance 

Numero de passeport 

Annee de delivrance 

Kim Yong Choi 

1970 

836238472 

2016 

Ko Jong Myong 

1974 

56343410 

2013 

Ri Song 

1960 

927220125 

2017 


89. Ces trois personnes ont obtenu un visa de trois mois aupres de l’ambassade de 
la Republique arabe syrienne a Pyongyang 92 . Leurs noms et numeros de passeport ne 
sont pas les memes que ceux des techniciens de la Republique populaire democratique 
de Coree impliques dans des activites liees a des missiles balistiques et d’autres 
activites interdites, qui s’etaient precedemment rendus en Republique arabe syrienne 
et en etaient repartis en fevrier 2011, aout 2016, novembre 2016 et mars 2017. C’est 
bien la preuve que la Republique populaire democratique de Coree et la Republique 
arabe syrienne ont poursuivi leur cooperation militaire interdite 93 . 

90. Le Groupe d’experts a egalement re<?u des informations indiquant que des 
ressortissants syriens cherchaient a vendre des armes a plusieurs Etats d’Afrique et 
du Moyen-Orient pour le compte de la Republique populaire democratique de Coree 
et auraient propose des armes classiques et, dans certains cas, des missiles balistiques, 
a des groupes armes au Yemen et en Libye. D’apres un Etat Membre, Hussein al- 
Ali 94 , decrit comme un trafiquant d’armes syrien, se serait livre a une cooperation 
militaire interdite au nom de la Republique populaire democratique de Coree en 
cherchant a vendre des armes en Libye (voir par. 73), au Soudan (voir par. 84) et au 
Yemen (voir par. 97). Le Groupe d’experts n’a pas encore re<?u de reponse de la part 
de la Republique arabe syrienne concernant l’ampleur des activites menees dans ces 
Etats Membres et d’autres Etats d’Afrique et du Moyen-Orient par M. Al-Ali et sa 


Numeros de visa conserves dans les dossiers du Groupe d’experts. 

S/2018/171, par. 125 a 127. Les noms et les passeports de plusieurs de ces personnes sont 
conserves dans les dossiers du Groupe d’experts. 

Date de naissance : l er janvier 1942 ; numero de passeport : 011095903 ; on trouvera une copie du 
passeport a l’annexe 30. 












societe « Consulting Bureau for Marketing » 95 , basee a Damas. II n’a pas non plus 
re?u de reponse a la demande qu’il avait adressee a M. Al-Ali tendant a ce que celui-ci 
rende compte en detail de ses relations passees et presentes avec le Ministere du 
materiel militaire de la Republique populaire democratique de Coree, Saeng Pi’l, 
d’autres entites designees de la Republique populaire democratique de Coree ainsi 
que les ressortissants de ce pays agissant pour le compte de telles entites. 

91. Un Etat Membre a informe le Groupe d’experts que Ryu Jin, designe en tant que 
representant de la KOMID en Republique arabe syrienne, avait quitte ce pays. La 
Republique arabe syrienne n’a pas encore confirme cette information et n’a pas 
precise au Groupe d’experts si ce depart faisait suite a une expulsion au sens des 
paragraphes 13 ou 14 de la resolution 2270 (2016) du Conseil de securite. Un Etat 
Membre a informe le Groupe d’experts que plusieurs personnes designees et d’autres 
ressortissants de la Republique populaire democratique de Coree travaillant pour le 
compte d’entites designees, notamment Choe Jin Myong 96 , residaient toujours en 
Republique arabe syrienne. 

92. En novembre 2018, le Groupe d’experts a ete informe que la Republique arabe 
syrienne etait l’un des deux marches les plus lucratifs pour la Republique populaire 
democratique de Coree pour ce qui etait des biens et des services lies aux 
armements 97 . Selon l’Etat Membre qui lui a communique ce renseignement, la 
Republique populaire democratique de Coree poursuit sa cooperation avec le Centre 
d’etudes et de recherches scientifiques et le Bureau d’approvisionnement des Forces 
armees. Le Directeur adjoint de la KOMID en Republique arabe syrienne se nomme 
Rim Yong Hyok, tandis que le remplagant de Ryu Jin en tant que representant 
principal en Republique arabe syrienne est connu sous le nom de « Kim ». Le Groupe 
d’experts a ecrit a la Republique arabe syrienne (voir annexe 29) pour demander que 
lui soient communiques des renseignements sur tous les ressortissants et toutes les 
organisations de la Republique populaire democratique de Coree actifs en Republique 
arabe syrienne, en joignant a sa lettre une precedente reponse du pays (ibid.). La 
Republique arabe syrienne a repondu aux demandes qui lui avaient ete precedemment 
adressees par le Groupe d’experts en declarant que « les relations entre la Republique 
arabe syrienne et la Republique populaire democratique de Coree [etaient] conformes 
au droit international et a la Charte des Nations Unies », tout comme 1’etait la 
« representation diplomatique » entre les deux pays (voir annexe 31). 

Ouganda 

93. Le Groupe d’experts a ecrit a l’Ouganda le 10 decembre 2018 au sujet de 
l’article paru dans un journal, selon lequel la Republique populaire democratique de 
Coree aurait fourni des armes legeres et de petit calibre a l’Ouganda et dispense une 
formation aux forces speciales ougandaises, et la KOMID serait toujours presente 
dans le pays par l’intermediaire de l’ambassade de la Republique populaire 


95 La derniere adresse publique connue du Consulting Bureau for Marketing est la suivante : 

P.O. Box 33177, Damas, Republique arabe syrienne ; tel. : 963-11-3325044, 3318888 ; 
fax : 963-11-3331000, courrier electronique : alali@net.sy. 

96 Choe Jin Myong est un representant de longue date de la Chilsong Trading Company, qui 
commercialise du materiel militaire. M. Choe a collabore avec Han II, le representant pour Beijing 
de la Daeryonggang Trading Corporation, entite designee, en vue de negocier la vente de pieces 
destinees a la fabrication d’armes a une societe syrienne de munitions, Yona Star International. 
Voir S/2018/171, par. 133. 

97 Deux membres du Groupe d’experts ont note qu’aucune information statistique n’avait ete 
communiquee au Groupe a ce sujet. 




democratique de Coree a Kampala. La meme source indiquait en outre que des 
coentreprises interdites, telles que MKP, poursuivaient leurs activites dans le pays 
sous de nouveaux noms et que ces entries et leurs filiales entretenaient des liens a la 
fois avec la Republique populaire democratique de Coree et avec les services de 
renseignement ougandais 98 . Dans sa lettre du 10 decembre 2018, le Groupe d’experts 
a demande que lui soient communiquees des copies de tous les contrats relatifs a la 
formation militaire et paramilitaire dispensee par la Republique populaire 
democratique de Coree en Ouganda, ainsi que des preuves de la resiliation de ces 
contrats et du depart du personnel de la Republique populaire democratique de Coree. 
Le Groupe d’experts a egalement demande les noms et les informations figurant sur 
les passeports de tous les ressortissants de la Republique populaire democratique de 
Coree presents en Ouganda, notamment tous les conseillers militaires. L’Ouganda n’a 
pas encore donne suite a cette demande. 

94. Le Groupe d’experts a poursuivi son enquete sur la presence et les activites de 
la KOMID en Ouganda. Selon un Etat Membre, la decision de 1’Ouganda d’expulser 
deux representants de la KOMID 99 « a empeche [celle-ci] de transferer hors du pays 
une somme substantielle en liquide dont on pense qu’elle est le produit des activites 
de la KOMID en Ouganda. Ri Kyong Hui, l’epouse de Yu Kyong Jin, et Jo Su Yong, 
celle de Jong Kuk Choi, ont tente de faire sortir cet argent [du pays] ». L’Etat Membre 
a egalement informe le Groupe d’experts que « de hauts fonctionnaires du Ministere 
ougandais de la defense pourraient avoir ete au fait des relations avec la KOMID », 
ajoutant que « ces fonctionnaires [etaient] impliques de maniere significative dans 
ces activites et que la question merit[ait] un examen attentif ». L’Ouganda n’a pas 
encore donne suite a la demande de renseignements adressee par le Groupe d’experts 
concernant la somme saisie ou bloquee par tout autre moyen pour empecher les 
representants de la KOMID susmentionnes ou leurs epouses de transferer l’argent 
hors du pays, non plus qu’a la demande d’information sur les comptes bancaires 
utilises. 

Emirats arabes unis 

95. Jusqu’en mai 2018 au moins, la Prime Okryu Art Gallery d’Abou Dhabi a 
presente sur son site Web les oeuvres d’artistes affilies au Mansudae Art Studio (voir 
fig. XIX) et vendu des oeuvres de la Republique populaire democratique de Coree 
dans ses installations. II etait egalement indique sur le site Web que la galerie etait 
affiliee au groupe de restaurants Okryugwan de la Republique populaire democratique 
de Coree (voir annexe 32). Apres que le Groupe d’experts a adressee aux Emirats 
arabes unis le 9 mai 2018, les pages du site du groupe de restaurants et de la galerie 
sont devenues inaccessibles. Le Groupe d’experts a obtenu des photographies, prises 
en decembre 2018, d’un ecriteau placarde sur la porte de la galerie indiquant que 
« [celle-ci] [etait] temporairement fermee pour renovation et rouvrir[ait] bientot ». Le 
2 janvier 2019, les Emirats arabes unis ont repondu au Groupe d’experts qu’« aucun 
des employes de la Prime Okryu Art Gallery n’etait citoyen de la RPDC [sic] » et que 
« le Gouvernement des Emirats arabes unis a[vait] ferme » la galerie. L’enquete se 
poursuit. 


Joe Parkinson, « Never take their photos : tracking the commandos, North Korea’s secret export 
Wall Street Journal, 9 decembre 2018, disponible a l’adresse suivante : 

www.wsj.com/articles/secret-workforce-funds-north-koreaand-defies-sanctions-1544379764. 
Dans son rapport final de 2018, le Groupe d’experts a pris note de la decision de l’Ouganda 
d’expulser deux diplomates de la Republique populaire democratique de Coree agissant pour le 
compte de la KOMID. Voir S/2018/171, par. 142. 




Figure XIX 

Prime Okryu Gallery 
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Source : service Coree de la RFA, Jinkuk Kim. 


Republique-Unie de Tanzanie 

96. Le Groupe d’experts a poursuivi son enquete sur les activites menees en 
Republique-Unie de Tanzanie par la Haegeumgang Trading Corporation (egalement 
connue sous le nom de Haegumgang) et sur la reparation et la modernisation des 
systemes de missiles sol-air Pechora (S-125) et du radar tanzanien de defense aerienne 
P-12 entreprises par la Republique populaire democratique de Coree pour un montant 
estime a 10,49 millions d’euros 100 . La Republique-Unie de Tanzanie n’a pas encore 
donne suite aux demandes de renseignements adressees par le Groupe d’experts. 

Yemen 

97. Le Groupe d’experts a enquete sur les efforts deployes par le Ministere du 
materiel militaire de la Republique populaire democratique de Coree et la KOMID 
pour fournir un large eventail d’armes classiques et de missiles balistiques au 
mouvement houthiste au Yemen par l’intermediaire d’un mandataire connu, Hussein 
al-Ali, ressortissant syrien, et de sa societe Consulting Bureau for Marketing, 
enregistree en Republique arabe syrienne. Grace a un Etat Membre, le Groupe 
d’experts a pu consulter une lettre datee du 13 juillet 2016 adressee par le dirigeant 
houthiste et general de division Zakaria Yahya al-Shami au Ministere du materiel 
militaire de la Republique populaire democratique de Coree et a la Tosong 
Technology Trading Corporation, une filiale de la KOMID, pour les inviter a une 
reunion a Damas « en vue d’examiner la question du transfert de technologie et 
d’autres questions d’interet commun ». Selon l’Etat Membre, « un protocole de 
cooperation entre le Yemen et la [Republique populaire democratique de Coree] » a 
ensuite ete negocie, notamment avec « Naif Ahmad A1 Qanis, ambassadeur houthiste 
a Damas, et Hussein al-Ali, courtier en armes syrien ». Toujours selon l’Etat Membre, 
cette cooperation portait sur un « large eventail de materiel militaire, notamment des 
Kalachnikov, des mitrailleuses PKC, des RPG-7, des RPG-29, des missiles Fagot, des 
missiles Igla, des chars, des systemes de defense aerienne [et] des missiles 
balistiques ». Le Groupe d’experts n’a pas encore re?u de reponse a la demande 
d’information adressee au general de division Zakaria Yahya al-Shami, a Naif Ahmad 
al-Qanis et a Hussein al-Ali concernant le role qu’ils avaient joue dans ces 
negociations et les tentatives visant a acheminer des armes en provenance de la 


S/2018/171, par. 143. 


55/396 


















S/2019/171 


Republique populaire democratique de Coree ou pour le compte de celle-ci, ou a en 
orchestrer racheminement. 

Zimbabwe 

98. Le 9 juin 2018, le Zimbabwe a fourni des preuves de la radiation de la Mansudae 
Boka Design Company et de la fermeture de ses comptes bancaires en reponse aux 
demandes d’information que lui avaient adressees le Groupe d’experts concernant les 
activites des ressortissants de la Republique populaire democratique de Coree et des 
societes affiliees a Mansudae au Zimbabwe 101 . 

Application de l’interdiction relative aux articles de luxe 

Rolls-Royce Phantom 

99. Le Groupe d’experts a enquete sur la premiere apparition publique d’une 
limousine Rolls-Royce Phantom a Pyongyang le 7 octobre 2018, en violation 
apparente de l’interdiction relative aux articles de luxe enoncee a l’alinea a) iii) du 
paragraphe 8 de la resolution 1718 (2006) du Conseil de securite ainsi qu’au 
paragraphe 23 et a l’annexe IV de la resolution 2094 (2013), qui s’applique a la 
fourniture, a la vente ou au transfert directs ou indirects de vehicules de luxe a la 
Republique populaire democratique de Coree. Dans la lettre qu’il a adressee a 
Rolls-Royce Motor Cars Ltd et a sa societe mere, Bayerische Motoren Werke (BMW), 
le Groupe d’experts a releve un certain nombre de signes distinctifs pour qu’elles 
puissent plus facilement determiner de quel vehicule il s’agissait (voir fig. XX). 

Figure XX 

Rolls-Royce Phantom et signes distinctifs observes a Pyongyang le 7 octobre 2018 



Source : Voice of America. 


Ibid., par. 144. 
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100. Dans sa reponse, Rolls-Royce a informe le Groupe d’experts que ce vehicule 
etait apparemment un modele de septieme generation de la serie « Phantom Extended 
Wheelbase series II » fabrique entre aout 2012 et fevrier 2017 dans son usine de 
Goodwood. Rolls-Royce a souligne que, sans le numero d’identification du vehicule, 
elle etait dans l’incapacite de repondre aux demandes de renseignements du Groupe 
d’experts. L’enquete se poursuit. 

Rolls-Royce Ghost 

101. Le Groupe d’experts apoursuivi son enquete sur le transfert au Bangladesh, par 
un diplomate de la Republique populaire democratique de Coree, d’une limousine 
Rolls-Royce Ghost qui avait fait l’objet de fausses declarations et avait ete saisie par 
les Services du renseignement douanier du Bangladesh enjanvier 2017 102 . Le Groupe 
d’experts a demande au Bangladesh de l’informer du lieu ou se trouvait le vehicule 
et de lui communiquer son rapport d’enquete sur la saisie. Le Bangladesh n’a pas 
encore donne suite aux multiples requetes qui lui ont ete adressees par le Groupe 
d’experts. 

Limousines Mercedes-Benz 

102. Le Groupe d’experts a poursuivi son enquete sur les limousines Mercedes-Benz 
expedites en Republique populaire democratique de Coree, en vue notamment 
d’etablir tous les numeros d’identification des vehicules et de determiner si certains 
avaient ete modifies 103 . Plusieurs de ces Mercedes-Benz ont ete utilisees sans plaques 
d’immatriculation lors de reunions tenues a Singapour (voir fig. XXI), a Beijing (voir 
fig. XXII) et a Pyongyang, et ont servi au transport d’au moins un chef d’Etat etranger 
en Republique populaire democratique de Coree en 2018 (voir ibid.). Le Groupe 
d’experts a ecrit a Singapour et a la Chine pour demander que lui soient communiques 
les registres des numeros d’identification des vehicules comme suite a ces transferts 
temporaires, ou les resultats des verifications operees par le Service de securite du 
President de la Republique de Coree, dont le chef aurait ete identifie comme passager 
de l’un des vehicules. 

Figure XXI 

Images de limousines Mercedes-Benz obtenues illicitement, sans plaques 
d’immatriculation, a Singapour, en juin 2018 


102 S/2017/150, par. 125. 

103 Le Groupe d’experts a determine que plusieurs de ces Mercedes-Benz avaient 6t6 acheminees par 
conteneur depuis le port de Long Beach (Californie, Etats-Unis) jusqu’a Dalian (Chine), sur 
instruction de George Ma, homme d’affaires chinois dont la societe, Seajet, mandataire d’Air 
Koryo, la compagnie aerienne de la Republique populaire democratique de Coree, avait deja 
participe en 2010 a l’expedition de materiel d’armement a Brazzaville. Ces vehicules ont ensuite 
ete transferes dans des conteneurs d’expedition par la societe Liaoning Danxing International 
Forwarding. Voir S/2016/157, par. 118 a 121, et annexes 76 a 85. 
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Figure XXII 

Images de limousines Mercedes-Benz obtenues illicitement, sans plaques 
d’immatricuiation, a Beijing, en juin 2018 (a gauche) et mars 2018 (au centre), 
et a Pyongyang, en septembre 2018 (a droite) 



Source : Reuters, Pyongyang Press Corps/Pool via Reuters. 


103. Dans sa lettre du 4 decembre 2018, Singapour a informe le Groupe d’experts 
qu’« [elle] avait demande que lui soient communiques les numeros de chassis et de 
moteur des vehicules, mais [que] les autorites de la [Republique populaire 
democratique de Coree] [avaient] refuse de reveler ces informations pour des raisons 
de securite nationale ». 

Lexus LX 570 

104. Le Groupe d’experts a enquete sur l’apparition de plusieurs vehicules de luxe a 
traction integrale Lexus LX 570 portant des plaques mineralogiques de la Republique 
populaire democratique de Coree lors du sommet intercoreen de septembre 2018 (voir 
fig. XXIII), en violation manifeste de l’alinea a) iii) du paragraphe 8 de la resolution 
1718 (2006) du Conseil de securite ainsi que du paragraphe 23 et de l’annexe IV de 
la resolution 2094 (2013). La Toyota Motor Corporation a informe le Groupe 
d’experts qu’elle n’etait pas en mesure d’etablir le numero d’identification du 
vehicule et que « Toyota appliqu[ait] les resolutions de l’ONU sur la [Republique 
populaire democratique de Coree] et n’a[vait] nullement l’intention d’exporter ces 
vehicules a moteur en [Republique populaire democratique de Coree] ou de les 
fabriquer [dans ce pays] », ajoutant qu’« [elle] ne p[ouvait] que supposer que ces 
vehicules [avaient] ete obtenus par des voies non officielles et f[aisaient] l’objet 
d’echanges entre particuliers ». Toyota a egalement coopere avec le Groupe d’experts 
en declarant que cette generation de « LX 570 a traction integrale a[vait] ete produite 
de janvier 2012 ajuillet 2015 ». 

Figure XXIII Vehicules Lexus LX 570 observes lors du sommet intercoreen 
tenu a Pyongyang du 18 au 20 septembre 2018 



Source : YouTube. 
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Vodka 

105. En juillet 2018, les Pays-Bas ont informe le Groupe d’experts qu’ils avaient a 
titre temporaire saisi une cargaison de vodka, dont ils soupgonnaient qu’elle etait 
acheminee vers la Republique populaire democratique de Coree. Selon les Pays-Bas, 
la vodka (code 2208.60 du Systeme harmonise) est consideree comme un « article de 
luxe » au sens du reglement (UE) 2017/2062 du Conseil. Les documents d’expedition 
accompagnant la cargaison ont montre que la vodka, fabriquee au Belarus, etait 
destinee a Liaoning Danxing International Forwarding, societe ayant fait l’objet d’une 
enquete de la part du Groupe d’experts car on la soupgonnait d’avoir expedie des 
limousines Mercedes-Benz en Republique populaire democratique de Coree. L’autre 
societe mentionnee dans ces documents, Transit Prime International Logistics, 
possedait le meme numero de telephone et la meme adresse que Liaoning Danxing 
International Forwarding. Les Pays-Bas ont note que la societe Liaoning Danxing 
avait ete mentionnee dans de precedents rapports du Groupe d’experts et que 
l’entreprise, en tant que transitaire, ne pouvait etre la destinataire finale des articles. 
Le Groupe d’experts a ecrit a Liaoning Danxing International Forwarding, dont le site 
Web indique qu’il s’agit d’une societe de transport maritime par conteneurs 
acheminant des marchandises a destination de la Republique populaire democratique 
de Coree 104 , et demande des informations sur la destination finale de la vodka. 

106. Deux contrats relatifs a cette cargaison de vodka ont pu etre obtenus par des 
voies separees. II en ressort que les produits avaient ete vendus par le fabricant 
belarussien a une entite georgienne du nom de Noble House LLC, qui etait donnee 
comme l’acquereur dans les deux contrats. Le Groupe d’experts a ecrit a Noble House 
pour demander que lui soit communique 1’ensemble de la correspondance et des 
operations financieres entre Noble House, la Liaoning Danxing International 
Forwarding Company et Transit Prime International Logistics Co. Ltd. Noble House 
n’a fourni ni la correspondance, ni les registres des operations financieres demandes, 
mais a repondu que la Chine etait la destination finale du fret et que la vodka devait 
etre vendue « sur le marche du e-commerce ». La societe a fourni une adresse 
electronique privee, un numero de telephone et le nom d’une personne qu’elle a 
presentee comme son « partenaire commercial » en Chine. Ni cette personne, ni 
Transit Prime International Logistics, ni Liaoning Danxing International Forwarding 
n’ont repondu aux demandes d’information du Groupe d’experts. 


IV. Finances 

107. Bien qu’elles aient ete renforcees en 2017, les sanctions financieres voient leur 
efficacite systematiquement minee par les pratiques frauduleuses de la Republique 
populaire democratique de Coree etpar l’incapacite des Etats Membres de reconnaitre 
et de prevenir de telles pratiques. La Republique populaire democratique de Coree 
beneficie d’un acces ininterrompu au systeme financier international grace a des 
reseaux financiers qui se sont rapidement adaptes aux dernieres sanctions et utilisent 
des methodes de contournement qui rendent compliquee la detection des activites 
illicites. Les Etats Membres continuent egalement de manquer a leur obligation 
d’adoption des mesures preserves dans les resolutions du Conseil de securite, 
notamment le gel des avoirs et 1’expulsion des representants des banques de la 
Republique populaire democratique de Coree operant a l’etranger. Les personnes 
habilitees a agir en representation des institutions financieres de la Republique 


Le site Web de Liaoning Danxing International Forwarding a cesse de fonctionner en 2018. 
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populaire democratique de Coree a l’etranger permettent au pays de se soustraire a 
des mesures de sanction telles que l’obligation faite aux Etats Membres de fermer 
toutes les filiales des banques de la Republique populaire democratique de Coree 
relevant de leur juridiction. Les cyberattaques menees par la Republique populaire 
democratique de Coree aux fins du transfert illegal de fonds sont devenues un outil 
important de contournement des sanctions et ont gagne en complexity et en ampleur 
depuis 2016. 

108. Les enquetes financieres menees par le Groupe d’experts montrent egalement 
que les Etats Membres ne s’acquittent pas pleinement de l’obligation qui leur est faite 
de geler tous les avoirs controles par des entites designees ou des membres du 
Gouvernement de la Republique populaire democratique de Coree qui se livrent a des 
activites revenant a violer ou a contourner une mesure de sanction quelle qu’elle soit. 
Dans plusieurs des affaires sur lesquelles le Groupe d’experts a enquete, les Etats 
Membres ont ferme les comptes bancaires de personnes agissant au nom d’entites 
designees, notamment le Bureau general de reconnaissance, mais n’ont pas gele leurs 
avoirs et leur ontpermis de transferer des fonds vers des banques situees dans d’autres 
pays. Les operations mondiales de Glocom et de MKP se poursuivent malgre les 
precedents rapports du Groupe d’experts sur leurs activites illicites et les 
recommandations qu’il a faites au Comite et aux Etats Membres de designer ces 
entites et de geler leurs avoirs. Si certains Etats Membres ont pris des mesures pour 
limiter le nombre de comptes que possedent les ambassades et les diplomates de la 
Republique populaire democratique de Coree dans leur juridiction, comme l’exigent 
les resolutions du Conseil de securite, le Groupe d’experts a constate que les 
diplomates contournaient ces dispositions en ouvrant et en gerant des comptes dans 
plusieurs pays, y compris certains dans lesquels ils n’etaient pas accredites, dans le 
but de se livrer a des activites commerciales illicites. Enfin, le Groupe d’experts a 
enquete sur l’existence de plus de 200 entites de cooperation potentielles et entites se 
presentant comme des coentreprises dont les Etats Membres auraient du ordonner la 
fermeture au plus tard le 9 janvier 2018 (c’est-a-dire dans les 120 jours suivant 
l’adoption de la resolution 2375 (2017) du Conseil). En outre, le Groupe d’experts a 
obtenu des informations indiquant que des societes qu’il considere comme des entites 
de cooperation 105 pourraient egalement avoir viole d’autres dispositions des 
resolutions, notamment l’interdiction enoncee au paragraphe 18 de la resolution 
2321 (2016) du Conseil concernant l’utilisation des locaux diplomatiques de la 
Republique populaire democratique de Coree a des fins non diplomatiques. Le 
Groupe d’experts a egalement constate qu’une societe possedant des liens avec des 
entites designees, notamment Mansudae et le Bureau general de reconnaissance, avait 
etabli des coentreprises dans un autre pays et y menait des activites. 

Cyberattaques 

109. Le Groupe d’experts note que la Republique populaire democratique de Coree 
a tendance a recourir a des cyberattaques pour transferer illegalement des fonds 
detenus dans des institutions financieres et proceder a des echanges de cybermonnaie 
en contournant les sanctions financieres. Selon un Etat Membre, « le cyberespace est 
utilise par la [Republique populaire democratique de Coree] comme un moyen 


Le Groupe d’experts a deja examine deux cas de collaboration dans lesquels une entite etait geree, 
dirigee ou detenue par au moins un non-ressortissant de la Republique populaire democratique de 
Coree et un ressortissant ou une entite de la Republique populaire democratique de Coree, en 
violation du paragraphe 18 de la resolution 2375 (2017) du Conseil de securite. Voir S/2018/171, 
par. 89 et 92. 
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asymetrique de mener des operations illicites et clandestine s relevant de la 
cybercriminalite et du contournement des sanctions. Ces operations visent a obtenir 
des fonds par divers moyens afin de se soustraire aux sanctions » (voir annexe 33). 
Selon des informations communiquees par les Etats-Unis (pieces judiciaires, 
declarations du Gouvernement et de fonctionnaires et autre s documents), le Bureau 
general de reconnaissance est responsable de plusieurs cyberattaques menees par la 
Republique populaire democratique de Coree et joue un role determinant dans ces 
activites 106 . En 2017, un troisieme Etat Membre a informe le Groupe d’experts que le 
Bureau general de reconnaissance avait supervise et mene des cyberattaques non 
seulement pour detruire des infrastructures et recueillir des renseignements, mais 
aussi pour obtenir des devises etrangeres 107 . En 2018, un quatrieme Etat Membre a 
adresse au Groupe d’experts une lettre dans laquelle etaient mentionnees des 
cyberattaques imputees au Bureau general de reconnaissance. Selon les informations 
communiquees dans cette lettre, certains elements donnent a penser que « des unites 
militaires specialises dans la cyberactivite sont directement chargees de generer des 
revenus pour le regime ». 

110. Le 28 juillet 2016, la Police nationale de la Republique de Coree a attribue au 
Bureau general de reconnaissance la responsabilite d’une cyberattaque contre le 
centre d’achats en ligne Interpark, affirmant qu’il s’agissait d’une tentative 
d’« acquisition criminelle de devises etrangeres » (voir annexe 35), qui aurait pu 
permettre de contourner le gel des avoirs. Le Groupe d’experts considere qu’il s’agit 
la d’une tentative de la part d’une entite designee d’echapper aux sanctions en 
recourant a une cyberattaque pour transferer illegalement 2,7 millions de dollars. 

111. Le 6 septembre 2018, le Gouvernement des Etats-Unis a mis en accusation Park 
Jin Hyok, pirate informatique de la Republique populaire democratique de Coree et 


Voir annexe 34. En 2017, une evaluation menee par l’Office national de securite des Etats-Unis et 
diffusec dans les medias a permis d’etablir un lien entre le logiciel rangonncur WannaCry et le 
Bureau general de reconnaissance sur le fondement d’adresses de protocole Internet connues pour 
avoir ete utilisees par le Bureau. Voir Ellen Nakashima, « The NSA has linked the WannaCry 
computer worm to North Korea », Washington Post, 14 juin 2017, consultable a l’adresse 
suivante : https://wapo.st/2EYAVBB (les Etats-Unis et le Royaume-Uni de Grande-Bretagne et 
d’lrlande du Nord ont publie d’autres declarations, qui sont consultables aux adresses suivantes : 
https://bit.ly/2BK7qm6 et https://bit.ly/2GPGUvn). Voir Daniel Glaser, Secretaire adjoint a la lutte 
contre le financement du terrorisme, Departement du tresor des Etats-Unis, declaration prononcee 
devant le Congres en janvier 2015, consultable a l’adresse suivante : 

www.govinfo.gov/content/pkg/CHRG-114hhrg92556/html/CHRG-114hhrg92556.htm. Voir James 
R. Clapper, Directeur du renseignement national americain, « National intelligence, North Korea, 
and the national cyberdiscussion », remarques formulees lors d’une conference internationale sur 
la cybersecurite en janvier 2015. Selon le Congressional Research Service des Etats-Unis, « la 
plupart des sources indiquent que les cyberoperations [de la Republique populaire democratique 
de Coree] ont leur siege au Bureau general de reconnaissance (RGB) ». Voir 
https://fas.org/sgp/crs/row/R44912.pdf. La plainte penale mentionnee ci-dessous, rendue publique 
par le Ministere de la justice des Etats-Unis le 6 septembre 2018 dans le cadre de l’affaire Park Jin 
Hyok, attribue egalement au Bureau general de reconnaissance la responsabilite des cyberattaques 
menees par la Republique populaire democratique de Coree. Dans le contexte de la designation du 
Bureau general de reconnaissance en reponse a l’attaque dirigee contre Sony Pictures 
Entertainment, le Departement du tresor des Etats-Unis a declare que « nombre des grandes 
cyberoperations de la [Republique populaire democratique de Coree] pass[ai]ent par le [Bureau 
general de reconnaissance] ». Voirwww.treasury.gov/press-center/press-releases/Pages/jl9733. 

L’Etat Membre a informe le Groupe d’experts que cette conclusion reposait sur les estimations 
obtenues en evaluant la codification et les attributs. 




membre d’une organisation connue sous le nom de « groupe Lazarus » 108 , pour 
participation a un « vaste complot sur plusieurs annees visant a commettre des 
intrusions informatiques et a mener des activites electroniques frauduleuses, organise 
par des conspirateurs agissant pour le compte du Gouvernement de la Republique 
populaire democratique de Coree » 109 . Selon les Etats-Unis, M. Park « s’est deja 
rendu en Chine par le passe et a mene des activites informatiques legitimes pour le 
compte de la societe ecran « Chosun Expo » ou de la Korean Expo Joint Venture, en 
sus des activites exercees pour le compte du Bureau general de reconnaissance de la 
[Republique populaire democratique de Coree] » 110 (voir annexe 36). Le Groupe 
d’experts a demande des informations au Gouvernement chinois sur les activites de 
Chosun Expo et la poursuite eventuelle de son exploitation en tant que coentreprise 
ou entite de cooperation interdite par la resolution 2375 (2017) du Conseil de securite. 
La Chine a repondu qu’« [elle] a[vait] mene une enquete sur la base des informations 
fournies par le Groupe d’experts » et qu’« [elle] n’a[vait] jusqu’a present repere 
aucune entreprise enregistree sous le nom de Chosun Expo Joint Venture et ne 
dispos[ait] actuellement d’aucune information sur Park Jin Hyok ». 

112. Selon les Etats-Unis, Park Jin Hyok et ses complices ont egalement « planifie 
puis execute le transfert frauduleux de 81 millions de dollars depuis la Bangladesh 
Bank [...] et se sont livres a des intrusions informatiques et a des cyherbraquages 
visant de nombreux autres services financiers des Etats-Unis et d’autres pays 
d’Europe, d’Asie, d’Afrique, d’Amerique du Nord et d’Amerique du Sud en 2015, 
2016, 2017 et 2018, pour tenter de detourner des sommes depassant largement le 
milliard de dollars » m . Les 81 millions de dollars ont ete soustraits avec succes du 
compte detenu par la Bangladesh Bank a la Banque federate de reserve de New York 
a l’aide du systeme SWIFT et transferes vers des comptes aux Philippines, ou ils ont 
« ensuite ete blanchis par l’intermediaire de plusieurs comptes bancaires, d’une 
entreprise de transfert de fonds et de visites au casino » 112 . Les Philippines ont fourni 
au Groupe d’experts des rapports d’audit interne, des extraits de la correspondance 
bancaire, des images de videosurveillance et d’autres informations concernant la 
recherche des fonds detournes, dont la plupart n’ont pas encore ete retrouves. Le 
Groupe d’experts poursuit son enquete. 

113. Le Groupe d’experts a enquete sur deux autres cyberattaques a but lucratif dans 
lesquelles la Republique populaire democratique de Coree avait tente de transferer 
illegalement plus de 20 millions de dollars. En mai 2018, une cyberattaque menee par 
un groupe de menaces persistantes avancees (Advanced Persistent Threat - APT) de 
la Republique populaire democratique de Coree a permis le transfert de 10 millions 


Le Gouvernement americain designe les cyberacteurs soutenus par le Gouvernement de la 
Republique populaire democratique de Coree par le nom de code « Hidden Cobra ». Voir www.us- 
cert.gov/HIDDEN-COBRA-North-Korean-Malicious-Cyber-Activity. 

Cour de district des Etats-Unis, District central de Californie, United States of America v. PARK 
JIN HYOK, affaire n° MJ18-1479, plainte penale, 8 juin 2018, par. 6, consultable a l’adresse 
suivante : www.justice.gov/opa/press-release/file/1092091/download. 

Les Etats-Unis ont declare que Chosun Expo etait « une societe ecran affiliee a Lab 110, l’une des 
organisations de piratage du Gouvernement [de la Republique populaire democratique de Coree] » 
et que « ce groupe de pirates [avait] ete baptise par certains chercheurs en cybcrsccuritc prives du 
nom de “groupe Lazarus” ». Voir l’annexe 36, intitulee « Wanted by the FBI, PARK JIN HYOK, 
Conspiracy to Commit Wire Fraud ; Conspiracy to Commit Computer-Related Fraud (Computer 
Intrusion) ». 

Cour de district des Etats-Unis, United States of America v. PARK JIN HYOK, par. 8. 

Ibid., par. 144. Le Groupe d’experts note qu’a l’epoque, les casinos n’etaient pas consideres 
comme des institutions financieres aux Philippines et n’etaient done pas soumis a la loi de lutte 
contre le blanchiment d’argent en vigueur dans le pays. 




de dollars depuis le Banco de Chile vers des comptes principalement situes a Hong 
Kong au moyen de transactions non autorisees effectuees a l’aide du systeme SWIFT. 
Une analyse technique de sources ouvertes fondee sur les adresses de protocole 
Internet et d’autres informations publiees par le Departement de la justice des Etats- 
Unis a permis d’etablir un lien entre les auteurs et Lab 110 113 qui, selon les Etats- 
Unis, releve du Bureau general de reconnaissance 114 . En aout 2018, 13,5 millions de 
dollars environ ont ete detournes de la Cosmos Bank en Inde dans le cadre de plus de 
14 000 retraits realises simultanement dans des guichets automatiques bancaires de 
28 pays, ainsi qu’au moyen de virements supplementaires effectues a l’aide du 
systeme SWIFT vers un compte appartenant a une societe basee a Hong Kong. Le 2 
octobre 2018, les Etats-Unis ont reagi a ces attaques de guichets automatiques en 
lan?ant une alerte « FASTCash Campaign » concernant la Republique populaire 
democratique de Coree 115 . Ces attaques recentes montrent que les cyberattaques a des 
fins lucratives menees par la Republique populaire democratique de Coree sont de 
plus en plus sophistiquees et qu’elle cherche sans cesse a faire evoluer les outils et 
les tactiques qu’elle utilise. L’attaque contre la Cosmos Bank etait une operation 
complexe, bien planifiee et etroitement coordonnee qui a permis de contourner les 
trois principaux niveaux de defense enonces dans les directives de l’Organisation 
internationale de police criminelle (INTERPOL) en matiere d’attenuation des 
attaques visant des banques et des guichets automatiques 116 . Les auteurs de l’attaque 
contre la Cosmos Bank ont pu compromettre non seulement le reseau SWIFT pour 
transferer des fonds vers d’autres comptes, mais egalement les processus bancaires 
internes de fa?on simultanee pour contourner les procedures de verification des 
transactions et ordonner des transferts internationaux vers pres de 30 pays, ou les 
fonds ont ete retires physiquement par des particuliers dans le cadre de plus de 10 000 
transactions distinctes au cours d’un week-end. 

114. Le Groupe d’experts note qu’outre les attaques visant la monnaie fiduciaire, les 
cyberattaques dirigees contre la cybermonnaie offrent a la Republique populaire 
democratique de Coree de nouveaux moyens de contourner les sanctions, ce type de 
monnaie etant plus difficile a localiser, pouvant etre blanchi de nombreuses fois et 
n’etant pas reglemente par les pouvoirs publics. Lors de l’attaque WannaCry menee 
par le Bureau general de reconnaissance en 2017, la ran<;on a ete demandee en 
cybermonnaie. Selon une estimation, cinq attaques visant des echanges de 
cybermonnaie perpetrees en Asie par la Republique populaire democratique de Coree 
entre janvier 2017 et septembre 2018 ont ete couronnees de succes, entrainant une 
perte totale de 571 millions de dollars 117 (voir annexe 39). 


Voir annexes 37 et 38. 

L’Etat Membre a informe le Groupe d’experts que cette conclusion reposait sur les estimations 
obtenues en evaluant la codification et les attributs, voir aussi l’annexe 36. 

Etats-Unis, Departement de la securite du territoire, Alerte Hidden Cobra (TA18-275A) 

- FASTCash campaign, 2 octobre 2018, consultable a l’adresse suivante : www.us- 
cert.gov/ncas/alerts/TA18-275A. 

Voir Oleg Kolesnikov, « Securonix Threat Research Report : Cosmos Bank SWIFT/ATM 
US$13.5 million cyber attack detection using security analytics », 27 aout 2018, consultable a 
Tadresse suivante : http://bit.ly/2sgABaO. 

Group-IB, « 14 cyberattacks on crypto exchanges resulted in a loss of $882 million », 17 octobre 
2018, consultable a l’adresse suivante : www.group-ib.com/media/gib-crypto-summary/. Voir aussi 
l’annexe 39 et Priscilla Moriuchi, « North Korea turning to cryptos to counter economic 
sanctions », The Hill, 22 janvier 2018, consultable a l’adresse suivante : 
https://thehill.com/opinion/international/370114-north-korea-turning-to-cryptos-to-counter- 
economic-sanctions. 




115. On trouve dans le dernier rapport final en date du Groupe d’experts des 
informations montrant que les agents du Bureau general de reconnaissance - et les 
membres de leur famille - responsables des activites financieres illegales en Europe, 
notamment de virements importants sur des comptes situes dans des pays de l’Union 
europeenne et d’Asie, etaient a la fois hautement qualifies et extremement competents 
dans le domaine informatique et que l’un deux, Kim Su Gwang, s’etait vu confier 
d’importantes responsabilites dans la gestion des systemes informatiques de 
1’organisation 118 . 

Recommandations 

116. Le Groupe d’experts recommande que le Conseil de securite tienne compte, 
dans l’enonce des futures mesures de sanction financiere, des cyberattaques que 
mene la Republique populaire democratique de Coree pour generer illegalement 
des recettes pour le pays, en contravention avec les dispositions des resolutions. 

117. Les Etats Membres devraient renforcer leurs capacites d’echanger des 
informations de gouvernement a gouvernement et avec leurs propres institutions 
financieres, sur les cyberattaques menees par la Republique populaire 
democratique de Coree, de maniere a deceler et a dejouer les tentatives de la 
Republique populaire democratique de Coree d’employer ses cybercapacites 
pour contourner les sanctions. 

118. Les informations relatives aux cyberattaques menees par le Bureau general 
de reconnaissance afin d’echapper aux sanctions financieres et d’obtenir des 
devises etrangeres devraient etre consignees dans l’entree consacree au Bureau 
general de reconnaissance de la liste relative aux sanctions etablie par le Comite 
1718. 

Activites du personnel diplomatique de la Republique populaire democratique 
de Coree dans le domaine financier 

119. Le Groupe d’experts a enquete sur un diplomate de la Republique populaire 
democratique de Coree, Kim Jong Choi (alias Ri Jong Choi), qui a ete par le passe en 
poste en Malaisie. Celui-ci a mene des activites pour le compte de la Korea Ponghwa 
General Trading Corporation qui, selon des documents obtenus par le Groupe, est 
associee a la Korea Kumgang Bank 119 . Faute de place, les informations relatives a 
cette affaire sont donnees a l’annexe 40. Le fait qu’un national de la Republique 
populaire democratique de Coree occupant un poste de diplomate a l’ambassade de 
Kuala Lumpur ait fait des affaires au nom d’entries de la Republique populaire 
democratique de Coree et d’institutions financieres s’inscrit dans le droit fil des 
methodes deja decrites par le Groupe d’experts. 

120. Le Groupe d’experts a enquete sur les pratiques bancaires d’un autre diplomate 
de la Republique populaire democratique de Coree accredits dans un pays de 1 ’Union 
europeenne, Kim Choi Yong, qui avait aide a organiser l’expedition de quatre groupes 


S/2018/171, annexe 46. 

La Korea Kumgang Bank egalement connue sous le nom « Kumgang Export and 

Import Bank, »), est une banque specialisee dans le reglement des operations d’import- 

export de diverses societes commerciales de la Republique populaire democratique de Coree, dont 
la Korea Ponghwa General Trading Corporation. La Korea Ponghwa General Trading Corporation 
releve du Comite economique cxtcricur du Cabinet du Gouvernement de la Republique populaire 
democratique de Coree et est associee a la Korea Pyongyang Trading Company. 
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electrogenes a destination de la Republique populaire democratique de Coree via la 
Chine en 2016, qui ont ete interceptes par les Pays-Bas (voir par. 80). Kim Choi Yong 
a utilise plus d’une dizaine de comptes bancaires dans des institutions financieres de 
l’Union europeenne pour faire des affaires aux Pays-Bas et dans au moins trois autres 
Etats membres de l’Union europeenne. 

121. Pour ouvrir et utiliser ses comptes bancaires, Kim a eu recours a bon nombre 
des tactiques de contournement deja relevees par le Groupe d’experts :ouverture de 
comptes sous des adresses differentes ; ouverture de comptes au nom d’une societe 
ecran ; ouverture de multiples comptes au nom de membres de sa famille, en 
particulier sa femme et son fils ; ouverture de comptes au nom de la mission 
diplomatique de la Republique populaire democratique de Coree. Lors de l’ouverture 
de comptes bancaires, il a egalement donne des orthographes differentes de son nom 
ou de celui de ses cosignataires (par exemple, Kim Choi, Kim Choi Yong, Kim 
Cholyong, Choi Yong Kim). En outre, Kim et son epouse detenaient depuis longtemps 
des contrats d’epargne assurance-vie (appeles egalement « assurance-vie a valeur de 
rachat »), qu’ils ont pu realiser pour un montant superieur a un million d’euros a la 
fin de 2017, soit plus d’un an apres l’interception de la tentative d’expedition 120 . 

122. Le Groupe d’experts a deja recommande aux Etats Membres d’etendre le champ 
d’application du paragraphe 16 de la resolution 2321 (2016) a tous les membres du 
personnel d’ambassade et de veiller a ce que les diplomates n’ouvrent pas de comptes 
bancaires supplementaires au nom de membres de leur famille ou de societes ecrans. 
Les autorites competentes devraient egalement verifier que le compte bancaire de 
chaque diplomate soit ferme au terme de sa mission dans le pays. 

123. Le Groupe d’experts a egalement enquete sur des cas de contournement de la 
disposition du paragraphe 16 de la resolution 2321 (2016). A la cloture de leur compte, 
des diplomates en transferaient le solde a des institutions financieres de pays dans 
lesquels ils n’etaient pas accredites. Compte tenu de ce qui precede et du fait que des 
diplomates de la Republique populaire democratique de Coree residant dans un pays 
font des affaires dans d’autres pays, le Groupe d’experts recommande que les Etats 
Membres donnent des instructions de maniere a ce qu’une seule banque soit designee 
comme habilitee a ouvrir des comptes pour l’ambassade et les diplomates de la 
Republique populaire democratique de Coree et que toutes les autres soient priees de 
s’abstenir d’ouvrir des comptes pour les diplomates de la Republique populaire 
democratique de Coree ou les membres de leur famille. Le Groupe d’experts rappelle 
qu’aux termes du paragraphe 16 de la resolution 2321 (2016), il est interdit aux 
diplomates de detenir plusieurs comptes dans des devises differentes. 

Representants des banques de la Republique populaire democratique de Coree 
residant a l’etranger 

124. Le Groupe d’experts a poursuivi son enquete concernant plus de 30 
representants d’institutions financieres de la Republique populaire democratique de 
Coree menant des activites a l’etranger, dont Tanchon Commercial Bank, Korea 
Kumgang Bank, Foreign Trade Bank, Cheil Credit Bank, Daesong Bank, Ilsim 
International Bank, Bank of East Land, Daedong Credit Bank, Unification 
Development Bank et Ryugyong Commercial Bank. Il a constate que ces banques 
operaient par l’intermediaire de representants en Chine, en Libye, en Federation de 
Russie, en Republique arabe syrienne et aux Emirats arabes unis (voir annexes 41 


Le solde de ce compte a ete verse sur l’unique compte autorise qu’il detient, conformement a la 
reglementation de l’Union europeenne susmentionnee. 
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et 42). II note que des methodes de paiement qui avaient deja ete utilisees par des 
representants de banques de la Republique populaire democratique de Coree pour se 
soustraire aux sanctions ont de nouveau ete employees en 2018 pour les paiements de 
transbordements (voir annexe 43). II rappelle que tous les Etats Membres 
susmentionnes doivent, conformement au paragraphe 33 de la resolution 2321 (2016), 
expulser toutes les personnes agissant pour le compte d’une institution financiere de 
la Republique populaire democratique de Coree. 

125. Dans sa reponse, la Federation de Russie a informe le Groupe d’experts que 
«M. Han Jang Su [etait] le Troisieme Secretaire de la Section du Conseiller 
commercial de l’ambassade de la Republique populaire democratique de Coree en 
Federation de Russie et qu’il a[vait] ete officiellement accredits par le Ministere des 
affaires etrangeres russe. II [etait] entre dans le pays le 23 juin 2017 et y sejourn[ait] 
legalement. Aucune information ne fai[sait]t etat d’activites incompatibles avec son 
statut officiel. L’agrement bancaire de la banque, Agrosoyuz, que M. Han Jang Su 
aurait utilisee pour mener des activites liees a la FTB [...], a[vait] ete revoque par la 
Banque centrale. » Le Groupe d’experts rappelle que, etant donne que Han Jang Su 
est designe comme « representant en chef de la Foreign Trade Bank » dans la 
resolution 2371 (2017), les Etats Membres sont tenus de l’expulser, conformement au 
paragraphe 33 de la resolution 2321 (2016). II rappelle egalement que, selon les 
bureaux des representants des entries juridiques etrangeres du Registre des filiales 
accreditees du Service federal fiscal de la Federation de Russie (RAFP), le directeur 
du siege moscovite de la Foreign Trade Bank de la Republique populaire 
democratique de Coree est « Han Zan Su » (XaH 3aH Cy) (voir annexe 44) 121 . Cette 
affaire semble presenter des caracteristiques similaires a celles deja decrites par le 
Groupe d’experts, dans lesquelles des diplomates de la Republique populaire 
democratique de Coree utilisaient leur statut et leur ambassade pour contrevenir aux 
dispositions des resolutions 122 . 

Operations financieres du Bureau general de reconnaissance 

126. En ce qui concerne les activites financieres et les actifs des agents du Bureau 
general de reconnaissance, Kim Yong Nam et Kim Su Gwang, et des membres de leur 
famille, le Belarus a informe le Groupe d’experts que Kim Su Gwang avait ete 
accredits en sa qualite de representant adjoint au commerce de la Republique 
populaire democratique de Coree le 24 septembre 2015. II avait vecu avec des 
membres de sa famille jusqu’a leur sortie du pays, par la frontiere entre le Belarus et 
l’Ukraine, le 16 decembre 2017, dans un vehicule diplomatique. Le Belarus a indique 
que Kim avait passe l’essentiel de son temps a l’etranger et que sa femme avait achete 
dans des pays voisins des articles qu’elle avait fait expedier en Republique populaire 
democratique de Coree, en utilisant le nom d’une societe chinoise ayant ses bureaux 
a Beijing et en transferant des fonds pour regler ces achats depuis un compte ouvert 
dans une banque chinoise a Shanghai, ce qui confirme les informations 
communiquees par le Groupe d’experts dans ses precedents rapports concernant des 
retraits d’especes effectues par le Bureau general de reconnaissance a Beijing et a 
Shanghai sur des comptes controles par Kim Su Gwang 123 . En outre, lorsque les 
comptes de Kim Su Gwang et de Kim Yong Nam [et les comptes conjoints de ce 
dernier avec son epouse, Kim (Djang) Tcheul (Hy)] ont ete clotures par un autre Etat 


Selon un document d’enregistrement officiel date du 7 janvier 2019 (consulte le 8 janvier 2019), 
indiquant que les informations ont ete saisies le 13 janvier 2016. 

S/2018/171, par. 84, 85, 94, 103, 132 et 142 ; S/2017/150, par. 18 a 21, 25, 91, 103, 161, 162, 182, 
189 et 208, et tableau 8 ; S/2017/742, par. 49 et 50. 

S/2018/171, par. 169 a 172. 
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Membre, les fonds qui etaient sur l’un des comptes ont ete transferes sur un compte 
au nom de l’epouse de Kim Yong Nam dans la meme agence bancaire de Shanghai. 
Dans sa reponse au Groupe d’experts au sujet de ce compte bancaire, la Chine a 
declare que « la Chine n’a[vait] trouve aucun compte detenu par le [Bureau general 
de reconnaissance] dans les institutions financieres chinoises. » Le Groupe d’experts 
rappelle que les Etats Membres sont tenus de geler les avoirs de toutes les personnes 
agissant pour le compte du Bureau general de reconnaissance, y compris en ce qui 
concerne les comptes bancaires ouverts par des agents du Bureau au nom de membres 
de leur famille pour contourner les sanctions. 

Malaysia-Korea Partners Group of Companies 

127. Le Groupe d’experts a poursuivi son enquete sur MKP, une importante 
coentreprise de la Republique populaire democratique de Coree etablie en Malaisie, 
dont il a determine qu’elle avait des liens avec le Bureau general de reconnaissance, 
le Mansudae Overseas Project Group of Companies et les institutions financieres de 
la Republique populaire democratique de Coree 124 . 

128. La Zambie a ouvert une enquete sur le reseau MKP et coopere avec le Groupe 
d’experts. II ressort des documents qu’elle lui a communiques qu’Han Hun II 
(fondateur de MKP et agent du Bureau general de reconnaissance) a effectue au moins 
deux voyages en Zambie en2017 enutilisant son passeport de service, n°8361348791 
(venant a expiration le 9 mars 2021 ; voir annexe 45), en violation de 1’interdiction 
de voyager 125 . Ces voyages remettent doublement en question les declarations faites 
au Groupe d’experts par MKP Malaysia, qui avait affirme que les operations en 
Zambie etaient gerees de maniere independante 126 . On trouvera davantage 
d’information sur les conclusions actualisees du Groupe d’experts concernant ses 
enquetes sur les activites de MKP en Zambie, a l’annexe 46, en Malaisie, a 
l’annexe 47, et en Ouganda, aux paragraphes 155 et 156 et a l’annexe 74. 

129. Une seule des 13 societes apparentees a MKP en Zambie, la Korea General 
Corporation for External Construction (alias GENCO, alias KOGEN), ne compte que 
des nationaux de la Republique populaire democratique de Coree parmi ses directeurs. 
D’apres les informations fournies par la Zambie et 1’enquete complementaire menee 
par le Groupe d’experts, il est evident que GENCO/KOGEN, comme MKP, entretient 
des liens avec le Mansudae Overseas Project Group 127 . Les deux entreprises, 
GENCO/KOGEN et MKP, affirment toutes deux avoir construit plusieurs memes sites 
par le passe, en faisant appel a de la main-d’ceuvre de la Republique populaire 
democratique de Coree (voir annexes 46 a 51). De fait, le Mansudae, MKP et la 
GENCO/KOGEN ont tous, a divers degres, affirme avoir travaille sur les memes 
projets. En outre, selon une brochure de la KOGEN, l’equipe de direction en Zambie 
se compose de 11 nationaux de la Republique populaire democratique de Coree, outre 
Han Hun II, Ho Un Ran et Yon II, dont la Zambie affirme qu’ils sont lies a la KOGEN 


Le Groupe d’experts a deja indique que Han Hun II etait un agent du Bureau general de 
reconnaissance de la Republique populaire democratique de Coree (voir S/2018/171, par. 189 et 
190). Pour les conclusions anterieures du Groupe d’experts sur le Malaysia-Korean Partners 
Group of Companies (MKP), voir S/2018/171, par. 189 a 202. 

En ce qui concerne les voyages effectues par des nationaux de la Republique populaire 
democratique de Coree a destination et en provenance de la Zambie pour travailler avec des 
entreprises apparentees a MKP, des documents indiquent que Douba'i est l’escale la plus frequente. 
Le Groupe d’experts a deja demontre que tel n’etait pas le cas. Voir S/2018/171, par. 189 a 202. 

En ce qui concerne les operations de MKP pour le compte du Mansudae Overseas Project Group 
of Companies, voir S/2018/171, par. 189 a 202. 




par l’intermediaire de Yazid Merzouk (equipe de direction) (voir annexe 52). Les 
directeurs de la KOGEN en Zambie ont egalement enregistre une societe 
supplementaire, Chammae Construction Limited, en donnant les memes adresses 
physique et electroniques, les memes coordonnees de courrier electronique et les 
memes noms pour les directeurs, a l’exception d’un directeur supplementaire, un 
homme d’affaires zambien nomme Sam Maurice Mbewe (carte nationale 
d’enregistrement n° 296387/74/1). La societe a ete constitute le meme jour que la 
KOGEN/GENCO, le 15 juin 2012 (voir annexe 59). 

130. L’analyse des comptes bancaires de la GENCO/KOGEN en Zambie, en dollars 
et en monnaie locale, a revele une activite a intervalles reguliers (en liquide ou par 
cheque) et un nombre eleve de transactions. Les comptes presentaient des profils 
d’activite similaires : des depots de cheques, suivis de virements entrants, suivis de 
retraits par cheque a intervalles reguliers. C’est le meme type de mouvements qui ont 
ete observes dans le cas des comptes bancaires du MKP TMS Hospital et dans les 
pratiques bancaires des agents de Glocom et du Bureau general de reconnaissance en 
Europe et en Asie 128 . 

131. Les comptes bancaires detenus par l’entreprise MKP dans deux banques 

zambiennes ont ete ouverts au nom de deux nationaux de la Republique populaire 
democratique de Coree, Ri Kwang Song (Sj^^cr) et Han Chan Ho. D’apres des 
informations provenant de sources publiques, une personne du nom de Kwang Song 
Ri a deja exerce les fonctions de conseiller (0^) a l’ambassade de la Republique 
populaire democratique de Coree a Beijing en 2013 (^ ) i l,5 i C ) (voir annexes 53 et 54). 
D’autres documents provenant de sources publiques indiquent que Kwang Song Ri a 
utilise 5)^"^ et les alias Ri Kwang-Son et Ri Kwangson, qui ont ete transcrits en 
coreen par (voir annexe 53). D’autres informations provenant de sources 

publiques montrent qu’une personne du meme nom, Ri Kwang Song (Sj^^), 
occupait un poste de diplomate a l’ambassade de la Republique populaire 
democratique de Coree au Caire au moins jusqu’en novembre 2017 (voir annexes 55 
et 56). Le Groupe d’experts note que la Republique populaire democratique de Coree 
a deja eu recours par le passe a certains de ses diplomates pour ouvrir des comptes 
bancaires a l’etranger. 

132. L’enquete que mene le Groupe d’experts sur les activites de la GENCO/KOGEN 
a montre qu’outre la Zambie, l’entreprise disposait d’un vaste reseau et etait bien 
implantee dans plusieurs pays du Moyen-Orient, d’Afrique et d’Eurasie, ou elle 
utilise des travailleurs, exploite des entites de cooperation interdites et des 
coentreprises de la Republique populaire democratique de Coree et genere des 
revenus importants. Selon un Etat Membre, la GENCO/KOGEN « s’est efforcee de 
placer des travailleurs nord-coreens au Moyen-Orient dans le but de gagner des 
devises fortes pour [le Gouvernement nord-coreen] » 129 . Le Groupe d’experts a pu 
etablir que la KOGEN menait des activites par le biais d’une coentreprise avec une 
entreprise des Emirats arabes unis. II poursuit son enquete sur cette entreprise (voir 
annexes 57 et 58). 

133. En Afrique, la GENCO/KOGEN est presente au Nigeria, en Cote d’Ivoire et en 
Guinee equatoriale. Au Nigeria, elle est enregistree sous le nom de « Korea General 


Voir S/2018/171, par. 156 a 202. 

Departement du tresor des Etats-Unis, « Treasury sanctions individuals and entities supporting the 
North Korean Government and its nuclear and weapons proliferation efforts », communique de 
presse, 2 decembre 2016. Consultable a l’adresse suivante : www.treasury.gov/press-center/press- 
releases/Pages/jl0677.aspx. 
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Company for External Construction GENCO (Nigeria) » (voir annexe 60) et donne la 
«Korea General Co. for External Construction Genco » comme actionnaire 
majoritaire et Kim Yong Sik et Kim Yong Hwan comme actionnaires minoritaires. En 
Cote d’Ivoire, la « Korea General Construction SL (KOGEN GE SL) » a ete 
enregistree en 2012 13 °. Le site Web du Bureau interafricain pour les ressources 
animales de l’Union africaine indique que KOGEN GE S.L. est un partenaire 
d’execution d’unprojet finance par la Guinee equatoriale, qui doit s’achever en 2019 
(voir annexe 61). II a egalement ete signale au Groupe d’experts que la KOGEN avait 
participe a la construction du stade municipal de Rebola, achevee en 2016, et il ressort 
de certains documents qu’elle aurait re?u environ 30,5 millions de dollars a ce titre 
(voir annexe 62). D’apres les informations donnees par les medias locaux la KOGEN 
aurait inaugure la meme annee un grand siege national en Guinee equatoriale 131 . Le 
Groupe d’experts n’a pas re<?u de reponse a ses questions de ces gouvernements. 

134. A en croire les documents d’enregistrement, la GENCO possederait des parts 
dans une entite de cooperation ou coentreprise russe dans le domaine de la 
construction, la LLC « SAKORENMA » 132 , dont un national russe detiendrait la 
majorite des parts, (voir par. 150 et 151, et annexes 76 a 78). Cette entite de 
cooperation ou coentreprise est titulaire d’un compte dans une banque russe (voir 
annexe 79). En outre, les adresses, les coordonnees et les actionnaires de cette 
entreprise sont les memes que ceux de trois autres entreprises, qui exercent toutes des 
activites liees a la construction (voir annexes 63 et 64). Aussi, les documents du 
registre des societes indiquent que la GENCO exploite deux bureaux de 
representation officiels en Federation de Russie, l’un a Vladivostok et l’autre a 
Khassan, qui emploient officiellement 17 ressortissants etrangers (voir annexe 65) 133 . 

135. Le Groupe d’experts a egalement ecrit a la Federation de Russie au sujet de 
quatre autres entreprises enregistrees dans le pays qui utilisent le nom GENCO en 
russe, « ZENKO »(en caracteres cyrilliques : 3EHKO), c’est-a-dire le meme nom que 
celui utilise par les representations officielles de GENCO en Federation de Russie 
detenues par des nationaux de la Republique populaire democratique de Coree (voir 
annexes 66 a 68) et qui ont ete autorisees en 2018 a employer un total de 301 
travailleurs de la Republique populaire democratique de Coree (voir annexe 68). 

Figure XXIV 

Reseau GENCO 


130 Enregistrement de la society sous le n° CIYOP-12-D-221, date de constitution 25 janvier 2012. 

131 « Guinea Ecuatorial propiedad de Rusia y Corea Del Norte », Diario Rombe, 5 avril 2016. 
Consulte le 5 novembre 2018 a l’adresse suivante : http://diariorombe.es/guinea-ecuatorial- 
propiedad-de-rusia-y-corea-del-norte/. 

132 Les documents administratifs de 1’entreprise donnent la version russe de son nom, tant pour 
l’acronyme GENCO, « 3EHKO » (Zenco), que pour le nom complet (Korea General Corporation 
for External Construction) : « KOPEHCKOE TEHEPAJIbHOE OEIIliECTBO no 
CTPOHTEJIbCTBY 3A PYBDKOM “3EHKO” KHflP ». (KH/1P est 1 Equivalent de RPDC en 
russe). Dans d’autres champs des documents du registre des socictcs, il est indique que la GENCO 
est enregistree et sise en Republique populaire democratique de Coree. Voir annexe 76. 

133 Dans le champ « nombre de ressortissants etrangers employes par l’agence ou le bureau etranger » 
des documents d’enregistrement des bureaux de representation de la GENCO, il est indique 

12 pour le bureau de Vladivostok et 5 pour le bureau de Khassan. Les initiales du nom du 
directeur du bureau de la GENCO a Vladivostok, selon les documents administratifs de 
l’entreprise (Ko Yongil), sont inscrites dans le champ concernant le chef du bureau de 
representation de GENCO dans des documents de justice russes (voir annexe 65). 
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136. Le Groupe d’experts reitere sa recommandation tendant a la designation de Han 
Hun II (Edward Han) et recommande egalement la designation de Yong Kok Yeap et 
de Yazid Merzouk de MKP Malaysia et de MKP Zambia. 

Operations financieres de Glocom 

137. Le Groupe d’experts a poursuivi son enquete sur Glocom, qui a eu recours a un 
vaste reseau de personnes, d’entreprises et de comptes bancaires a l’etranger pour 
acheter, mettre sur le marche et vendre des armements et des materiels connexes pour 
le compte de la Republique populaire democratique de Coree, y compris en Chine, en 
Indonesie, en Malaisie, a Singapour et au Moyen-Orient, notamment dans le cadre 
d’une tentative d’expedition de materiel militaire en Erythree en 2016 134 . 
Contrairement a la plupart des societes ecrans de la Republique populaire 
democratique de Coree, qui generalement ferment et reapparaissent sous une nouvelle 
forme des lors qu’elles font l’objet d’une enquete publique, Glocom a continue 
d’utiliser activement sa marque malgre les recommandations anterieures du Groupe 
d’experts tendant a ce que les Etats Membres gelent les comptes bancaires et autres 
avoirs detenus par toutes les personnes et entites agissant pour le compte de Pan 
Systems ou de Glocom. A la connaissance du Groupe d’experts, aucune mesure de 
cet ordre n’a ete prise. 

138. En 2018, Glocom a renforce sa presence en ligne en creant un nouveau site Web, 
sur lequel on peut trouver des descriptions de toute une gamme de nouveaux produits. 
Glocom se veut etre une entreprise axee sur la technologie, qui se consacre a la 
recherche et au developpement et a la fabrication et a l’entretien de materiel et de 


Le Groupe d’experts a, en particulier, montre comment Pan Systems Pyongyang a effectue des 
transferts reguliers en faveur de divers facilitateurs, portant des noms chinois, coreens et etrangers 
ou des noms de code, qui travaillaient en Chine, en Indonesie, en Malaisie et au Moyen-Orient, et 
comment une serie d’operations faites par Glocom ont ete lancees par des entreprises enregistrees 
a Hong Kong (Chine) et approuvees par plusieurs correspondants bancaires des Etats-Unis a New 
York. Voir S/2018/171, par. 173 a 177 ; S/2017/150, par. 72 a 87 et 232 a 241 ; S/2017/742, 
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systemes de communications militaries 135 . Glocom a telecharge une nouvelle serie de 
videos marketing sur YouTube en 2018 et s’est servi des medias sociaux, en ouvrant 
et tenant a jour des comptes sur des plateformes telles que Pinterest (voir annexe 70), 
Linkedln et Instagram 136 . Sur Twitter, Glocom (@GlocomSupport) fait de la publicity 
pour de multiples produits, au sujet desquels l’entreprise a publie des messages 
jusqu’au moment de l’etablissement du present rapport, ainsi que pour divers 
progiciels ayant des applications militaries (voir annexe 69). De meme, en 2018, 
Glocom a devoile une application compatible avec le systeme Android a 1’intention 
de ses clients 137 . Glocom affirme disposer d’une capacite de production de 10 000 
unites par an en ce qui concerne les postes radio portatifs securises et de 6 000 unites 
par an pour les postes radio portables a dos d’homme. L’existence d’un lien entre 
l’adresse IP de Glocom et des restaurants de la Republique populaire democratique 
de Coree au Viet Nam, par l’intermediaire d’une deuxieme societe ecran specialist 
dans la haute technologie, a ete etablie dans un rapport de source publique, publie en 
aout 2018 138 . En outre, a la mi-2018, Glocom a cherche a elargri son marche en nouant 
des relations avec des entreprises de distribution de technologies de 
radiocommunication en Malaisie et en Indonesie. Parfois, les produits presentes par 
ces entries portaient le nom d’autres marques, dont la marque « FACOM » 139 . 

139. Bien que ses activites soient interdites par les resolutions pertinentes du Conseil 
de securite portant sur la Republique populaire democratique de Coree et que ses 
operations a Pyongyang soient dirigees par une agente du Bureau general de 
reconnaissance (Ryang Su Nyo), l’entreprise Glocom n’a pas fait l’objet d’une 
designation, comme l’avait pourtant recommande le Groupe d’experts. Le Groupe 
d’experts reitere done les recommandations qu’il a formulees dans ses 
precedents rapports tendant a ce que soient designes Pan Systems 140 ainsi que 
toutes ses societes ecrans (y compris Glocom, International Golden Services et 
International Global System), qui sont d’autres noms sous lesquels l’entreprise 
est connue, pour leur participation au financement et a la vente d’armements et 
de materiels connexes. 


135 Une adresse physique en Malaisie etait donnee sur l’ancienne page Web de Glocom, alors 
qu’aucune adresse n’est donnee sur le nouveau site Web. 

136 En 2018, Glocom a utilise un compte YouTube (« Support Glocom ») different de celui utilise en 
2017 pour telecharger des videos, avant qu’il ne soit supprime apres septembre 2018 suite a une 
plainte en justice. 

137 L’application peut etre telechargee sur le site Web de Glocom. 

138 Jason Arterburn, Dispatched : Mapping overseas forced labor in North Korea’s proliferation 
finance system (C4ADS, 2018). 

139 Toutefois, la marque Glocom restait clairement visible sur plusieurs des produits. 

140 Voir S/2017/742, par. 62, et S/2018/171, recommandation 1. 


72/396 


5-01704 




S/2019/171 


Nom : 

Autre(s) nom(s) connu(s) : 
Adresse : 


Directrice : 
Employes : 

Telephone : 


Pan Systems Pte Ltd (Pyongyang branch) 

Wonbang Trading Co., Glocom, International Golden 
Services, International Global System 

Room 818, Pothonggang Hotel, Ansan-Dong, 
Pyongchon district, Pyongyang, Republique 
populaire democratique de Coree 

Ryang Su Nyo 

Pyon Won Gun, Pae Won Choi, Ri Sin Song, Kim 
Sung Su, Kim Chang Hyok et Kim Pyong Choi 

+850-218-111 (ext. 8636) 


140. Le Groupe d’experts a poursuivi son enquete sur les activites des institutions 
financieres designees, notamment la Korea Daesong Bank, la Daedong Credit Bank 
(DCB) et la DCB Finance Limited. II a deja fait rapport sur Li Zhengang (^fMPilU), 
un national chinois qui detient une participation etrangere de 70 % dans DCB depuis 
2011, les 30 % restants appartenant a la Korea Daesong Bank, une banque designee 141 . 
Dans son rapport a mi-parcours de 2017 (S/2017/742), le Groupe d’experts a 
egalement mentionne Dandong Zhongrui Petrochemical Co., Ltd ( 

comme etant l’une des deux entreprises controlees par Li Zhengang (^ 
fjl|x|!J) et par un membre de sa famille, Li Shengda (^fiii) 142 . Depuis lors, le Groupe 
d’experts a obtenu de nouvelles informations de sources publiques, selon lesquelles 
l’entreprise de Li Zhengang, Dandong Zhongrui Petrochemical Co., Ltd, fait partie 
d’un vaste reseau d’entreprises chinoises en activite, connues pour faire du commerce 
avec la Republique populaire democratique de Coree et pour lesquelles les 
coordonnees, batiments, bureaux (c’est-a-dire la meme piece), employes et personnes 
a contacter sont les memes. 

141. En particulier, l’enquete du Groupe d’experts a revele que l’entreprise de Li 
Zhengang, Dandong Zhongrui Petrochemical Co., Ltd., avait des adresses en commun 
avec une personne et une entite deja identifiees par le Groupe comme etant associees 
aux activites maritimes menees par la Republique populaire democratique de Coree 
en violation des dispositions des resolutions (voir annexe 71). II s’agit de Pan 
Weichao (l^^j^), precedemment identifie par le Groupe d’experts dans un rapport 
comme etant associe aux activites maritimes menees par la Republique populaire 
democratique de Coree en violation des resolutions pour avoir servi de personne a 
contacter en cas d’urgence pour K-Brothers, l’exploitant du Jie Shun base aux lies 
Marshall (numero OMI : 8518780). Une autre entite designee partage la meme 
adresse que l’entreprise de Pan Weichao, la Chang An Shipping & Technology Ltd, 
basee a Hong Kong (Iti^lSMJSflT^iPfl^^)). En reponse aux questions du Groupe 
d’experts sur Li Zhengang (^}ji|x|!J) et sur ses liens avec les entites et les personnes 
susmentionnees, la Chine a declare qu’elle « a[vait] mene une enquete approfondie 
sur cette affaire. Grace a une enquete menee sur place, la Chine a[vait] constate que 
Dandong Zhongrui Petrochemical Co. Ltd. etait une tres petite entreprise, qui n’a[vait] 
que quatre employes et qui a[vait] realise un volume d’affaires de 300 000 dollars des 
Etats-Unis au cours des deux dernieres annees. Li Zhengang a[vait] cesse de faire des 
affaires avec la Republique populaire democratique de Coree depuis 2018. La Chine 


141 Voir S/2017/742, par. 56. 

142 Ibid., annexes 24 et 25. 
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ne dispos[ait] pas d’informations pertinentes sur le lien existant entre Dandong 
Zhongrui Co. Ltd et les trois autres entreprises mentionnees dans la lettre - Dandong 
Jing’ao Trading Co. Ltd, Jing’ao Dalin Trading Co. Ltd, entreprise enregistree a Hong 
Kong, et Chang An Shipping and Technology Co. Ltd ». 

OCN Singapore et T Specialist Singapore 

142. Le Groupe d’experts a continue d’enqueter sur les activites financieres des 
societes OCN (Singapore) Pte Ltd et T Specialist International (Singapore) Pte Ltd 143 . 
Le 19 juillet 2018, un tribunal singapourien a retenu contre le directeur de ces societes, 
Ng « Leo » Kheng Wah, 80 chefs d’accusation relatifs aux sanctions ainsi que 80 
chefs d’accusation d’escroquerie et de complot, lui reprochant notamment d’avoir 
escroque des banques a hauteur de plus de 95 millions de dollars et fourni a la 
Republique populaire democratique de Coree des articles de luxe d’une valeur 
d’environ 6 millions de dollars. En particulier, Ng etait accuse d’avoir, avec Wang 
Zhi Guo (I iji §) et T Specialist International, « participe a un complot » consistant 
a falsifier des factures relatives a plusieurs prets de financement d’operations 
commerciales, ce qui avait conduit des banques singapouriennes et malaisiennes a 
effectuer des versements a Pinnacle Offshore Trading, la societe de Wang Zhi Guo. 
Le proces a cependant ete reporte a quatre reprises. 

143. Le Groupe d’experts a continue d’enqueter sur ces societes (voir annexe 72). Un 
ressortissant de la Republique populaire democratique de Coree du nom de Li Ik 
(egalement connu sous le nom de Ri Ik), avait travaille pour OCN (Singapore) jusqu’a 
ce que son visa de travail soit revoque en janvier 2018. Wang Zhi Guo, resident 
singapourien de nationality chinoise dont le passeport chinois a ete confisque, vit 
toujours a Singapour (voir annexe 73). Les releves telephoniques de Li Ik ont revele 
l’existence d’un vaste reseau international s’etendant sur quatre continents ainsi que 
l’utilisation par Li Ik de strategies de contournement dans ses communications. 
Disposant de trois numeros de telephone associes a deux comptes, celui-ci a effectue, 
entre le 15 fevrier 2014 et le 19 avril 2016, 1 840 appels vers 72 numeros differents 
en Australie, en Chine, au Congo, en Espagne, au Liberia, en Malaisie, en Namibie, 
au Pakistan, en Republique populaire democratique de Coree, au Royaume-Uni, a 
Singapour et en Suisse. Un de ses telephones a servi a passer pas moins de 76 appels 
vers le numero de la Foreign Trade Bank en Republique populaire democratique de 
Coree ainsi que vers celui de la Bank of East Land. Les factures de telephone de Li 
Ik ont ete payees au moyen de cartes de credit assorties d’une limite de credit d’un 
million de dollars singapouriens (soit 729 927 dollars des Etats-Unis) et delivrees par 
une grande banque singapourienne sous la condition que le client dispose d’un revenu 
annuel de 500 000 dollars singapouriens ou d’avoirs sous controle places dans la 
banque d’une valeur minimum de 3 millions de dollars singapouriens. Le fait qu’un 
ressortissant de la Republique populaire democratique de Coree participant a de telles 
activites ait en sa possession plusieurs cartes de credit de ce type, dont la delivrance 
est conditionnee a des criteres de revenus et de detention d’actifs importants, 
constitue un contournement des sanctions financieres. On trouvera a 1’annexe 72 un 
resume des autres conclusions que le Groupe d’experts a etablies concernant cette 
affaire depuis son dernier rapport final (S/2018/171). 

Ryugyong Commercial Bank et Koryo Commercial Bank 


Le Groupe d’experts fait reference aux deux societes de maniere interchangeable, puisqu’elles ont 
la meme adresse et le meme directeur, « Leo » Ng Kheng Wah. Voir S/2018/171, annexes 49 et 55. 




144. Bien qu’elle ait affirme au Groupe d’experts n’avoir aucune participation dans 
Ryugyong Commercial Bank ou dans Koryo Commercial Bank, la societe OCN 
(Singapore) a reconnu que Ri Ik, qu’elle employait depuis longtemps, etait habilite a 
conclure des accords pour vendre Ryugyong Commercial Bank et qu’a cette fin, il 
avait re<?u trois virements de 499 970 dollars chacun, effectues par Pinnacle 
International sur le compte de T Specialist a Singapour, la societe de Wang Zhi Guo, 
auxquels s’etait ajoute un virement de 499 935 dollars en provenance de Mars Rock 
International (soit un total de 1 999 845 dollars) pour l’achat de parts de la Ryugyong 
Commercial Bank. OCN a egalement reconnu avoir connaissance de T operation de 
promotion menee pour Ryugyong Commercial Bank dans les magasins Bugsae a 
Pyongyang, dans le cadre de laquelle le logo d’OCN avait ete utilise (Ri Ik avait 
imprime les affiches promotionnelles a Singapour). La Chine a indique que Wang Zhi 
Guo avait quitte la Chine pour la derniere fois en 2017 et Singapour a confirme qu’il 
etait resident permanent a Singapour. 

145. Le Groupe d’experts recommande de nouveau que Ri Ik (Li Ik), Wang Zhi 
Guo et Ri Ho Nam fassent l’objet de designations 144 . 

Entites de cooperation et coentreprises 

146. Le Groupe d’experts a enquete sur des societes qui pourraient s’averer etre des 
entites de cooperation ou des coentreprises en Argentine, en Australie, au Cambodge, 
en Chine, en Federation de Russie, au Japon, en Malaisie, a Malte, en Ouganda, en 
Pologne, a Singapour, en Thailande, en Republique democratique populaire lao, au 
Viet Nam et en Zambie 145 . II a transmis a tous les pays susmentionnes des listes 
contenant des informations sur ces eventuelles entites de cooperation et coentreprises 
relevant de leur juridiction et demande des renseignements a leur sujet. Parmi les 
Etats Membres susmentionnes, l’Argentine, le Japon et Singapour ont pu etablir que 
les entites visees par l’enquete n’existaient pas, n’etaient pas operationnelles ou 
n’avaient aucun lien avec la Republique populaire democratique de Coree. Des 
reponses concernant ces entites et les mesures prises a leur egard ont ete 
communiquees par les Etats Membres suivants : l’Argentine, l’Australie, la Chine, la 
Federation de Russie, le Japon, l’Ouganda, la Pologne, la Republique democratique 
populaire lao, Singapour, la Thailande, le Viet Nam et la Zambie. Le Cambodge, la 
Malaisie et Malte n’ont pas repondu aux demandes du Groupe d’experts (voir annexe 
74). 

Australie 

147. L’Australie a fourni des informations detaillees en reponse a la demande 

d’information du Groupe d’experts concernant la societe Sonbong Kost J.V. Company 
(egalement connue sous les noms de Samhung Kost J.V. Company et de Sam Hung 
KOAST Joint Venture Pyongyang, £! A|-) 146 . 

Chine 


S/2018/171, Recommandation 1. 

Pour enqueter sur ces entites, le Groupe d’experts s’est appuye sur de nombreuses sources ; peu 
d’entre elles, cependant, ont satisfait aux normes appliquees par le Groupe d’experts en matiere de 

Sa societe partenaire est Australia Kost/Koast Group, installee en Australie. Son President est 
Chun Yong-su, egalement connu sous le nom de Yong Soo Chon. Les orthographes « Koast » et 
« Kost » semblent etre toutes deux utilisees par les societes en question. 




S/2019/171 


148. La Chine a fait part au Groupe d’experts des elements d’information ci-apres : 
« Le Ministere du commerce et l’ancienne Administration d’Etat pour l’industrie et 
le commerce ont publie une annonce le 28 septembre 2017 afin d’exiger la fermeture 
des coentreprises et des entites de cooperation associant la Chine et la Republique 
populaire democratique de Coree, conformement aux dispositions de la resolution du 
Conseil de securite. A ce jour, ont ete fermees toutes les entites de cooperation 
installees en Republique populaire democratique de Coree dans lesquelles la Chine 
avait investi et qui avaient ete approuvees et inscrites sur les registres par les autorites 
competentes chinoises. Toutes les entreprises enregistrees en Chine dans lesquelles la 
Republique populaire democratique de Coree possedait des capitaux ont 
definitivement ferme et cesse leurs activites. Toute coentreprise ou entite de 
cooperation associant la Chine et la Republique populaire democratique de Coree 
actuellement en activite se rend coupable de violation de l’annonce publiee par les 
autorites chinoises ». 

Pologne 

149. La Pologne a repondu au Groupe d’experts que la societe Shipping Co. Ltd 
(Chopol), qui associait la Pologne et la Republique populaire democratique de Coree, 
avait ete fermee le 19 juin 2018. S’agissant de Wonye Ltd, la Pologne a confirme que 
les deux principaux actionnaires ainsi que certains membres du conseil 
d’administration etaient des ressortissants de la Republique populaire democratique 
de Coree, dont l’un avait quitte le pays. Neuf ressortissants de la Republique populaire 
democratique de Coree avaient obtenu un permis de sejour et un permis de travail 
temporaires, valides jusqu’au 31 aout 2019. Lors d’une inspection menee a Wonye 
Ltd en 2018, les inspecteurs ont constate plusieurs irregularites, dont l’utilisation de 
contrats de droit civil au lieu de contrats de travail et un manquement a 1’obligation 
d’autorisation a laquelle sont normalement soumises les agences de recrutement. 
Concernant la societe Redshield Ltd, la Pologne a confirme qu’elle comptait deux 
ressortissants de la Republique populaire democratique de Coree parmi ses principaux 
actionnaires et membres du conseil d’administration. Une inspection effectuee en 
2018 a revele que Redshield employait 42 ressortissants de la Republique populaire 
democratique de Coree, dont 20 beneficiaient du statut de resident de longue duree 
de 1’Union europeenne et 20 avaient obtenu le statut de resident ainsi que le droit de 
travailler en Pologne. II y a violation du paragraphe 18 de la resolution 2375 (2017) 
pour au moins une des entites susmentionnees. 

Federation de Russie 

150. La Federation de Russie a fait savoir au Groupe d’experts que « les entreprises 
russes dont le fondateur unique [etait] un ressortissant de la Republique populaire 
democratique de Coree n’[etaient] enregistrees qu’en tant que societes russes a 
responsabilite limitee, et non en tant que coentreprises ou entites de cooperation, ce 
qui [faisait] d’elles des personnes morales russes, avec tous les effets juridiques que 
cela engendre. Ces societes n’[etaient] pas considerees comme soumises aux 
restrictions imposees a la Republique populaire democratique de Coree en vertu du 
paragraphe 18 de la resolution 2375 (2017) du Conseil de securite ou de la legislation 
russe en vigueur » (voir annexe 74). Le 21 janvier 2019, la Federation de Russie a 
egalement informe le Groupe d’experts qu’« eu egard aux coentreprises, cette forme 
de personne morale n’exist[ait] pas en droit russe ». Les enquetes menees par le 
Groupe d’experts pendant la periode consideree ont montre que pour les Etats 
Membres accueillant des entites de cooperation, il y a non seulement violation de 
l’interdiction enoncee au paragraphe 18 de la resolution 2375 (2017) concernant ces 
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entites, mais encore probablement violation d’autres dispositions des resolutions. Le 
13 aout 2018, le Groupe d’experts a ecrit a la Federation de Russie pour lui demander 
des informations sur une societe qui avait indique sur le registre officiel russe des 
entreprises que son proprietaire etait un ressortissant de la Republique populaire 
democratique de Coree, et son directeur, un citoyen russe 147 . D’apres le registre, cette 
entite a la meme adresse que le Consulat general de la Republique populaire 
democratique de Coree a Vladivostok 148 , installe dans la ville depuis avril 2016 149 . 
Selon certains documents commerciaux officiels, elle menerait des activites 
economiques diverses, notamment « la location et l’exploitation de biens immobiliers 
non residentiels propres ou loues ; la construction de batiments residentiels et non 
residentiels ; l’exploitation de restaurants et de bars a bord de trains et de navires » 
(voir annexe 75). Le Groupe d’experts considere que cette collaboration avec la 
Republique populaire democratique de Coree est interdite au titre du paragraphe 18 
de la resolution 2375 (2017). Ces activites constituent egalement une violation du 
paragraphe 18 de la resolution 2321 (2016), a moins que la societe n’ait quitte le pays 
avant l’adoption de ladite resolution. Le Groupe d’experts poursuit son enquete. 

151. En ce qui concerne les liens entretenus par les entites de cooperation et les 
eventuelles coentreprises avec des entites designees, les enquetes du Groupe 
d’experts ont egalement montre que Korea General Corporation for External 
Construction (GENCO ou KOGEN), une societe de construction de la Republique 
populaire democratique de Coree ayant des liens avec le Mansudae et Han Hun II (un 
agent du Bureau general de reconnaissance) en Zambie (voir par. 126 a 135), est 
coproprietaire (avec un ressortissant russe) d ’une coentreprise de construction du nom 
de « SAKORENMA » (OOO « CAKOPEHMA ») 15 °, une societe a responsabilite 
limitee situee dans la region de Sakhaline en Federation de Russie (voir annexes 76 a 
79). D’apres des documents officiels russes, la Korea General Corporation for 
External Construction a repondu a des appels d’offre en juin 2018 et emporte des 
contrats d’approvisionnement avec des organismes publics russes (voir annexe 78) 151 . 

152. D’apres les documents d’enregistrement officiels de la societe, celle-ci a obtenu 
des marches publics au cours de l’annee ecoulee. Une autre coentreprise, appartenant 
a deux ressortissants de la Republique populaire democratique de Coree, dirigee par 
un citoyen russe et situee a Krasnoyarsk, est enregistree sous le nom russe de GENCO 
et mene des activites dans le meme domaine, a savoir la construction 152 . La plupart 


Le 21 janvier 2019, la Federation de Russie a repondu qu’elle etait en mesure d’affirmer que « les 
enquetes [avaient] revele que les informations enregistrees en septembre 2015 dans la base de 
donnees du Registre national unifie des personnes morales concernant 1’emplacement de Pioner 
LLC n’fetaient] pas fiables. Aucune violation du paragraphe 18 de la resolution 2321 (2016) du 
Conseil de securite n’ [avaient] ete constatee a cet egard ». 

12A Nevskaya ul. Vladivostok, Russie, 690018. 

Voir https://primamedia.ru/news/500981/. 

Numero d’identification fiscale : 6501104474. Le Groupe d’experts note que jusqu’au 29 juin 
2018, la socidte a responsabilite limitee « SAKORENMA » etait une coentreprise associant la 
Federation de Russie et la Republique populaire democratique de Cordc et connue sous le nom de 
« SAKO RENMA » (en russe : OOO COBMECTHOE POCCHHCKO-KOPEHCKOE 
nPEflnPHRTHE « CAKO PEHMA ») (voir annexe 77). 

Des informations sur les marches publics sont disponibles dans au moins deux bases de donnees 
offrant en acces libre des donnees officielles du registre du commerce de la Federation de Russie : 
voir www.rusprofile.ru/gz/2893948 et 

www.kartoteka.ru/card/6503378623b83 7e00e8ff4b9bclf9b27/#path_Main_Html. 

Selon les informations du registre officiel concernant GENCO, le nom russe de cette societe de la 
Republique populaire democratique de Coree se lit comme suit : Kopencicoe r CHcpajibHoe 
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des societes considerees par le Groupe d’experts comme etant des entites de 
cooperation presentes en Federation de Russie ont pour proprietaires ou 
coproprietaires des nationaux de la Republique populaire democratique de Coree 
(avec egalement des russes comme coproprietaires et/ou des directeurs dans leurs 
statuts) mais les societes et institutions de la Republique populaire democratique de 
Coree (outre GENCO) enumerees ci-apres sont proprietaires d’entites de cooperation 
presentes sur le territoire de la Federation de Russie, ce qui est une violation du 
paragraphe 18 de la resolution 2375 (2017) : Korea Kumgang General Corporation, 
Ministere des forets de la Republique populaire democratique de Coree, Academy of 
Medical Sciences de la Republique populaire democratique de Coree, Pugang 
Pharmaceutical Company, « Eighth of March » Korean Trading Company, Korea 
Aprokgang Technology Company et Korea Paekma Trading Corporation. 

153. Le Groupe d’experts recommande que tous les Etats Membres prennent les 
mesures necessaires pour faire en sorte que les hiens de la Republique populaire 
democratique de Coree ne soient plus utilises a des fins interdites par le paragraphe 
18 de la resolution 2321 (2016), que les enregistrements ou baux connexes soient 
annules et que toutes les entites de cooperation ou coentreprises auxquelles 
participent des ressortissants ou des entites de la Republique populaire democratique 
de Coree soient dissoutes, en application du paragraphe 18 de la resolution 2375 
(2017). Compte tenu de ses conclusions concernant les operations menees par 
GENCO dans de nombreux pays repartis sur plusieurs continents, le Groupe d’experts 
recommande aux Etats Membres d’inviter leurs societes prestataires de services a 
faire preuve de vigilance afin que de telles entreprises ne puissent operer dans d ’autres 
pays, en violation des resolutions. 

Thai'lande 

154. Dans sa reponse a la lettre du Groupe d’experts au sujet de cinq coentreprises, 
la Thai'lande a indique que ses autorites cherchaient a obtenir des informations 
supplementaires sur Pyongyang Haemaji Restaurant et Mokran Korean Restaurant. 
Elle a egalement informe le Groupe d’experts que Pyongyang Okryu Restaurant etait 
gere par la societe «Golden Pioneer Entertainment Company Limited », qui 
« appart[enait] integralement a des citoyens thailandais » (voir annexe 74). 

Ouganda 

155. Le Gouvernement ougandais a repondu le 6 juillet 2018 au Groupe d’experts, 
qui lui avait demande de plus amples informations sur les operations du MKP en 
Ouganda. II a reconnu avoir cree NH-MKP Builders Limited, une coentreprise 
associant la National Housing and Construction Company et MKP Builders SDN 
BHD. Dans le cadre d’un seul projet, National Housing and Construction Company a 
verse un acompte d’un montant de 3 627 762 dollars a MKP Builders. L’Ouganda 
affirme que cette relation d’affaires a pris fin au debut de 2014, lorsqu’il est devenu 
manifeste que MKP Builders SDN BHD ne pourrait honorer pleinement son contrat 
de construction. Depuis, l’Etat est partie a une serie d’actions en justice contre MKP 
et ses assureurs pour recuperer son argent, et souligne qu’il ne peut dissoudre ni MKP 
Builders SDN BHD ni MKP Capital Berhad tant que le litige n’est pas regie. 

156. L’Ouganda a egalement joint a sa reponse des informations sur Vidas 
Engineering Services Company Limited, societe a laquelle il a reconnu avoir fait 


o6ihcctbo no CTpoMTC-ihCTBy 3a py6e*OM « 3EHKO » (Koreyskoye Generalnoye Obshestvo po 
Stroyitelstvu za Rubezhom « ZENKO »). Voir annexes 65 et 76. 
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appel dans le cadre de plusieurs projets finances par le Gouvernement. Toutefois, il a 
fermement nie l’existence d’une relation entre celle-ci et le MKP, invoquant a cet 
egard les documents relatifs a la constitution en societe de Vidas. L’Ouganda et Vidas 
n’ont pas fourni d’explication sur le fait que l’adresse postale, l’adresse du siege 
social, l’adresse electronique et le nom de la societe figurent dans les documents 
d’inscription de MKP Capital et de MKP Builders au registre du commerce de 
l’Ouganda. Le Groupe d’experts note qu’afin de masquer tout lien avec la Republique 
populaire democratique de Coree, les societes de la Republique populaire 
democratique de Coree ont 1’habitude de recourir a des facilitateurs etrangers pour 
eviter que les noms de leurs ressortissants apparaissent sur les documents relatifs a 
leur constitution en societe, d’utiliser leurs relations d’affaires pour etablir leur 
presence dans les pays etrangers et de s’incorporer dans les entreprises etrangeres. 
L’Ouganda n’a pas repondu aux demandes du Groupe d’experts concernant l’appel a 
investissements etrangers que le pays avait recemment lance pour financer un projet 
couteux de MKP Holdings relatif a la mine de marbre de Moroto (ibid.). 

Viet Nam 

157. En decembre 2017, le Viet Nam a repondu au Groupe d’experts que pour ce qui 
etait des entites - entreprises et restaurants - de la Republique populaire 
democratique de Coree operant au Viet Nam, trois entites et deux restaurants se 
trouvaient a Hanoi, dont Binh Nhuong Restaurant et un Koryo Restaurant. Sept entites 
et un Koryo Restaurant (anciennement appele Ryu Gong Restaurant) se trouvaient a 
Ho Chi Minh-Ville. La ville d’Haiphong comptait une entite. 

Zambie 

158. Des informations sur les entites de cooperation et les coentreprises presentes en 
Zambie sont disponibles a l’annexe 46. 

Recommandations 

Recommandations au Comite 

159. Le Groupe d’experts recommande que soient designes Han Hun II (Edward 
Han), Yong Kok Yeap (MKP Malaysia) et Yazid Merzouk (MKP Zambia), ainsi 
que Pan Systems 153 et toutes ses societes ecrans (y compris Glocom, International 
Golden Services et International Global System). 

160. Le Groupe d’experts recommande que le Comite precise la definition des 
coentreprises et des entites cooperatives visees au paragraphe 18 de la resolution 
2375 (2017). 

Recommandations aux Etats Membres 

161. Compte tenu de l’utilisation generalisee de comptes bancaires ouverts aux 
noms de membres de la famille aux fins du contournement des sanctions, le 
Groupe d’experts recommande que les gouvernements fournissent a leurs 
institutions financieres une liste non seulement des diplomates accredites, mais 
egalement des membres de leur famille, de maniere a empecher les diplomates 
d’ouvrir d’autres comptes bancaires a leur nom. 


S/2017/742, par. 62; S/2018/171, Recommandation 1. 
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162. Le Groupe d’experts recommande que les Etats Membres donnent des 
instructions de maniere a ce qu’une seule banque soit designee comme habilitee 
a ouvrir des comptes pour I’ambassade et les diplomates de la Repubiique 
populaire democratique de Coree et que toutes les autres soient priees de 
s’abstenir d’ouvrir des comptes pour les diplomates de la Repubiique populaire 
democratique de Coree ou les membres de leur famille. 

163. Le Groupe d’experts recommande que les Etats Membres demandent a 
leurs institutions financieres de ne pas ouvrir de comptes pour les diplomates de 
la Repubiique populaire democratique de Coree qui ne sont pas accredites dans 
leur pays et d’echanger des informations sur les activites financieres des 
diplomates de la Repubiique populaire democratique de Coree avec d’autres 
Etats Membres lorsqu’il est avere qu’une activite financiere a eu lieu, afin 
d’eviter les contournements transfrontieres des sanctions. 

164. Les Etats Membres devraient faire savoir a leurs institutions financieres 
que la seule cloture des comptes bancaires (par opposition au gel) ne repond pas 
aux obligations enoncees dans les resolutions, dans lesquelles il est stipule que les 
institutions financieres doivent geler tous les avoirs controles par des personnes 
ou des entites designees et par celles qui agissent pour leur compte, ainsi que les 
avoirs de tous les membres du Gouvernement de la Repubiique populaire 
democratique de Coree impliques dans la violation des dispositions des 
resolutions et le contournement des sanctions qui y sont enoncees. 

165. Les Etats Membres devraient fournir une assistance technique a ceux, qui 
parmi eux, ont besoin de renforcer leurs cadres juridiques et mecanismes 
connexes pour appliquer les dispositions financieres des resolutions, selon qu’il 
convient et comme prevu a l’Article 49 de la Charte des Nations Unies. 

166. Dans le cadre de l’application du paragraphe 18 de la resolution 2375 (2017), 
les Etats Membres devraient demander aux autorites concernees d’extraire de 
leurs registres du commerce les informations concernant toutes les entreprises 
dont le directeur national ou les actionnaires sont des ressortissants de la 
Repubiique populaire democratique de Coree, compte tenu du fait que 
l’enregistrement de ces entreprises peut de fait constituer une violation de 
l’interdiction. 

167. Etant donne que pour certaines coentreprises, il y a violation d’autres 
dispositions des resolutions que celles enoncees au paragraphe 18 de la resolution 
2375 (2017), les noms des directeurs et des actionnaires devraient etre 
communiques aux services d’enquete, aux cellules de renseignement financier et 
aux institutions financieres. 

168. Le Groupe d’experts recommande aux Etats Membres d’expliquer 
clairement a leurs organismes nationaux que les compagnies d’assurances sont 
des institutions financieres et qu’a ce titre, elles sont soumises a l’ensemble des 
dispositions financieres des resolutions, y compris I’obligation de gel des avoirs. 


V. Activites recemment menees dans le cadre du programme 
nucleaire et du programme de missiles balistiques 

Nucleaire 

169. Le complexe nucleaire de Yongbyon est demeure actif. Le reacteur de 5 MWe 
fonctionne depuis decembre 2015 et, selon un Etat Membre, bien que les operations 
aient ete suspendues pendant quelques jours en fevrier, en mars et en avril 2018, ces 
periodes d’interruption n’etaient pas suffisamment longues pour correspondre a un 
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dechargement et s’expliquent sans doute par des operations de maintenance. En 
novembre 2018, un Etat Membre a informe le Groupe d’experts que le reacteur n’avait 
pas fonctionne de septembre a octobre 2018 et qu’il etait possible que le 
dechargement de barres de combustible irradie ait eu lieu a ce moment-la. On peut 
voir sur les images satellites obtenues de fevrier a novembre 2018 que des travaux de 
construction de canaux d’evacuation ont eu lieu. On peut egalement y voir qu’un 
batiment a ete construit pres des installations d’evacuation des eaux du reacteur. Un 
Etat Membre a observe que de l’eau avait ete deversee au moyen de la nouvelle 
structure a la mi-juin 2018. Le Groupe d’experts a egalement observe la presence d’un 
nouveau batiment a l’ouest du reacteur a eau legere (voir annexe 80). 

170. L’analyse des images satellites laisse apenser que le laboratoire de radiochimie 
et sa centrale a vapeur ont pu etre en activite. Les volutes de fumee et les volumes 
fluctuants de charbon observes entre le 27 avril et le 8 mai 2018 (voir annexe 81) 
etaient probablement lies a des travaux d’entretien. En novembre 2018, un Etat 
Membre a indique au Groupe d’experts avoir releve une variation du niveau de 
chaleur a l’interieur du batiment. 

171. Le 24 mai 2018, la Republique populaire democratique de Coree a organise une 
ceremonie a l’occasion du demantelement du site d’essais nucleaires de Punggye-ri, 
qui a ete suivie d’une declaration prononcee par l’Institut des armes nucleaires 154 . II 
ressort de l’imagerie satellitaire que 1’infrastructure de surface a subi des 
modifications, causees par le « demantelement » du mois de mai. Le Groupe d’experts 
a observe que des materiaux deblayes avaient ete retires en novembre 2018 (voir 
annexe 82). 

172. Le Groupe d’experts continue de surveiller les usines de concentration du 
minerai d’uranium et les sites d’extraction d’uranium. II a observe que des amas de 
deblais avaient ete retires de Pyongsan en 2018, signe possible d’exploitation miniere 
(voir annexe 83). Pendant la periode consideree, le Groupe d’experts n’a constate 
aucun changement notable dans 1’installation que l’on suppose etre destinee a 
l’enrichissement d’uranium de Kangson, a l’exception de mouvements intermittents 
de camions de grande taille. 

Utilisation des infrastructures civiles aux fins de l’assemblage et du lancement 
de missiles balistiques 

173. En avril 2018, un Etat Membre a informe le Groupe d’experts que la Republique 
populaire democratique de Coree avait utilise a plusieurs reprises des usines civiles 
ainsi que d’autres installations non militaires dans le cadre d’une strategic visant a 
eviter que le petit nombre de sites identifies de production et d’assemblage de missiles 
nucleaires et balistiques soient la cible d’eventuelles frappes de « decapitation ». 
L’Etat Membre a fait observer que ces sites disposaient de toutes les voies ferrees, 
routes et autres infrastructures necessaires au transport, a l’assemblage et la conduite 
d’essais des systemes d’armes. Le Groupe d’experts a par exemple ete informe de 
l’assemblage du missile balistique intercontinental Hwasong-15 a l’usine de 
production de camions de Pyongsong, egalement connue sous le nom d’usine 
automobile du 16 mars (voir fig. XXV), et du site de lancement consecutif. En 
novembre 2018, un Etat Membre a informe le Groupe d’experts que la Republique 
populaire democratique de Coree poursuivait le developpement des bases de 
lancement de missiles balistiques intercontinentaux a proximite de sa frontiere 
septentrionale. 


« Declaration de l’Institut des armes nucleaires de la Republique populaire democratique de 
Coree », Agence centrale de presse coreenne, 24 mai 2018. 
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Figure XXV 

Exemple fourni par un Etat Membre de l’utilisation d’installations civiles 
aux fins de l’assemblage de missiles balistiques (a gauche) ; Visite du President 
Kim Jong Un a l’usine de production de camions trois semaines avant le 
iancement (4 novembre 2017) (a droite) 



Sources : Etat Membre, Agence centrale de presse coreenne. 


174. Le Groupe d’experts a examine, confirme et signale l’existence de sites 
d’activite liee aux missiles balistiques, et il a reuni des elements prouvant que la 
Republique populaire democratique de Coree a entrepris de disperser ses lieux 
d’assemblage, de stockage et d’essai. II a constate que la Republique populaire 
democratique de Coree utilisait comme sites de Iancement, non seulement des 
installations civiles, mais aussi des sites militaro-industriels inactifs ou tres etendus 
situes a proximite - a moins de dix kilometres de distance - des sites d’assemblage 
ou de stockage. A titre d’exemple, on peut citer les sites qui ont ete utilises le 4 juillet 
2017 (usine de construction aeronautique de Panghyon) et le 28 juillet 2017 
(Mupyong-ni) pour les lancements du missile intercontinental Hwasong-14. 
L’aeroport international de Pyongyang-Sunan, le plus important des aerodromes 
civilo-militaires du pays, a ete utilise les 29 aout et 15 septembre 2017 pour les 
lancements de missiles a portee intermediate Hwasong-12. On trouvera a l’annexe 
84 des images satellitaires et des photos relatives aux missiles balistiques. 


VI. Effets involontaires des sanctions 

175. Afin de renforcer le mecanisme de derogation pour raison humanitaire, le 
Comite a adopte le 6 aout 2018 la notice n° 7 d’aide a l’application : « Orientations 
relatives a l’obtention de derogations aux fins de l’acheminement de l’aide 
humanitaire en Republique populaire democratique de Coree » 155 . De janvier 2018 a 
janvier 2019, le Comite a regu 25 demandes de derogation pour raison humanitaire 
de la part d’Etats Membres, d’entites des Nations Unies et d’organisations 


En outre, dans sa « notice n° 2 d’aide a l’application : indications relatives a l’etablissement et a la 
soumission des rapports nationaux de mise en oeuvre », actualisee le 24 avril 2018, le Comite a 
encourage les Etats a expliquer, s’il y avait lieu, dans leurs rapports de mise en oeuvre, les lois et 
autres dispositions pertinentes adoptees pour proceder a des derogations aux mesures imposees par 
les resolutions. Voir www.un.org/securitycouncil/fr/sanctions/1718/implementation-notices. 
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humanitaires 156 . Au moment de l’etablissement du present rapport, le Comite avait 
accorde 16 derogations, et sept demandes etaient toujours en cours d’examen (deux 
demandes avaient ete retirees) 137 . 

176. Les Etats Membres, les entites des Nations Unies et les organisations 
humanitaires se sont dits preoccupes par le fait que, malgre les clauses derogatoires 
et les efforts du Comite, les entites des Nations Unies et les organisations 
humanitaires continuent de faire face aux effets involontaires qu’ont les sanctions sur 
leurs programmes humanitaires, de sorte qu’il leur est impossible de conduire 
normalement leurs activites en Republique populaire democratique de Coree. Les six 
principaux sujets de preoccupation qu’ils ont communiques au Groupe d’experts sont 
les suivants : les retards dans la reception des derogations ; l’effondrement des 
circuits bancaires ; les retards accuses dans la procedure de dedouanement ; la 
diminution du nombre de fournisseurs etrangers disposes a participer a l’aide 
humanitaire ; la hausse du cout des articles et operations humanitaires ; la baisse du 
financement des operations (voir annexes 85 a 87). Ces facteurs nuisent a leur 
capacite d’executer des programmes humanitaires. En particulier, les sanctions 
sectorielles pesent sur la fourniture d’un certain nombre d’articles necessaires sur le 
plan humanitaire (ibid.). On trouvera a 1’annexe 85 une evaluation, par le Groupe 
d’experts, des consequences negatives des sanctions, sur le plan humanitaire, pour la 
population civile de la Republique populaire democratique de Coree. 

Recommandations 

177. Le Groupe d’experts recommande que les deliberations du Comite 
concernant les demandes de derogation pour raison humanitaire soit limitees 
dans le temps et que les groupes de discussion du Comite se reunissent 
regulierement pour examiner les questions humanitaires en vue d’accelerer le 
traitement des demandes de derogation. 

178. Pour reduire la charge qui pese inutilement sur les Etats Membres, les 
entites des Nations Unies et les organisations humanitaires, le Comite devrait 
publier une liste blanche des articles non sensibles utilises dans les operations 
humanitaires relevant des grandes categories d’articles vises par les sanctions 
sectorielles du paragraphe 7 de la resolution 2397 (2017), et dont l’envoi en 
Republique populaire democratique de Coree necessite l’obtention d’une 
derogation pour raison humanitaire. 

179. Le Comite devrait continuer de demander aux Etats Membres, aux entites 
des Nations Unies et aux organisations humanitaires qui font des demandes de 
derogations en suivant la notice 7 d’aide a l’application de lui faire part de leurs 
observations, et s’employer a rationaliser et a simplifier, dans la mesure du 
possible, la procedure de demande, y compris en faisant preuve de davantage de 
souplesse pour ce qui est des caracteristiques techniques des envois programmes, 
des parties concernees et de la frequence des demandes. 


Le Groupe d’experts note que certaines demandes de derogation contiennent des elements ne 
figurant pas dans l’aide-memoire. 

Les informations concernant les derogations approuvees par le Comite sont publiees sur le site 
Web du Conseil de securite, a l’adresse suivante : 

www.un.org/securitycouncil/fr/sanctions/1718/exemptions-measures/humanitarian-exemption- 
requests. 
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180. Le Secretaire general devrait demander au Secretariat de proceder a une 
evaluation des consequences humanitaires qu’ont les sanctions en Repubiique 
populaire democratique de Coree. 


VII. Rapports nationaux de mise en oeuvre 

181. En janvier 2019, 68 Etats Membres avaient presente des rapports sur la mise en 
oeuvre de la resolution 2397 (2017) ; 83, sur celle de la resolution 2375 (2017) ; 84, 
sur celle de la resolution 2371 (2017) ; 102, sur celle de la resolution 2321 (2016), et 
111, sur celle de la resolution 2270 (2016) 15s . Malgre 1’augmentation du nombre de 
rapports presentes, le Groupe d’experts note que de nombreux Etats (124, dont 6 
etaient des membres non permanents du Conseil de securite en 2018) n’ont pas encore 
presente de rapport sur la mise en oeuvre de la resolution 2397 (2017) (voir annexe 88). 

182. Le Groupe d’experts rappelle que les Etats Membres doivent presenter leurs 
rapports en temps voulu, conformement au paragraphe 17 de la resolution 
2397 (2017). 

183. Voir l’annexe 89 pour une liste recapitulative des recommandations. 


Voir www.un.org/securitycouncil/fr/sanctions/1718/implementation-reports, consults le 
30 novembre 2018. 
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Annex 1: Information provided to the Panel by the United States, 6 July 2018 

The United States stated that if each of the below 89 port calls delivered only one third of each 
vessel’s capacity, the associated volume would exceed the annual cap for 2018 by 30 May 2018. 
Fully loaded, the DPRK tankers could have exceeded the cap nearly three times over with an 
estimated total of 1,367,628 barrels (figure 1). 

Figure 1 



Figure 2: DPRK tanker deliveries to DPRK ports 


Port 

Ship Name 
*Designated 

Dead Weight 
Tonnage 

Arrival 

Month 

2018 

Delivery 

Volume 

33% Laden 

Delivery 

Volume 

50% Laden 

Delivery 

Volume 

90% Laden 

Nampo 

Ji Song 6* 

1,250.00 

January 

416.67 

625.00 

1,125.00 

Nampo 

Sam Jong 1 * 

1,665.00 

January 

555.00 

832.50 

1,498.50 

Nampo 

Kum Un San 3 

3,279.00 

January 

1,093.00 

1,639.50 

2,951.10 

Nampo 

An San 1* 

3,003.00 

January 

1,001.00 

1,501.50 

2,702.70 

Najin 

Kum Un San 

2,070.00 

January 

690.00 

1,035.00 

1,863.00 

Nampo 

Yu Phyong 5 * 

1,966.00 

January 

655.33 

983.00 

1,769.40 

Nampo 

Yu Son (Y Chun)* 

3,398.00 

January 

1,132.67 

1,699.00 

3,058.20 

Nampo 

Chon Ma San* 

2,750.00 

January 

916.67 

1,375.00 

2,475.00 

Nampo 

PaekMa* 

2,250.00 

January 

750.00 

1,125.00 

2,025.00 

Nampo 

Saebyol (Chong Rim 2)* 

1,150.00 

January 

383.33 

575.00 

1,035.00 

Nampo 

Sam Jong 2 * 

2,507.00 

January 

835.67 

1,253.50 

2,256.30 

Wonsan 

Kum Un San 3 

3,279.00 

January 

1,093.00 

1,639.50 

2,951.10 

Nampo 

Rye Song Gang 1 

3,003.00 

January 

1,001.00 

1,501.50 

2,702.70 

Najin 

Kum Un San 

2,070.00 

January 

690.00 

1,035.00 

1,863.00 

Wonsan 

Sam Ma 2 * 

1,731.00 

January 

577.00 

865.50 

1,557.90 
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Nampo 

Ji Song 6* 

1,250.00 

February 

416.67 

625.00 

1,125.00 

Nampo 

Sam Jong 1 * 

1,665.00 

February 

555.00 

832.50 

1,498.50 

Wonsan 

Kum Un San 

2,070.00 

February 

690.00 

1,035.00 

1,863.00 

Wonsan 

Kum Un San 3 

3,279.00 

February 

1,093.00 

1,639.50 

2,951.10 

Nampo 

Chon Ma San* 

2,750.00 

February 

916.67 

1,375.00 

2,475.00 

Nampo 

Yu Phyong 5 * 

1,966.00 

February 

655.33 

983.00 

1,769.40 

Nampo 

Saebyol (Chong Rim 2)* 

1,150.00 

February 

383.33 

575.00 

1,035.00 

Nampo 

An San 1 * 

3,003.00 

February 

1,001.00 

1,501.50 

2,702.70 

Nampo 

Sam Jong 2 * 

2,507.00 

February 

835.67 

1,253.50 

2,256.30 

Nampo 

Rye Song Gang 1 

3,003.00 

February 

1,001.00 

1,501.50 

2,702.70 

Nampo 

Sam Jong 1 * 

1,665.00 

February 

555.00 

832.50 

1,498.50 

Nampo 

Yu Son (Y Chun)* 

3,398.00 

February 

1,132.67 

1,699.00 

3,058.20 

Nampo 

Yu Phyong 5 * 

1,966.00 

F ebruary 

655.33 

983.00 

1,769.40 

Nampo 

Yu Jong 2 * 

1,206.00 

March 

402.00 

603.00 

1,085.40 

Nampo 

Ji Song 6* 

1,250.00 

March 

416.67 

625.00 

1,125.00 

Nampo 

Sam Jong 2 * 

2,507.00 

March 

835.67 

1,253.50 

2,256.30 

Nampo 

Ji Song 6* 

1,250.00 

March 

416.67 

625.00 

1,125.00 

Chongjin 

Un Pha 2, ex Kum Gang 3 

1,205.00 

March 

401.67 

602.50 

1,084.50 

Nampo 

An San 1 * 

3,003.00 

March 

1,001.00 

1,501.50 

2,702.70 

Nampo 

PaekMa* 

2,250.00 

March 

750.00 

1,125.00 

2,025.00 

Nampo 

Rye Song Gang 1 

3,003.00 

March 

1,001.00 

1,501.50 

2,702.70 

Nampo 

Sam Jong 1 * 

1,665.00 

March 

555.00 

832.50 

1,498.50 

Nampo 

Saebyol (ChongRim 2)* 

1,150.00 

March 

383.33 

575.00 

1,035.00 

Nampo 

Kum Un San 3 

3,279.00 

March 

1,093.00 

1,639.50 

2,951.10 

Nampo 

Yu Son (Y Chun)* 

3,398.00 

March 

1,132.67 

1,699.00 

3,058.20 

Nampo 

WanHeng 11* 

4,983.00 

March 

1,661.00 

2,491.50 

4,484.70 

Nampo 

Sam Jong 2 * 

2,507.00 

March 

835.67 

1,253.50 

2,256.30 

Hamhung 

Sam Ma 2 * 

1,731.00 

March 

577.00 

865.50 

1,557.90 

Nampo 

Chon Ma San* 

2,750.00 

March 

916.67 

1,375.00 

2,475.00 

Nampo 

Ji Song 6* 

1,250.00 

March 

416.67 

625.00 

1,125.00 

Nampo 

Yu Jong 2 * 

1,206.00 

March 

402.00 

603.00 

1,085.40 

Nampo 

Kum Un San 

2,070.00 

March 

690.00 

1,035.00 

1,863.00 

Nampo 

Saebyol (Chong Rim 2)* 

1,150.00 

March 

383.33 

575.00 

1,035.00 

Nampo 

An San 1 * 

3,003.00 

March 

1,001.00 

1,501.50 

2,702.70 

Nampo 

Yu Phyong 5 * 

1,966.00 

March 

655.33 

983.00 

1,769.40 

Nampo 

Chon Ma San* 

2,750.00 

April 

916.67 

1,375.00 

2,475.00 

Nampo 

Ji Song 6* 

1,250.00 

April 

416.67 

625.00 

1,125.00 

Nampo 

Kum Pit 1 

1,091.00 

April 

363.67 

545.50 

981.90 

Nampo 

Kum Un San 3 

3,279.00 

April 

1,093.00 

1,639.50 

2,951.10 

Nampo 

PaekMa* 

2,250.00 

April 

750.00 

1,125.00 

2,025.00 

Chongjin 

Sam Ma 2 * 

1,731.00 

April 

577.00 

865.50 

1,557.90 

Nampo 

Nam San 8* 

3,150.00 

April 

1,050.00 

1,575.00 

2,835.00 

Nampo 

Yu Son (YChun)* 

3,398.00 

April 

1,132.67 

1,699.00 

3,058.20 

Nampo 

WanHeng 11* 

4,983.00 

April 

1,661.00 

2,491.50 

4,484.70 
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Nampo 

Chon Ma San* 

2,750.00 

April 

916.67 

1,375.00 

2,475.00 

Nampo 

Sam Jong 2 * 

2,507.00 

April 

835.67 

1,253.50 

2,256.30 

Hamhung 

Sam Ma 2 * 

1,731.00 

April 

577.00 

865.50 

1,557.90 

Wonsan 

Ma Du San 

949.00 

April 

316.33 

474.50 

854.10 

Chongji 

Sam Ma 2 * 

1731.00 

April 

577.00 

865.50 

1,557.90 

Najin 

Song Won 

2101.00 

April 

700.33 

1,050.50 

1,890.90 

Wonsan 

Kum Un San 

2070.00 

April 

690.00 

1,035.00 

1,863.00 

Nampo 

An San 1 * 

3003.00 

April 

1,001.00 

1,501.50 

2,702.70 

Nampo 

Kum Jin Gang 2 

2100.00 

April 

700.00 

1,050.00 

1,890.00 

Nampo 

PaekMa* 

2250.00 

May 

750.00 

1,125.00 

2,025.00 

Chongjin 

Sam Ma 2 * 

1731.00 

May 

577.00 

865.50 

1,557.90 

Nampo 

Ji Song 6* 

1250.00 

May 

416.67 

625.00 

1,125.00 

Nampo 

Yu Phyong 5 * 

1966.00 

May 

655.33 

983.00 

1,769.40 

Nampo 

Sam Jong 2* 

2507.00 

May 

835.67 

1,253.50 

2,256.30 

Wonsan 

Chon Myong 1 * 

2750.00 

May 

916.67 

1,375.00 

2,475.00 

Nampo 

Myong Ryu 1 

900.00 

May 

300.00 

450.00 

810.00 

Nampo 

Sam Jong 1 * 

1665.00 

May 

555.00 

832.50 

1,498.50 

Wonsan 

Kum Un San 

2070.00 

May 

690.00 

1,035.00 

1,863.00 

Nampo 

Saebyol (ChongRim 2)* 

1150.00 

May 

383.33 

575.00 

1,035.00 

Nampo 

Nam San 8* 

3150.00 

May 

1,050.00 

1,575.00 

2,835.00 

Nampo 

An San 1 * 

3003.00 

May 

1,001.00 

1,501.50 

2,702.70 

Hamhung 

Sam Ma 2 * 

1731.00 

May 

577.00 

865.50 

1,557.90 

Nampo 

Yu Jong 2 * 

1206.00 

May 

402.00 

603.00 

1,085.40 

Nampo 

Yu Phyong 5 * 

1966.00 

May 

655.33 

983.00 

1,769.40 

Nampo 

Yu Son * 

3398.00 

May 

1,132.67 

1,699.00 

3,058.20 

Nampo 

Kum Jin Gang 2 

2100.00 

May 

700.00 

1,050.00 

1,890.00 

Nampo 

Ji Song 6* 

1250.00 

May 

416.67 

625.00 

1,125.00 

Nampo 

PaekMa* 

2250.00 

May 

750.00 

1,125.00 

2,025.00 

Nampo 

Sam Jong 2 * 

2507.00 

May 

835.67 

1,253.50 

2,256.30 

Nampo 

Myong Ryu 1 

900.00 

May 

300.00 

450.00 

810.00 

Percent Laden 



33% 

50% 

90% 

Total (Metric Tons) 



65,782.99 

98,674.50 

177,614.10 

Total (Barrels) 



506,529.05 

759,793.65 

1,367,628.57 


Source: Member State 
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Annex 2: United States submission to the Committee of 17 September 2018 

UNITED STATES NON-PAPER TO THE UN 1718 DPRK SANCTIONS COMMITTEE: 

NORTH KOREA’S BREACH OF UNSCR 2397 REFINED PETROLEUM CAP 

• UNSCR 2397 operative paragraph 5 limits the DPRK’s import of refined petroleum products 
to 500,000 barrels per year beginning in 2018 if those transfers are a) fully reported to the 
Committee within 30 days, b) do not involve any individual or entity associated with the 
DPRK’s nuclear, ballistic missile, or other prohibited activities, and c) are used to exclusively 
meet the livelihood needs of DPRK nationals and not used to generate revenue for the DPRK’s 
nuclear, ballistic missile, or other prohibited activities. 

• UNSCR 2375 operative paragraph 11 prohibits ship-to-ship (STS) transfers with DPRK- 
flagged, owned, or operated vessels. UNSCR 2094 further makes clear that any individual or 
entity assisting in the evasion of sanctions are also liable for 1718 sanctions. 

• These STS transfers are of great concern to the United States and in our view represent the 
most urgent area in need of more rigorous UN member state implementation. 

• Since the United States last provided the UN 1718 Committee with a report on oil tanker 
deliveries to the DPRK on July 12, we have information revealing that these deliveries 
continue. The continuing arrival of these tankers in DPRK ports confirm that the DPRK 
maintains its imports of illicitly sourced refined petroleum products that expand the degree to 
which the DPRK is violating UNSCR 2397’s annual limitation on refined product imports. 
Further, the 1718 Committee has not received any reporting from the DPRK or other member 
states about these transfers in contravention of UNSCR 2397. 

• We are providing updated information showing data on each of these port calls to supplement 
our previous reporting and to emphasize that this problem continues due to the inaction of the 
1718 Committee and the objections raised by Russia and China. 

• The table provided in Tab 1 lists each of the port calls by date and associated delivery volume 
scenarios from 1 January 2018 to 18 August 2018, which have grown substantially since our 
previous submission and, in aggregation, exceed the UNSCR 2397 annual quota for refined 
petroleum products. 

• Since our last report in July summarizing transactions observed in January through May, at 
least an additional 59 tanker deliveries to the DPRK have occurred from June 1 through August 
18, bringing the 2018 total to at least 148 deliveries, all of which involved deliveries to North 
Korean ports to unload refined petroleum products procured through UN-prohibited STS 
transfers. 

• If each of these tankers was fully laden when it made its delivery, the DPRK has imported 
almost six times the allowable amount under UNSCR 2397. Even if these tankers were not 
fully laden upon delivery, the figure found in Tab 2 show the three scenarios for how much 
refined petroleum products the DPRK procured in 2018 from 1 January to 18 August. All 
three scenarios make clear that the DPRK has obtained far more than the 500,000 barrels it is 
authorized to procure in 2018. 
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• All further transfers of refined petroleum products must be halted, period, to prevent the 
DPRK from procuring any additional products in violation of UNSCR 2397. 

• To further underscore our confidence in the updated data on tanker deliveries, we are also 
providing three images—one from each of the past three months in Tabs 3 through 5—that 
document several of these deliveries into a DPRK port outfitted with oil unloading and storage 
infrastructure as well as an image of the port infrastructure more broadly in Tab 6. 

• The images of these tanker ships depict DPRK-flagged vessels that are outfitted for the 
transport of refined petroleum products and used exclusively for that purpose when moored— 
or anchored—at a single point offshore mooring system. The single point mooring system 
consists of mooring buoys, which keep the tankers anchored in place, and an offloading buoy 
that connects to an underwater pipeline allowing for the physical transfer of the refined 
petroleum products from the tankers to onshore infrastructure. 

• Specifically, this pipeline transfers the refined petroleum products to the associated onshore 
infrastructure including refined petroleum storage tanks, pumping equipment, a rail transfer 
point, and tanker truck filling station, all of which are outfitted to facilitate the unloading, 
storage, and transporting of the refined products to areas where the products are consumed 
throughout North Korea, including by the regime and military. 

o The first image in Tab 3 highlights this process by showing both marine import 
terminals in Nampo that are configured to import, store, and transport refined 
petroleum products through an offloading pier and single point mooring systems. As 
can be seen in the image, various DPRK tankers are at anchorage to cycle through 
offloading infrastructure to make individual deliveries of refined petroleum products 
before departing the port in search of additional, illicit STS transfer transactions. 

o The second image in Tab 4 shows the DPRK-flagged M/T MU BONG 1 anchored at 
an offloading buoy at the Nampo port facility in the Taedong River on June 16, 2018. 
The vessel is fully loaded and is in the process of delivering refined petroleum 
products procured via an illicit STS transfer. 

o The third image in Tab 5 shows the DPRK-flagged M/T YU JONG 2 anchored at an 
offloading buoy at the Nampo port facility in the Taedong River on July 21, 2018. The 
vessel is fully loaded and is in the process of delivering refined petroleum products 
procured via an illicit STS transfer. 

o The fourth image in Tab 6 shows the DPRK-flagged M/T AN SAN 1 anchored at an 
offloading buoy at the Nampo port facility in the Taedong River on August 17, 2018. 
The vessel is fully loaded and is in the process of delivering refined petroleum 
products procured via an illicit STS transfer. 

• We are supplementing this imagery with three storyboards that demonstrate the entire process 
by which North Korean tankers depart North Korean ports, rendezvous with a foreign “feeder 
vessel” to engage in an illicit STS transfer, and return to a North Korean port to deliver refined 
petroleum products. 
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o The first storyboard in Tab 7 shows the entire process in which the North Korea- 
flagged MYONG RYU 1 conducted an STS transfer with the Panama-flagged SHANG 
YUAN BAO. 

o The second storyboard in Tab 8 shows the entire process in which the North Korea- 
flagged PAEK MA conducted an STS transfer with the Panama-flagged SHANG 
YUAN BAO. 

o The third storyboard in Tab 9 shows the entire process in which the North Korea- 
flagged MU BONG 1 conducted an STS transfer with the Sierra Leone-flagged XING 
MING YANG 888. 

• The United States has now provided two tables documenting 148 deliveries of refined 
petroleum products to the DPRK and 10 images and storyboards clearly demonstrating the 
process by which this occurs to the 1718 Committee. This body of evidence should remove 
any remaining doubts that the DPRK has seriously violated the refined petroleum cap and that 
the Committee must urgently act to halt all refined petroleum product exports to the DPRK. 


ATTACHMENTS 

Tab 1: Table of DPRK tanker deliveries of refined petroleum products to DPRK ports 
Tab 2: Figure of estimated volumes of refined petroleum product deliveries to DPRK 
Tab 3: Image of Nampo Port marine import terminals for refined petroleum products 
Tab 4: M/T Mu Bong 1 delivery at Nampo Port 
Tab 5: M/T Mu Bong 1 delivery at Nampo Port 
Tab 6: M/T Mu Bong 1 delivery at Nampo Port 

Tab 7: Storyboard of Myong Ryu 1 STS transfer with Shang Yuan Bao 
Tab 8: Storyboard of Paek Ma STS transfer with Shang Yuan Bao 
Tab 9: Storyboard of Mu Bong 1 STS transfer with Xing Ming Yang 888 
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OBSERVED REFINED PETROLEUM DELIVERIES TO NORT KOREAN 

PORTS: JANUARY 1 - AUGUST 18. 2018 


Port 

Ship Name 

Dead 

Weight 

Tonnage 

Arrival 

Date 

Delivery 
Volume if 

33% Laden 

Delivery 
Volume if 

50% Laden 

Volume if 

90% Laden 

Nampo 

Ji Song 6 

1,250.00 

l-Jan-18 

412.50 

625.00 

1,125.00 

Nampo 

Sam Jong 1 

1,665.00 

4-Jan-18 

549.45 

832.50 

1,498.50 

Nampo 

Kum Un San 3 

3,279.00 

8-Jan-18 

1,082.07 

1,639.50 

2,951.10 

Nampo 

An San 1 

3,003.00 

10-Jan-18 

990.99 

1,501.50 

2,702.70 

Najin 

Kum Un San 

2,070.00 

10-Jan-18 

683.10 

1,035.00 

1,863100 

Nampo 

Yu Phyong 5 

1,966.00 

14-Jan-18 

648.78 

983.00 

1,769.40 

Nampo 

Yu Son (Y Chun) 

3,398.00 

lS-Jan-18 

1,121.34 

1,699.00 

3,058.20 

Nampo 

Chon Ma San 

2,750.00 

18-Jan-18 

907.50 

1,375.00 

2,475.00 

Nampo 

Paek Ma 

2,250.00 

lS-Jan-18 

742.50 

1,125.00 

2,025.00 

Nampo 

Saebyol (Chong Rim 2) 

1,150.00 

19-Jan-18 

379.50 

575.00 

1,035.00 

Nampo 

Sam Jong 2 

2,507.00 

25-Jan-18 

827.31 

1,253.50 

2,256.30 

Wonsan 

Kum Un San 3 

3,279.00 

26-Jan-18 

1,082.07 

1,639.50 

2,951.10 

Nampo 

Rye Song Gang 1 

3,003.00 

27-Jan-18 

990.99 

1,501.50 

2,702.70 

Najin 

Kum Un San 

2,070.00 

28-Jan-18 

683.10 

1,035.00 

1,863.00 

Wonsan 

Sam Ma 2 

1,731.00 

30-Jan-18 

571.23 

865.50 

1,557.90 

Nampo 

Ji Song 6 

1,250.00 

2-Feb-18 

412.50 

625.00 

1,125.00 

Nampo 

Sam Jong 1 

1,665.00 

2-Feb-18 

549.45 

832.50 

1,498.50 

Wonsan 

Kum Un San 

2,070.00 

3-Feb-18 

683.10 

1,035.00 

1,863.00 

Wonsan 

Kum Un San 3 

3,279.00 

8-Feb-18 

1,082.07 

1,639.50 

2,951.10 

Nampo 

Chon Ma San 

2,750.00 

ll-Feb-18 
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907.50 

1,375.00 

2,475.00 

Nampo 

Yu Phyong 5 

1,966.00 

12-Feb-18 

648.78 

983.00 

1,769.40 

Nampo 

Saebyol (Chong Rim 2} 

1,150.00 

16-Feb-18 

379.50 

575.00 

1,035.00 

Nampo 

An San 1 

3,003.00 

17-Feb-18 

990.99 

1,501.50 

2,702.70 

Nampo 

Sam Jong 2 

2,507.00 

17-Feb-18 

827.31 

1,253.50 

2,256.30 

Nampo 

Rye Song Gang 1 

3,003.00 

19-Feb-18 

990.99 

1,501.50 

2,702.70 

Nampo 

Sam Jong 1 

1,665.00 

22-Feb-18 

549.45 

832.50 

1,498.50 

Nampo 

Yu Son (Y Chun) 

3,398.00 

24-Feb-18 

1,12134 

1,699.00 

3,058.20 

Nampo 

Yu Phyong 5 

1,966.00 

28-Feb-18 

648.78 

983.00 

1,769.40 

Nampo 

Yu Jong 2 

1,206.00 

3-Mar-18 

397.98 

603.00 

1,085.40 

Nampo 

Ji Song 6 

1,250.00 

5-Mar-18 

412.50 

625.00 

1,125.00 

Nampo 

Sam Jong 2 

2,507.00 

S-Mar-18 

827.31 

1.253.50 

2,256.30 

Nampo 

Ji Song 6 

1,250.00 

10-Mar-18 

412.50 

625.00 

1,125.00 

Chongjin 

Kum Gang 3 

1,205.00 

10-Mar-lS 

397.65 

602.50 

1,084.50 

Nampo 

An San 1 

3,003.00 

13-Mar-18 

990.99 

1,501.50 

2,702.70 

Nampo 

Paek Ma 

2,250.00 

13-Mar-lS 

742.50 

1,125.00 

2,025.00 

Nampo 

Rye Song Gang 1 

3,003.00 

13-Mar-lS 

990.99 

1.501.50 

2,702.70 

Nampo 

Sam Jong 1 

1,665.00 

13-Mar-18 

549.45 

832.50 

1,498.50 

Nampo 

Saebyol (Chong Rim 2) 

1,150.00 

15-Mar-18 

379.50 

575.00 

1,035.00 

Nampo 

Kum Un San 3 

3,279.00 

16-Mar-lS 

1,082.07 

1,639.50 

2,951.10 

Nampo 

Yu Son (Y Chun) 

3,398.00 

16-Mar-lS 

1,121.34 

1,699.00 

3,058.20 

Nampo 

Wan Heng 11 

4,983.00 

19-Mar-lS 

1,644.39 

2,491.50 

4,484.70 

Nampo 

Sam Jong 2 

2,507.00 

21-Mar-18 

827.31 

1,253.50 

2,256.30 

Hamhung 

Sam Ma 2 

1,731.00 

21-Mar-18 

571.23 

865.50 

1,557.90 


92/396 


5-01704 





































S/2019/171 


Nampo 

Chon Ma San 

2,750.00 

22-Mar-18 

907.50 

1,375.00 

2,475.00 

Nampo 

Ji Song 6 

1,250.00 

24-Mar-18 

412.50 

625.00 

1,125.00 

Nampo 

Yu Jong 2 

1,206.00 

26-Mar-lS 

397.98 

603.00 

1,085.40 

Nampo 

Kum Un San 

2,070.00 

27-Mar-18 

683.10 

1,035.00 

1,863.00 

Nampo 

Saebyol (Chong Rim 2} 

1,150.00 

29-Mar-18 

379.50 

575.00 

1,035.00 

Nampo 

An San 1 

3,003.00 

30-Mar-18 

990.99 

1,501.50 

2,702.70 

Nampo 

Yu Phyong 5 

1,966.00 

31-Mar-18 

648.78 

983.00 

1,769.40 

Nampo 

Chon Ma San 

2,750.00 

3-Apr-18 

907.50 

1,375.00 

2,475.00 

Nampo 

Ji Song 6 

1,250.00 

3-Apr-18 

412.50 

625.00 

1,125.00 

Nampo 

Kum Pit 1 

1,091.00 

3-Apr-18 

360.03 

545.50 

981.90 

Nampo 

Kum Un San 3 

3,279.00 

4-Apr-18 

1,082.07 

1,639.50 

2,951.10 

Nampo 

Paek Ma 

2,250.00 

6-Apr-18 

742.50 

1,125.00 

2,025.00 

Chongjin 

Sam Ma 2 

1,731.00 

12-Apr-18 

571.23 

865.50 

1,557.90 

Nampo 

Nam San 8 

3,150.00 

13-Apr-18 

1,039.50 

1,575.00 

2,835.00 

Nampo 

Yu Son (Y Chun) 

3,398.00 

13-Apr-18 

1,121.34 

1,699.00 

3,058.20 

Nampo 

Wan Heng 11 

4,983.00 

14-Apr-18 

1,644.39 

2,491.50 

4,484.70 

Nampo 

Chon Ma San 

2,750.00 

15-Apr-18 

907.50 

1,375.00 

2,475.00 

Nampo 

Sam Jong 2 

2,507.00 

21-Apr-18 

827.31 

1,253.50 

2,256.30 

Hamhung 

Sam Ma 2 

1,731.00 

24-Apr-18 

571.23 

865.50 

1,557.90 

Wonsan 

Ma Du San 

949.00 

26-Apr-18 

313.17 

474.50 

854.10 

Chongjin 

Sam Ma 2 

1,731.00 

27-Apr-18 

571.23 

865.50 

1,557.90 

Najin 

Song Won 

2,101.00 

29-Apr-18 

693.33 

1,050.50 

1,890.90 

Wonsan 

Kum Un San 

2,070.00 

30-Apr-18 

683.10 

1,035.00 

1,863.00 

Nampo 

An San 1 

3,003.00 

30-Apr-18 
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990.99 

1,501.50 

2,702.70 

Nampo 

Kum Jin Gang 2 

2.100.00 

30-Apr-18 

693.00 

1,050.00 

1,890.00 

Nampo 

Paek Ma 

2,250.00 

3-M ay-18 

742.50 

1.125.00 

2,025.00 

Chongjin 

Sam Ma 2 

1,731.00 

5-May-18 

571.23 

865.50 

1,557.90 

Nampo 

Ji Song 6 

1,250.00 

5-May-18 

412.50 

625.00 

1,125.00 

Nampo 

Yu Phyong 5 

1,966.00 

7-M ay-18 

648.78 

983.00 

1,769.40 

Nampo 

Sam Jong 2 

2,507.00 

S-May-18 

827.31 

1,253.50 

2,256.30 

Wonsan 

Chon Myong 1 

2,750.00 

8-May-18 

907.50 

1,375.00 

2,475.00 

Nampo 

Myong Ryu 1 

900.00 

9-May-18 

297.00 

450.00 

810.00 

Nampo 

Sam Jong 1 

1,665.00 

9-May-18 

549.45 

832.50 

1,498.50 

Wonsan 

Kum Un San 

2,070.00 

13-May-18 

683.10 

1,035.00 

1,863.00 

Nampo 

Saebyol 

1,150.00 

15-May-18 

379.50 

575.00 

1,035.00 

Nampo 

Nam San 8 

3,150.00 

17-May-18 

1,039.50 

1.575.00 

2.835.00 

Nampo 

An San 1 

3,003.00 

17-May-18 

990.99 

1,501.50 

2,702.70 

Hamhung 

Sam Ma 2 

1,731.00 

19-May-18 

571.23 

865.50 

1,557.90 

Nampo 

Yu Jong 2 

1,206.00 

21-May-18 

397.98 

603.00 

1,085.40 

Nampo 

Yu Phyong 5 

1,966.00 

22-May-18 

648.78 

983.00 

1,769.40 

Nampo 

Yu Son 

3,398.00 

22-May-18 

1,121.34 

1.699.00 

3.058.20 

Nampo 

Kum Jin Gang 2 

2,100.00 

24-May-18 

693.00 

1,050.00 

1,890.00 

Nampo 

Ji Song 6 

1,250.00 

26-May-18 

412.50 

625.00 

1,125.00 

Nampo 

Paek Ma 

2,250.00 

26-May-18 

742.50 

1,125.00 

2,025.00 

Nampo 

Sam Jong 2 

2,507.00 

28-May-18 

827.31 

1,253.50 

2,256.30 

Nampo 

Myong Ryu 1 

900.00 

30-May-18 

297.00 

450.00 

810.00 

Nampo 

Saebyol 

1,150.00 

4-lun-18 

379.50 

575.00 

1,035.00 
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Chongjin 

Sam Ma 2 

1,731.00 

6-Jun-18 

571.23 

865.50 

1,557.90 

Nampo 

Chon Ma San 

2,750.00 

7-Jun-18 

907.50 

1,375.00 

2,475.00 

Nampo 

Kum Un San 3 

3,279.00 

8-Jun-18 

1.082.07 

1,639.50 

2,951.10 

Nampo 

Ji Song 6 

1,250.00 

9-Jun-18 

412.50 

625.00 

1,125.00 

Nampo 

Mu Bong 1 (Ryong Bong 

1} 

2,100.00 

15-Jun-18 

693.00 

1,050.00 

1,890.00 

Nampo 

Kum Un San 

2,070.00 

18-Jun-18 

683.10 

1,035.00 

1,863.00 

Nampo 

Kum Un San 3 

3,279.00 

18-Jun-18 

1,082.07 

1,639.50 

2,951.10 

Nampo 

Nam San 8 

3,150.00 

19-Jun-18 

1.039JO 

1.575.00 

2,835.00 

Kimchaek 

Yu Son 

3,398.00 

21-Jun-18 

1,121.34 

1,699.00 

3,058.20 

Chongjin 

Wan Heng 11 

4,983.00 

24-Jun-18 

1,644.39 

2,491.50 

4,484.70 

Nampo 

Saebyol 

1,150.00 

25-Jun-18 

379.50 

575.00 

1,035.00 

Nampo 

Yu Jong 2 

1,206.00 

27-Jun-18 

397.98 

603.00 

1,085.40 

Nampo 

Yu Phyong 5 

1,966.00 

28-Jun-18 

648.78 

983.00 

1,769.40 

Nampo 

Pa el Ma 

2,250.00 

30-Jun-18 

742.50 

1,125.00 

2,025.00 

Nampo 

Chon Ma San 

2,750.00 

2-Jul-18 

907JO 

1,375.00 

2,475.00 

Nampo 

An San 1 

3,003.00 

3-Jul-18 

990.99 

1,501.50 

2,702.70 

Nampo 

Mu Bong 1 (Ryong Bong 

2,100.00 

3-Jul-18 

693.00 

1,050.00 

1,890.00 

Chongjin 

Golden 

1.977.00 

3-Jul-18 

652.41 

988.50 

1.779.30 

Nampo 

Kum Jin Gang 2 

2,100.00 

4-Jul-18 

693.00 

1,050.00 

1,890.00 

Nampo 

Ji Song 6 

1,250.00 

6-Jul-18 

412.50 

625.00 

1,125.00 

Chongjin 

Wan Heng 11 

4,983.00 

9-Jul-18 

1,644.39 

2,491.50 

4,484.70 

Wonsan 

Kum Un San 

2,070.00 

13-JuH8 

683.10 

1,035.00 

1,863.00 

Nampo 

Mu Bong 1 

2,100.00 

14-JuH8 

693.00 

1,050.00 

1,890.00 

Nampo 

Ji Song 6 

1,250.00 

15-Jut-18 
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412.50 

625.00 

1,125.00 

Chongjin 

Golden 

1.977.00 

16-JuH8 

652.41 

988.50 

1.779.30 

Songnim 

Kum Jin Gang 2 

2,100.00 

20-Jut-18 

693.00 

1.050.00 

1,890.00 

Nampo 

Kum Un San 3 

3,279.00 

20-Jui-18 

1,082.07 

1,639.50 

2,951.10 

Nampo 

Myong Ryu 1 

900.00 

20-Jui-18 

297.00 

450.00 

810.00 

Nampo 

Yu Jong 2 

1,206.00 

20-Jui-18 

397.98 

603.00 

1,085.40 

Nampo 

Myong Ryu 1 

900.00 

21-JuH8 

297.00 

450.00 

810.00 

Na,in 

Song Won 

2.101.00 

22-JuH8 

693.33 

1.050.50 

1,890.90 

Nampo 

Chon Ma San 

2,750.00 

2 3-Ju 1-18 

907.50 

1,375.00 

2,475.00 

Nampo 

Nam San 8 

3,150.00 

2 3-Jut-18 

1,039.50 

1,575.00 

2,835.00 

Nampo 

Yu Phyong 5 

1,966.00 

23-Jut-18 

648.78 

983.00 

1,769.40 

Nampo 

Saebyol 

1,150.00 

25-Jut-18 

379.50 

575.00 

1,035.00 

Nampo 

Tong Hung 5 

600.00 

25-Jut-18 

198.00 

300.00 

540.00 

Nampo 

Yu Son 

3,398.00 

26-Jut-18 

1,121.34 

1,699.00 

3,058.20 

Nampo 

Kum Jin Gang 2 

2,100.00 

27-Jul-18 

693.00 

1,050.00 

1,890.00 

Nampo 

Ji Song 6 

1,250.00 

28-Jut-18 

412.50 

625.00 

1,125.00 

Nampo 

Sam Jong 1 

1,665.00 

30-Jut-18 

549.45 

832.50 

1,498.50 

Nampo 

Myong Ryu 1 

900.00 

2-Aug-18 

297.00 

450.00 

810.00 

Nampo 

Paek Ma 

2,250.00 

2-Aug-18 

742.50 

1,125.00 

2,025.00 

Nampo 

Sam Jong 2 

2,507.00 

2-Aug-18 

827.31 

1,253.50 

2,256.30 

Chongjin 

Wan Heng 11 

4,983.00 

2-Aug-18 

1,644.39 

2,491.50 

4,484.70 

Chongjin 

Rye Song Gang 1 

3,003.00 

4-Aug-18 

990.99 

1,501.50 

2,702.70 

Chongjin 

Sam Ma 2 

1,731.00 

7-Aug-18 

571.23 

865.50 

1,557.90 

Nampo 

Nam San 8 

3,150.00 

8-Aug-18 

1,039.50 

1,575.00 

2,835.00 
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Nampo 

Kum Un San 3 

3,279.00 

9-Aug-18 

1,082.07 

1,639.50 

2,951.10 

Nampo 

Saebyol 

1,150.00 

9-Aug-lS 

379.50 

575.00 

1,035.00 

Nampo 

Mu Bong 1 

2,100.00 

10-Aug-18 

693.00 

1,050.00 

1,890.00 

Najin 

Song Won 

2,101.00 

12-Aug-18 

693.33 

1,050.50 

1,890.90 

Nampo 

An San 1 

3,003.00 

15-Aug-18 

990.99 

1,501.50 

2,702.70 

Nampo 

Myong Ryu 1 

900.00 

15-Aug-18 

297.00 

450.00 

810.00 

Nampo 

Ji Song 6 

1,250.00 

16-Aug-18 

412.50 

625.00 

1,125.00 

Nampo 

Nam San 8 

3,150.00 

16-Aug-18 

1.039.50 

1,575.00 

2,835.00 

Nampo 

Sam Jong 1 

1,665.00 

16-Aug-18 

549.45 

832.50 

1,498.50 

Nampo 

Sam Jong 2 

2,507.00 

15-Aug-18 

827.31 

1,253.50 

2,256.30 

Nampo 

Yu Jong 2 

1,206.00 

18-Aug-18 

397.98 

603.00 

1,085.40 

Percent Laden 




3396 

5096 

9096 

Total (Metric Tons) 



108,230.43 

163,985.50 

295,173.90 

Total (Barrels) 



833,374.31 

1,262,688.35 

2,272,839.03 


MONTHLY OBSERVED AND REPORTED DELIVERIES OF REFINED PETROLEUM TO NORTH KOREA 

2,500,000.00 



^■UN Reported Refined Product Exports ^Barrels 33% ^■Barrels 75% Hi Barrels 90% ^—33% laden Progress - 50% laden Progress 90% laden Progress 


Source: Member State 
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Annex 3: Communication of the Russian Federation to the Committee of 21 September 2018 



Subject: Re: For Action: NOP - US letter petroleum cap, draft press release and note ^giJi3jg,(NOTE.276) 


Dear Chair, colleagues, 

Russia strictly complies with the provisions of the Security Council resolutions on the DPRK and 
the information that is reflected in the official notifications of the 1718 Committee, including on 
the issue of deliveries of refined petroleum products to this country. 

According to paragraph 5 of resolution 2397, the Committee notifies all Member States when an 
aggregate amount of refined petroleum products sold, supplied, or transferred to the DPRK of 
75,90 and 95 per cent of the aggregate yearly amounts of 500 000 barrels have been reached, 
and only in the latter case (95 per cent), such notification is accompanied by an information 
about the requirement to immediately cease further deliveries of refined petroleum products to 
the DPRK for the remainder of the year. 

In the absence of the aforementioned notification of the Committee, the continued export of 
refined petroleum products to the DPRK is full}- in line with the requirements of the DPRK 
sanctions regime. 

The fragmentary information provided by the US regarding the cases of alleged illegal ship-to- 
ship transfers of refined petroleum products to the DPRK vessels, as well as the results of the US 
computer modeling, are insufficient for the Committee's decision to completely cease refined 
petroleum export to the DPRK before the end of this year. 

To take such a decision, which could have severe social, economic and humanitarian 
consequences for the DPRK, a full investigation and corresponding conclusions of the Panel of 

Experts of the Committee of 1718 are required. Such an investigation is fully m line with the 
mandate of the Panel. 

In this regard, we suggest that die US provide the experts with appropriate information regarding 
reported cases of ship-to-ship transfers and the proposed methodology of petroleum calculations 
for them to study it thoroughly and impartially. 

Upon receiving the results of such a study we are ready to return to the consideration in the 
Committee of the US request with a view to eventually making an objective decision. 

In the meantime Russia would like to put the US request on hold . 


Alexey 

Source : Member State 
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Annex 4: Address location provided by Golden Luxury Corporation to Yuantai 



Source : The Panel 
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Annex 5: Panel letter to Golden Luxury Corporation and their associates 


United Nations Nations Unies 


HEADQUARTERS• 


reference: s/AC.49/2018,TE'OC.382 

YOUR REFERENCE 

10 December 2018 


Dear Messrs. Wang Wei-Kwang. Mr. Lee Cliun Him, Mr. Lee Chun Hun and Ms. Chen Su Mei. 

I am writing to you with regard to ongoing efforts of the Panel of Experts established 
pursuant to United Nations Security Council resolution 1874 (2009) to gather, examine and 
analyse information regarding the implementation of the measures imposed on the Democratic 
People's Republic of Korea (DPRK) by Security Council resolutions 1718 (20061. 1874 <’20091 . 
2087 C20131- 2094 <20131 2270 /2016V 2321 <20161. 2356 (2017V 2371 /2017V 2375 <2017“) and 
2397 (2017) . in particular incidents of non-compliance. 

According to paragraph 11 of resolution 2375 (2017), “all Member States shall prohibit 
their nationals, persons subject to then jurisdiction, entities incoiporated in their territory or subject 
to their jurisdiction, and vessels flying their flag, from facilitating or engaging in ship-to-ship 
transfers to or from DPRK-flagged vessels of any goods or items that are being supplied, sold, or 
transferred to or from the DPRK ". In paragraph 14 of the same resolution, the Security Council 
also decided that “all Member States shall prohibit the direct or indirect supply, sale or transfer to 
the DPRK. through their temtories or by then nationals, or using then flag vessels or aircraft, and 
whether or not originating in their territories, of all refined petroleum products' ’ (subject to 
exemptions). 

In this regard, the Panel is investigating possible cases of sanctions evasion involving the 
vessel Ocean Explorer (IMO:9388792) which, according to information and photographs supplied 
by a Member State, conducted a ship-to-ship transfer with the tanker Yuk Tung on 28 October 2018 
(see Annex 1). The Yuk Tung has been designated by the Security Council 1718 C ommittee for 
de-flagging and a global port entry ban for repeatedly engaging in illegal ship-to-ship transfers 
with DPRK tankers and the Member State has reason to believe that the transfer to the Yuk Tung 
was ultimately destined for the DPRK, in violation of the resolutions. Furthermore, the Yuk Tung 
is listed by the United Nations and registered by the International Maritime Organization (IMO) 
as being controlled by a UN designated entity. 1 

Mr. Jiang Xi Hai Lian, Mr. Wang Wei-Kwang (aka Wang Wi Jung). Mr. Lee Chun Hung and 
Ms. Chen Su Mei. et al. 

Golden Luxury Corporation (GLC) 

Email: bestgo.ship@msa.hinet.net 
Fax-88624621059 


1 See ‘“Security Council 1718 Sanctions Committee Adds 22 Entries to Its Sanctions list. Designates 27 Vessels” 
UN Security Council press release, 30 March 2018 https: fwww. un.org'pressW2018/sc13272.doc htm 
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The Panel notes that your Belize-registered company was directly involved in this incident 
and m contact with individuals acting on behalf of the I wit Tung also known to you as the vessel 
Maika. The Panel would be grateful for the assistance of you, your company and all vour 
associates in providing the following information relating to the above-mentioned ship-to-ship 
transfer: 

1) Copies of all correspondence and contracts associated with the above incident, including 
brokering, trading, financial transfer and vessel-related information; 

2) The 1 dentin- and contact details of all persons arranging for the transfer at sea with the Yuk 
TungMaika. 

3) Any information at your disposal regarding the destination of the cargo aboard the Yuk 
TungMaika. in particular its end user destination including dates, times and location, 
as well as GPS coordinates: 

4) An email address, mobile phone number through which you may be contacted. 

5) The full name, nationality and copies of the seaman identity card, national identity card 
and passport of the Master of the Yuk Tung Maika: 

6) The crew list of the Yuk Tung Maika; 

7) The AIS GPS of the Yuk TungMaika. showing its movements from 27 October 2018 until 
now; 

8) The names, addresses, emails, mobile phone numbers, and all bank account numbers of 
the entities and individuals listed in Annex 2; 

9) Please inform the entities and the individuals listed in Annex 2 that they mav be named 
in the Panel’s next report to the Security C ouncil and to contact the Panel forthwith 

so that the Panel mav consider reflecting their views in its report. 

Paragraph 5 of the Security Council resolution 2407 (2018) urges all Member States and 
other interested parties to cooperate fully with the Panel of Experts, in particular by supplying any 
information at their disposal 

As the Panel intends to report on this case in its next report to the Security Council, we 
would be most grateful for any information to be supplied within two weeks of the date of this 
letter The Panel mav name Golden Luxury Corporation, vour employees and anv of their 

associates or associated individuals in our reporting and would therefore appreciate a reply 

from vou in order to consider reflecting vour views in our next report. Should you or your 

Kwon Youn 


Yours faithfully. 



Hugh Griffiths 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 
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Annex I. Images showing the Ocean Explorer conducting a ship-to-ship transfer with a 
UN designated vessel controlled by UN designated entity 



Source : Member State 
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Annex 2. "Documentation” 



GOLDEN LUXURY CORP. 

MUAJ C»T SQCARfc,*0. BCX1M, DI.UZC Clt t'. at-ITE 
I ' - ’ 

KFRURSG Cm' 297. ’ AIWakHM 

-lib-2 -AX Fr ->• ^ {i hdcntl 


INVOKE NO: AT8103C1 41 
INVOICE DATE. 10/30/3016 

LOCATION: NORTH PACIFIC OCEAN 
PROJECT: SUPPLY BUNKER TO F1SHNG 60-ITS 
MESSERS ZEESHAN BASHR BUKDM6 Materials fhading UC 
oh 6AUOHARI PLAZA Al fUGGA 0CTRA 

Dubai uae. djbai. uae 

INVOICE 


DESCRIPTION 

QUANTTV 

UNIT FMjCL 

AMOUN~ 

MARINE GA50H 

StQTO.90 B8L 

US$100054 

USJ5.l0954e.ijU 


TOTA1 1 US$^,1C9W«.O0 


PI EASE REMIT »V r.n REMITTANCE 1MUHXATELY FOR FULL 
INVOICE VALUE WTIHOUT DECUCHON 


For ana on b9biit Q I 
GOLDEN LUXURY COUP 
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Source: The Panel 


GIAtr W*VMWf*A, 





159 One Panel Member objected to the disclosure of the Panel’s letter without an accompanying reply due to the sensitivity of the 
information. The Coordinator notes that it is standard practice to provide evidence of the Panel’s activities and the evidence obtained 
in the annexes. 
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Annex 6: Vanguard correspondence 


From: vanguard 

Sent: Wednesday, December 12, 2018 2:08 PM 
To: Hugh Griffiths 
Cc: 'van.guard' 

Subject: RE: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's 
Republic of Korea (DPRK) to Vanguard 

Dear Mr.Hugh Griffiths, 

Good day. 

We have to affirm that Vanguard Shipping Safety Management Consultant Co. Ltd 
never involved in the owner’s cargo operation and finance, our company only 
responsible for the regulation of International Convention for the Safety of Life at Sea 
(SOLAS 1974) Appendix IX and Chapter XI-2 issued by International Maritime 
Organization (IMO). 

Our company is not responsible for the management of trade operation and crew 
management of this Virtue Base Developments Limited (IMO No.5893594), nor 
involved in matters such as ownership and chartering of the ship to which this 
company belongs and trade operation and crew management. 

So we don't know the following information from Virtue Base Developments Limited 
(IMO No.5893594). 

names, addresses, email addresses, fax numbers and other records for the 
individuals responsible for Virtue Base Developments. 

Our company was entrusted by Mr.Lai (phone number +886978882693) at the end of 
May 2017, by our employee Penny to assist the applicant company IMO number, but 
soon after, We also cannot contact this Mr.Lai. 

Hope above mention will help your investigation. 

Best Regards. 

VANGUARD SHIPPING SAFETY MANAGEMENT CONSULTANT COMPANY LIMITED. 

From: Hugh Griffiths 

Sent: Monday, December 10, 2018 8:27 PM 
To: van.guard 

Subject: Re: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's 
Republic of Korea (DPRK) to Vanguard 
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Dear Vanguard, 

Thank you for your email. 

Is this Penny Lee $;if5lf|(Ms.) that is replying to the United Nations? 

Or another employee? 

I would be grateful if you could identify yourself and provide information on an important case. 

Virtue Base Developments (see attachment) 

This is an entity registered in the Seychelles for which you submitted an IMO number request in 2017. 

Please supply the names, addresses, email addresses, fax numbers and other records for the 
individuals responsible for Virtue Base Developments. 

I am basing this request on the attached Equatorial Guinea registry certificate. 

Virtue Base Developments are shielding their identity. 

However, your company, Vanguard is named as a "care of" address with a UN international 
organisation for Virtue Base Developments. 

Please provide us with the information on the individuals behind Virtue Base Development within 24 
hours. 

Best regards, 

Hugh Griffiths 


From: van.guard HHHHHHHlHlHi 
Sent: Monday, December 10, 2018 9:56 AM 
To: DPA-POE1874 

Cc: "Vanguard^iUl^w))"; Hugh Griffiths 

Subject: RE: Outgoing Communication # 367 from the Panel of Experts on the Democratic People's 
Republic of Korea (DPRK) to Vanguard 

Dear Mr.HUGH GRIFFITHS, 

Good day. 

At beginning, we have to affirm that Vanguard Shipping Safety Management 
Consultant Co. Ltd never involved in the owner’s cargo operation and finance. We only pay 
attention to ship’s safety. It’s most management company done at Kaohsiung. Besides, we 
have never received the Panel’s previous notice S/AC.49/2017/PE/OC.1151 of 19 December 
2017, only received S/AC.49/2018/PE/OC.367 on 7 December 2018. 
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You said our company was associated with 5 ships engaged in prohibited ship-to-ship 

transfers. We would like to clarify as following: 

1. Lighthouse Winmore (IMO number: 9635987) — She belongs to Mr. Hsih-Shien Chen, 
which was never under our management. If she holds our company’s DOC, then it must 
be a fake certificate and please provide your evidence in hand. It’s easy to find out from 
her SMC. 

2. Billions No. 18 (IMO number: 8711021) — She also belongs to Mr. Hsih-Shien Chen. It 
changes ship’s name to "SUN CROWN". And then it was sold to other people. 

3. Jin Hye (IMO number: 8518572) — In December 2017, we were informed by 
Investigation Bureau about the vessel was involved with illegal transfers. Then we 
broke the agreement with the owner immediately and accepted Investigation Bureau 
and prosecutor’s investigation. You may check with them. The owner was in litigation 
now and we are clear from the investigation. After breaking the agreement, we have 
delivered the deletion certificate to the owner from Flag State. The ship has left us and 
we didn’t get further information from her. 

4. Wan Heng 11 (IMO number: 8688717) — This vessel was never under our 
management. Please provide the evidence for us to report to Investigation Bureau. 

5. Heng Xing (IMO number: 8669589) on 7 May 2018 — Please check your Annex 2 and 
amplify stern part of the small ship, you will clearly indicate port registration of two 
Chinese words "Jff*iIj"(ZHOUSHAN) that is a Chinese ship. (Please see the red column) 


Source : The Panel 
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Annex 7: Panel letter to Hin Leong 10 May 2018 


United Nations £ral Nations Unies 


HEADQUARTERS■ 


United nations Security Council Panel of Experts established 
PURSUANT TO RESOLUTION 1*74 (2009) 


reference. S/AC.49/2018/PE/OC.78 

YOUR REFERENCE 

10 May 2018 


Dear Mr. Evan Lim, 

I am writing with regard to ongoing efforts of the Panel of Experts established pursuant to 
United Nations Security Council resolution 1874 (2009) to gather, examine and analyse 
information regarding the implementation of the measures imposed on the Democratic People’s 
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006V 1874 (20091 
2087 (2013). 2094 (2013V 2270 (2016). 2321 (2016). 2356 (201T). 2371 (2017V 2375 (2017) and 
2397 (2017), in particular incidents of non-compliance. 

In its 2018 final report to the UN Security Council the Panel noted the following: 

“The Panel’s latest investigations show' that the Democratic People’s Republic of Korea is 
already flouting the most recent resolutions by exploiting global oil supply chains, complicit 
foreign nationals, offshore company registries and the international banking system. The Panel 
investigated illicit ship-to-ship transfers of petroleum comprising a multi-million-dollar business 
that is driving an international network of brokers and ship charterers as well as unwitting global 
commodity trading companies and oil suppliers... At the same time, the heightened sanctions 
have created lucrative markets for Democratic People’s Republic of Korea-backed traders seeking 
to procure petroleum while exporting the country’s natural resources. The profit margins involved, 
coupled with the offshore nature of much of the affected oil, maritime and finance sectors, 
necessitate far greater private sector due diligence, information-sharing and self-policing 
[emphasis added].” (Executive Summary, pg. 4) 1 


Mr. Evan Lim 
Project Director 
Hin Leong Trading 
Singapore 


Cc. Meng Wong See, wongseemeng@bin1eong.com.sg 
Seng Serene, serenesepg@hin1pong com.sg 

Cc. Permanent Mission of Singapore to the United Nations 


1 The Panel’s 2018 final report to the Security Council, S/20187171. S March 2018, available at: 
https://www.un.orgWsuborg/en''sanctions/17l8' l panel_expert3.Teport3. 
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In preparation for its midterm report to the Security Council due on 3 August 2018. the 
Panel is gathering information from companies trading in oil and petroleum products, as well as 
their suppliers and producers in the affected supply chains and regions* to ascertain what risk- 
mitigation measures, if any, such companies are taking in view of the Panel's findings 

In this regard, the Panel would be grateful for your assistance in providing the following 
information: 

• What contractual obligations have your company or your partners considered to 
mitigate the risk that specific Far Eastern Free On Board (FOB) deliveries are not 
ultimately diverted to DPRK-controlled vessels in violation of paragraphs 11 and 
14 of resolution 2375 (2017)? 

• Do such risk mitigation measures include an "automatic information system (AIS) 
switch-off clause" to ensure that the perfo rming vessel shall not switch off its AIS 
at any point whilst the cargo (or any pail thereof) is on board the v essel? 3 

• Do such risk mitigation measures include the presentation of supporting 
documentation to provide evidence of full and complete delivery to the stated 
destination or vessel within a set number of days of delivery? 

For companies still considering optimal risk mitigation measures, please find in the Annex, 
for your consideration, “Best Practice' contractual clauses that may be used to safeguard the 
integrity of global oil and petroleum product supply chains by allowing the affected sector to 
(a) monitor the vessels transporting their products through an “AIS switch-off clause" that guards 
against clandestine and prohibited ship-to-ship transfers in violation of paragraphs 11 and 14 of 
resolution 2375 (2017) ; (b) ensure the security of the supply chain through the submission of 
supporting documentation to evidence actual delivery to the stated end-user or customer. 

Paragraph 5 of resolution 2407 (2018) urges all Member States and other interested parties 
to cooperate fully with the Panel of Experts, in particular by supplying any information at their 
disposal. 

The Panel would welcome any other information that you might consider relevant to its 
work as mandated by the Security Council. In addition, the Panel would like to assure you that any 
information you may consider confidential can be handled accordingly and used solely for the 
information of the Security' Council and the 1718 Committee. 


’ The Panel ha: identified a variety of affected companies. Member States and supply chains. A s mall er number of 
these mav be found m paras. 61-73. S/201S/171 . 

1 1n all cases of prohibited ship-to-ship transfer identified by the Panel, the foreign-flageed vessel switched off its 
AIS pmor to the illicit supply to the DPRK tanker. 
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Given the importance the Panel attaches to this investigation, we would be most grateful 
for any information to be supplied wittUB 9PC mgntll gf fa foft gf thtt ktttt Should you wish to 
discuss this request or any follow-up matters, please contact the Panel via Mr Hugh Griffiths 

and Mr Neil Watts 


Yours sincerely. 

/r" 1 ' 


Hugh Griffiths 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Annex: "Best practice" contractual clauses 
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Annex: "Best practice” contractual clauses 


Additional conditions for Specific Far East Free on Board (FOB) deliveries 

In respect of Specific Far East FOB deliveries, the Buyer undertakes to the seller that in respect of 
each cargo delivered by the seller to the Buyer, the Buyer shall fulfill the following obligations: 


A) The performing vessel for that cargo shall at all times ensure that the performing vessel 
does not switch off its Automatic Identification System (AIS) at any point whilst that cargo 
(or any part thereof) is on board the performing vessel. 


B) The Buyer shall provide to the Seller within seven (7) days of completion of discharge of 
the Cargo from the Buyer's performing vessel, complete supporting documents evidenced 
to the Seller's satisfaction (in Seller’s reasonable discretion) a full reconciliation of the 
discharged quantities of such Cargo by the Buyer’s performing vessel (including, without 
limitation, full details of the dates of discharge (and in each case the quantity discharged) 
to either receiving shore facilities and or vessels (including details of the vessel name, flag 
and registered owners, as applicable) against the quantities delivered by the Seller to the 
Buyer 


C) Where a discharge port is specified on the bill of lading issued with respect to a Cargo, the 
Buyer shall provide to the seller within seven (7) days of completion of discharge of such 
Cargo, documentary evidence that the Cargo was delivered by the perfo rmin g vessel at the 
specified discharge port. 


4 
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Hin Leong responses to best practice clauses and Panel letter 


Serene Seng 


from: 


Serene Seng 


Sent: 

To: 

Cc: 


Tuesday 7 August, 2018 6:16 PM 
'Tammy Xie' 

Nathanael Lin; Freddy Tan Jie Ren; Chee Li Li 
RE: UN Clause 


Subject: 


Hi Tammy, 

Apologies but we really cannot accept these clauses. 

Regards, 

Serene 

From: Tammy Xie [maito :Tammy.Xie@trafigura.comJ 

Sent: Tuesday, 7 August, 2018 5:14 PM 

To: Serene Seng 

Cc: Tammy Xie 

Subject: UN Clause 

HI Serene, 

I would call you to explain this. 
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Sont: 

To: 

Cc: 

Subject 
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Annex 8: Hika scrapping documentation 





CHITTAGONG - 

Port Positio 

n as o October 12, 20 

H8 


Ai Anbaraiah 

15,933 

Tanker 

Beached October 11 

2 

Danum 156 

2,650 

Container 

Beached October 09 

3 

Dawn Kanchipuram (Under Tow) 

9,756 

Tanker 

Beached October 10 

4 

Giant 

24,491 

Crane Ship 

Beached October 08 

5 

Hika 

7,211 

Tanker 

Beached October 09 

6 

ISA Winter 

2,878 

General Cargo 

Arrived October 09 

7 

Nir 

6,043 

Tanker 

Beached October 08 

8 

Ocean Pride 

7,639 

Bulk Carrier 

Arrived June 13 

9 

PTAP One (Under Tow) 

7,548 

Floating Storage 

Beached October 11 

10 

Rongdhonu 

680 

Hospital Ship 

Arrived September 14 

11 

Touyou Gou 

3,549 

Conveyor Reclaimer 

Beached October 09 




GADANI - Por 

t Position ai 

sof October 12, 2018 



No new vessels reported this week. 
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Annex 9: Panama’s reply to the Panel 



MISlO.N PERMANENT* 
DE PANAMA ANTE LA ONU 
NI/KVA YORK, USA 


MPP NY 1288/18 


La Misibn Permanente de la Republica de Panama saluda atentamente a la 
Secretaria del Comitb del Consejo de Seguridad de las Naciones Unidas 
establecido en virlud de la Resolucibn 1718 (2006), y tiene el honor de informar las 
medidas adoptadas por la Republica de Panama en respuesta a las notas No. 
S/AC.49/2018/PE/OC.147 de 18 de junio de 2018 y notas No. 
S/AC.49/2018/PE/OC.223 de 16 de agosto de 2018. 

La Misibn Permanente de la Republica de Panama, a solicitud de autoridad 
superior, remite al Panel de Expertos el informe nacional que la Secretaria Ejecutiva 
del Consejo de Seguridad Nacional en coordinacibn con la Autoridad Maritima de 
Panama comunicb al Ministerio de Relaciones Exteriores, en los casos relativos a 
las naves Shang Yuan Bao y New Regent, respecitivamente. 

La Misibn Permanente de la Republica de Panamb aprovecha la ocasibn 
para reiterar a la Secretaria del Comitb del Consejo de Seguridad de las Naciones 
Unidas establecido en virtud de la Resolucibn 1718 (2006), las seguridades de su 
distinguida consideracion. 

02 de noviembre de 2018 


Al Comitb del Consejo de Seguridad 
En virtud de la Resolucibn 1718 (2006) 
Naciones Unidas 
Nueva York 
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CONFIDENCE 

Republica Dominicana, por la cantidad de $619.25. Recibo de Impuestos y 
Tasas Anuales del 04 enero de 2017 a trav6s del propielario Jui Chen Shipping 
Co., Limited, Napoles Italia, por la cantidad de $3,968.06. 

• Detailes sobre los accionistas: Segun nuestras constancias la embarcacibn era 
operada por una sodedad que no estb constituida en la jurisdicdbn panamena, por 
lo que dicha informacidn no constan en registros. 

• Copia de la mbs reciente tripulacibn: No consta.Una vez que es cancelada una 
nave del Registro Mercante Panamefio, no se tiene acceso a la mbs reciente lista 
de tripulaci6n ya que la reladdn entre Estado de Pabelldn y la nave desaparecio 
una vez fue canoelada 



• CANCELACION: Tanquero con registro ofidal N°46483-15. El proceso de 
cancelacidn del Registro Mercante Panamefto se inicld el 4 de septiembre con un 
pliego de cargos por denunda presentada a la Administracibn de la Autoridad 
Maritima de Panami, consistente que la misma estaba incurriendo en actividades 
que violan las Resoluciones emanadas del Consejo de Seguridad de las Naciones 
Umdas emrtidas en contra de la Republica Popular Democrbtica de Corea del 
Norte. Sin embargo, la cancelacidn fue efectiva con posterioridad al inicio del 
proceso, a solicitud de parte interesada. 

• Propietario Registrado: Mega Glory Holding Limited, direction 2nd floor, 
Abbott Road Town, tortola British Virgin Islands, telefono 88-7-2696301, 
Fascimile86-7-2696313, correo electrdnico lcn.crewinq@gmail.co 

• Operador Registrado: Ocean Grow International Shipmanagement Consultant 
Corporation, Company IMO 5096871, direccidn 4F-1, No.380, Ming Quan 2nd 
RD, Quianzhen Dist., Kaoshiung City 806. Taiwan; telbfono 886-7-9659989, 
facsimile 886-7-9660366, correo ogisco@oceangrow.com.tw, telex 051- 
94074828. 

• Persona de contacto rosponsablc para responder a requerimientos de 
Autoridad: Sung, Chao-Chen, Ocean Grow International Shipmanagement 
Consultant Corporation; 4F-1, No.380, Ming Quan 2nd RD, Quianzhen Dist., 
Kaoshiung City 806 Taiwan; tetbfono 886-7-9659989, facsimile 886-7-9660366, 
correo ogisco@oceangrow.com.tw, telex 051-94074828. 

• Compariia Aseguradora para Cobertura de Darios: Maritime Mutual, Blue Card 
No. 3149 15A, a partir del 15 de julio de 2015 al 14 de julio de 2016, responsable 
Maritime Pacific R&l Services Ltd. 

Arsenal Insurance Company, Policy Reference 18/P1112/000487, con fecha de 18 
de julio de 2018, responsable Yury Makhovoy, Head of Marine Insurance 
Department. 

• Historial de Pagos para Registro: pago por abanderamiento (adjunto), pago 
efectuado por los propietarios No Recibo10127030A, mediante cheque No.REC- 
138184/14-12-2017, banco Ofic Del Reg. Aux en Tokio, fecha 26 de abril de 2018, 
por la cantidad de $3,708.00. Recibo No.1218407 efctuado por Ocean Grow 
International Shipmanagement Consultant Corporation, en el consulado de Tokyo, 
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en 03 de agosto de 2017, por la cantidad de $1,500.00. Recibo No10089959A, 
efectuado por los propietarios, cheque No. REC125295/24/12/2015, en la 
Embajada de Panama en Taipei, el 20 de abrH de 2016 por la cantidad de 
$3,708.00. 

• Detalles sobre los accionistas: Segun nuestras constancias la embarcacion era 
operada por una sociedad que no esU* constituida en la jurisdiccion panamefta, por 
lo que dicha informacton no constan en registros 

• Copla de la mds reciente tripulacidn: No consta. Una vez que es cancelada una 
nave del Registro Mercante Panamefto, no se tiene acceso a la m3s reciente lista 
de tripulacidn. 


f Acciones Pra^entiyas tomadas a nivel haciorialdn tdmo a I 


Con motivo de las acetones preventivas y de proteccton del sistema financiero nadonal, el 
registro mercante panamefto y de las actividades relacionadas el Estado panamefto 
adoptb las siguientes acciones en tomo a estas embarcaciones: 

• Se informd a los sujetos obligados financieros y no fmancieros acerca de los 
riesgos para el sistema finandero nacional representan las personas y empresas 
relacionadas; 

• Se dio curso al congelamiento Preventivo de activos; 

• Se hizo la busqueda en la base de datos de inteligencia financiers; 

• Notified a los paises interesados, sobre la medida tomada por Panama respecto a 
las naves. 

• De conformidad ai pdrrafo cuarto del Articulo 51 de la Ley No. 57 de 6 de agosto 
de 2008 'General de Marina Mercante", una vez es iniciado el proceso de 
cancelacidn se suspende la Patente de Navegacidn de Servicio Internacional y por 
tanto, no se autorizardn prdrrogas a dicho documento hasta que culmine el 
mencionado proceso. 

• Se suspendid la emision y/o la renovacidn de Certificados Tdcnicos, a favor de las 
naves SHANG YUAN BAO y NEW REGENT. 

• Se notified a los agentes residentes y a la Organizacidn Reconocida 'que ha 
efectuado los reconocimientos o ha emitido los correspondientes Certificados 
Tdcnicos, para que se abstengan de prestar tales sen/toios. 

• A traves de la Autoridad Maritima de Panamd se estd trabajando en una serie de 
acetones que involucran el desarrollo e implementacidn de capacidades para el 
seguimiento y monitoreo de las naves que se crean pueden estar realizando 
actividades violatorias de las Resoluciones de la ONU. 

Estas acciones incluyen; 


1 0o acuradn a la Resolution J.D. 013 2005 de 24 <lc novlembre de 2005, Organfcaclones fiecoroddas sen to das aqueftts orpamtaciones 
nacicnales e Internationales debadamentc retonotidas por la Direction General de Marina Mercante de la Autoridad Maritima de 
Panaml paia hacer recotvoclmlentos y expedsr certrftcadw osotutarlo* a las naves de la Marina Mercante Nacional, de acxierdo a las 
(eyes nationals y a los cowewos Intcmadwralrs rwdlradaj por Pariami. 
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La revision en el Sistema PurpleTRAC, de todas las naves que sdiciten la 
inscripcidn en el Registro Mercante Panamefto, asi como, naves a las cuales 
se les tenga que emitir un certificado t6cnico, lo que permite observar cuando 
la nave mantiene algun tipo de restricddn impuesta por un tercer Estado o por 
el Consejo de Seguridad de las Naciones Unidas 

A travds del equipo en el cual esta programado el Sistema de Identificacidn y 
Seguimiento de Largo Alcance (LIRIT por sus siglas en ingles) que portan las 
naves de bandera panamena, administrado, por la compania Pole Star, la cual 
lo adquirid luego de una licitacidn pubiica, se establecerd un poligono de 
vigilancia sobre las zonas que se consideren de mayor riesgo segun la 
informactdn que ha proporcionado previamente un tercer Estado. 

La Autoridad Maritima de Panama, como medida preventiva el nombre del 
operador fue incluido en los procesos de cancelacidn para que el mismo sea 
del conocimiento de los funcionarios y agentes residentes, a fin de activar las 
alertas correspondientes y evitar la ejecucidn de actos que afecten los 
intereses nacionales y de la comunidad internacional. 
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Annex 10: Jui Zong’s reply to the Panel 





JUI ZONG SHIP MANAGEMENT CO,. LTD. 

5FL-2 NO.551 JIOURU l sr ROAD, SANMIN DIST, KAOHSIUNG TAIWAN 80704 
80764 ,8)#-^.= 551 Sfc5&4:2 TEL: 07-3974257 FAX: 07-3974258 

DATE: 6 th ,J uly,2018 

TO : United Nations and the Security Council Panel of Experts 

established pursuant to resolution 1874(2009) 

ATTN : Hugh Griffiths 
TEL: +1 212 963 1055 
FAX: + 1 2 12 96 3 20 1 3 
FROM : Jui Zong Ship Management Co., Lid. 


SUBJECT: 

Rc: Reference : S/AC.49/2018/PE/OC.147 , Panama-flagged Shang Yuan Bao (IMO number: 8126070) 
involved in a ship-to-ship transfer with the DPRK vessel Pack Ma (IMO number: 9066978). 

Dear Mr. Hugh Griffiths, 

We arc the ship's agency 'Jui Zong Ship Management Co., Ltd.’ of the Panama-flagged Shang 
Yuan Bao (IMO number: 8126070). We received a letter from you on 19 lh -June-2018, regarding sanctions 
measures imposed in relation to the DPRK in resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 
(2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017). 

We have contact with the ship owner ‘Jui Cheng Shipping Co., Ltd.’ for reply the Panel’s 
problem. The owner indicates the vessel Shang Yuan Bao is too old to operation, therefore they decided to 
sell the vessel several months ago, and they are looking for the buyer until now. Shang Yuan Bao was 
drifting at sea and waiting for the owner’s instruction because the potential buyer would like to visit the 
vessel. However, the DPRK vessel Paek Ma (IMO number: 9066978) seemed to took Shang Yuan Bao 
for oil supplier and closed to Shang Yuan Bao , that was a big misunderstanding. The DPRK vessel Paek 
Ma realized she had misunderstood but still asks Shang Yuan Bao could provide fresh water to them 
based on humanitarian aid. and Shang Yuan Bao agreed. 

As above-mentioned, the vessel Shang Yuan Bao did not transfer bunker to the DPRK vessel 
Paek Ma, therefore we can not provide the information that you need. 



Source : The Panel 
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Annex 11: Jui Zong correspondence to the Panel 


From: 

Sent: Monday, October 15, 2013 10:22 PM 
To: Hugh Griffiths 



Subject: Re: Outgoing Communication #147 from the Panel of Experts on the Democratic 
People's Republic of Korea (DPRKJ to Jui Pang Shipping 

Dear Mr. Hugh Griffith. 

Please note the Ministry of Justice Investigation Bureau is investigating this case, we believe they shall 
give back our innocence, thank you. 

Burnt 

Jui Zong Ship Management Co.. Ltd. 

— Original Message — 

Sent: Monday. October 15.201S 11:51 PM 

Subject: RE: Outgoing Communication =147 from the Panel of Experts on the Democratic People s 
Republic of Korea (DPRK) to Jui Pang Shipping 
Dear Sir/Madame, 

l would ask that you please identify yourself for the purposes of our report. Please give your 
name, position and affiliation. 

I would note for the record that you have provided no documentation to substantiate your 
claims that the prohibited ship to ship transfers "was a big misunderstanding * 1 ' 

Nor have you provided the contact details - email, telephone numbers, names and addresses of 
the entities you refer to both in your letter of 6 July 2018 nor in your email of Monday 15 
October. 
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Your level of involvement with the Panama-flagged Shang Yuan Bao is dear. Your excuse that 
the ship was transferring fresh water to the Paek Ma is not credible. Even if it were true, off ship 
to ship transfers are prohibited under the resolutions. 

l take this opportunity to inform you that should documentation and information from you and 
your company are not forthcoming in the coming days, it is likely that the Panel may 
recommend you and your company for an assets freeze and travel ban in our next report to the 
Security Council. 

Sincerely, 

Hugh Griffiths 

Coordinator. Panel of Experts 
Established pursuant to UNSCR 1874 



People's Republic of Korea (DPRK) to lui Pang Shipping 
Dear Mr. Hugh Griffith. 

Good day. We are sorry' to reply you so lately because we missed this e-mail and noted this e- 
mail when Ministry of Justice Investigation Bureau came to our office last week. 

Please note we are just a port agent at Kaohsiung port, not the actual operator or shipowner. We 
should not suffer any unrighted wrong. 

The Ministry of Justice Investigation Rtireau is investigating the illegal action to the vessel, we 
believe we are innocence, thank you. 

B.RGDS 

Jui Zong Ship Management Co.. Ltd. 


Source : The Panel 
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Annex 12: Qihang International Shipping Management’s reply to the Panel 


Dear Mr.Hugh Griffiths & Mr.Jong Kwon Youn : 

Well received your message. We Hongkong Qi Hang International 
Shipping Management Co., Ltd as a ISM Management company attaches 
great importance to the matter. And we inquired the owner in no time, 
gotten the details as follows: 

The registered owner of Sierra Leone's flag vessel "XING MING 
YANG 888" is Xing Ming Yang Hong Kong Shipping Company Co., they 
rented the vessel to XIAGANG HONG KONG MARITIME CO., LIMITED. And 
the vessel "XING MING YANG 888" is actually operated by XIAGANG 
HONG KONG MARITIME CO.. 

At early morning 11 Jun 2018, "XING MING YANG 888" was on the 
way to port of NingDe for repairing by the order of the charterer, and she 
had no any cargo on board. The duty officer received a calling on VHF 
Chl6 from a nearby vessel which you call vessel "MU BONG 1", they 
claimed to be rescued because they were no food and fresh water any 
more on board, and our duty officer reported to the captain immediately. 
Our captain considered the sake of humanitarian and in accordance with 
the provisions of Article 98 of the United Nations Convention on the 
Oceans on the obligation of rescue, so our captain allowed the vessel 
keeping alongside our vessel for supplying some food and fresh water in 
half an hour. Our captain claimed that all operations were no illegal 
activities, and all supplies during the period were lifesaving and 
humanitarian requirement. 

All the above facts were confirmed by the owner and our crew. We 
request you to check all the facts in kindly, and give our vessel an 
unprejudiced treatment. 

Best regards ! 


HK QIHANG INTERNATIONAL SHIPPING MANAGEMENT 

hi QIHANGKTI SHIPPING Sited 
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Annex 13: Ship-to-ship transfers and coal vessels 

1. Unsurprisingly, the transfers have continued to occur in international waters where there is 
weak or nonexistent monitoring by flag states, insurers and most traders. In the context of these 
transfers, the Panel notes the use of increasingly sophisticated evasion in addition to AIS 
manipulation which remains an overarching feature of the transfers. Other methods of evasion 
include physical disguise of DPRK tankers, the use of small, un-registered vessels, illegal name¬ 
changing and other forms of identity fraud, night transfers and use of other vessels for transshipment. 
The below text and figures show examples of each type of evasion. 

2. The DPRK has been disguising tankers as cargo ships through the construction of fake cargo 
hatches 160 (see figure I) and the false reporting of these ships as cargo ships when AIS is switched 
on. 


Figure I: Fake cargo hatches 



Source: Member State 


3. The below figures show the use of small, nondescript vessels not requiring an IMO number, 
making nationality and identity more difficult to determine, especially when the vessels obscure or 
paint false names (see figure II -IV for examples). 


Figure II: Small ship transfer to tanker Yu Phyong 5 of 19 June 2018 
' YU PHYONG 5I§ 



'i'mmb 

Source: Member State 



Source: Member State 


160 Made of wood and lashed with canvas. 
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Figure IV: Small ship transfer to Yu Jong 2 of 16 February 2018 



Source : Member State 
Vessel identity fraud 

4. Larger, internationally-registered, foreign-flagged vessels are also engaging in name 
falsification and other forms of identity fraud along with their DPRK counterparts. On 18 May 2018, 
the Panama-flagged Shang Yuan Bao (IMO number: 8126070) obscured the name on its bow and 
stern before engaging in a ship-to-ship transfer with the designated DPRK tanker Paek Ma (IMO 
number: 9066978) as the “ Puma ” which was painted on the vessel’s bow. (see figure V). The vessel 
also engaged in the now-common practice of switching off its AIS. 161 (figure VI) 



Source : Member State 


161 The vessel’s operator, Jui Zong Ship Management Co., Ltd., in Taiwan Province of China, claimed to the Panel that the vessels 
did not “transfer bunker to the DPRK vessel” and that DPRK tanker had requested “fresh water to them based on humanitarian aid”. 
See annex 10. 
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5. Taking advantage of the lack of monitoring, oversight and regulation by flag of convenience 
states, DPRK vessels have falsified their ports of registry and name to give the impression of being 
under a non-DPRK jurisdiction. This was seen when on 29 June the DPRK tanker An San 1 disguised 
itself as the “Hope Sea ”, of Freetown, Sierra Leone (figure VII). 


Figure VII: An San 1 disguised as “Hope Sea” during 29 June illicit transfer 



Source: Member State 


6. In a new technique involving only non-DPRK-flagged vessels, one of which was later used to 
deliver petroleum to the DPRK, the former Belize-registered designated tanker Wan Heng 11 (IMO 
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number: 8791667) 162 conducted a daytime ship-to-ship transfer on 10 April with the Patriot (IMO 
number: 9003550) a Russian Federation-flagged vessel. 



Source: Member State 


7. Both vessels’ AIS transponders appeared to be switched off at the time of the transfer although 
the Patriot’s AIS appeared later that day, registering a draft change which indicated that a cargo had 
been discharged, (see figure IX) 


Figure IX: Patriot AIS transmission record 



Source : Windward 


162 The Wan Heng 11 had already been designated (for de-flagging pursuant to paragraph 12 of resolution 2321 (2016) and prohibited 
from port entry pursuant to paragraph 6 of resolution 2371 (2017) on 30 March 2018 after it was observed engaging in a ship to ship 
transfer with the DPRK tanker Rye Song Gang 1 on 13 February. 
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8. While the Wan Heng 11 kept its AIS transponder off following the transfer, the vessel was 
observed delivering cargo to Nampo, DPRK, on 15 April (figure X). 



Source : Member State, Map: Panel 


9. The Panel notes that while the Wan Heng 11 violated paragraph 5 of resolution 2397 (2017), 
the Patriot did not violate either this provision or paragraph 11 of resolution 2375 (2017). The Wan 
Heng 11 was designated for de-registration and a port call ban (and not for ship-to-ship transfer). In 
this context, the Panel recommends that the Committee incorporate paragraph 11 of resolution 
2375 (2017) to the designation list in order to prohibit designated vessels from conducting ship- 
to-ship transfers with other foreign-flagged vessels. 

10. Since 30 May 2018, Member States have continued to report further transfers. For example, a 
Member State reported that the designated DPRK vessel Chon Ma San (IMO 8660313) 163 engaged 
in ship-to-ship transfers with and received fuel from the Myong Ryu 1 and the Jin Yang 36 (#;'¥ 36) 
(figure II), both of unknown nationality, on 4 June and 25 June 2018, respectively. On 29 June, the 
designated An San 1 received product from another tanker of unknown nationality in the same area. 


Designated on 30 March 2018. The Panel previously reported that this tanker attempted to disguise its identity as the “Whale”. 
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Figure XI: Jin Yang 36 transfer to the Chon Ma San on 25 June 2018 



Source: Member State 


Coal vessel identity fraud and AIS manipulation 

11. In 2018, the DPRK continued to violate the ban on coal exports through vessel identity fraud 
in order to deliver coal to Chinese ports as well as numerous, large-scale transfers of coal in 
international waters to small, unidentified vessels. These new strategies seem to be a response to the 
relatively successful curbing of the sale of coal by China and Vietnam following the adoption of 
resolution 2371 (2017). 

12. The DPRK vessel Kal Ma (IMO number: 8503228) loaded coal at Nampo on 19 May and eight 
days later loitered off the Chinese port of Xiongyuo where it discharged its cargo before returning 
empty to Nampo on 9 June (figure I). 
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FigureXII: Kal Ma observed through satellite imagery May-June 2018 



Source'. Member State, Map: Panel 

13. In so doing the Kal Ma concealed its identity and manipulated its AIS to portray itself as the 
“K Ma ” and later the “ATM” 164 both falsely broadcast as Cambodia registered. Under its false identity 
the Kal Ma indicated that its final destination was the port of Bayuquan, China, before it diverted to 
Xiongyuo (figures II and III). China informed the Panel that “based on the disguised name KM and 
the fictitious IMO number 9603128 of the vessel indicted by the Panel, the Chinese authority cannot 
find the record data of the vessel as well as any information showing the vessel discharging cargoes 
in the relevant sea area in China between 27 May and 1 June 2018. China also stated that the “Chinese 
Customs authority has not found any entry or exit border information for this vessel after 1 January 
2018 or any record information on the vessel with the disguised IMO number. China will closely 
monitor the vessel Kal Ma, and prevent the vessel from conducting activities violating the Security 
Council resolutions in China.” 


164 The Kal Ma’s AIS transponder provided a fictitious IMO number 9603128 while broadcasting as the KM. 
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Figure XIII: Kal Ma reports false identity in AIS transmission on entering Chinese waters 






P” 1 

China, a day 
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Source : Windward 
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Annex 14: Panel letters to Primorye/Gudzon 


United Nations Nations Unies 


HEADQUARTERS • SIEOE 


United Nations Security Council Panel of Experts established 
pursuant to resolution 1874 (2000) 


reference: S/AC.492018/PE/OC.357 

YOUR REFERENCE 

28 November 2018 


Dear Mr. Voitenko. 

I am writing to you with regard to ongoing efforts of the Panel of Experts 
established by United Nations Security Council resolution 1874 (2009) to gather, examine 
and analyse information regarding the implementation of the measures imposed on the 
Democratic People's Republic of Korea (DPRK) by Security Council resolutions 
1718 (2006V 1874 (20091 . 2087 (2013V 2094 (20131 . 2270 (2016V 2321 (2016V 2356 
(2017V 2371 (2017V 2375 (2017) and 2397 (2017V m particular incidents of non- 
compliance. 

The Panel would like to follow up on its letter dated 22 June 2018 
(ref. S/AC.492018 TE OC.162) (see Annex 1), to which the Panel has not received a 
response to date. As Pnmorye Maritime Logistics is described publicly as a subsidiary of 
Gudzon Shipping by IHS Maritime and was registered for an International Maritime 
Organization (IMO) company number in June 2017 by Gudzon Shipping staff who 
described Primorye Maritime Logistics as 'an affiliated company" of Gudzon. As Gudzon 
senior management were assigned responsibilities for the departments of both companies 1 , 
the Panel is continuing to send correspondence to the Gudzon email addresses associated 
with Primorye Maritime Logistics concerning the vessel Patriot. 

The Panel kindly requests answers to questions 1 - 8 in our previous 
correspondence regarding the ship-to-ship transfers involving the Patriot and the vessel 
Wan Heng 11 in order to reflect the reply of Primorye Gudzon in the Panel's forthcoming 
report to the Security Council. 

Mr. Alexey V. Voitenko 

Director General and other responsible parties 

Primorye Maritime Logistics Co Ltd (PML Co Ltd) 

ul Ovchinnikova 12, Vladivostok. Primorskiy kray, 690048. Russian Federation 

Emails: operator@sk-gudzon.ru: agshipping@mail.ru: logistika@sk-gudzon.ru: fleet@sk- 

gudzon.ru 

cc: Permanent Mission of the Russian Federation to the United Nations 


- Confidential correspondence held on file by the Panel. 

1 
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In addition, according to a Member State (see Annex 2). the Patriot engaged in two 
ship-to-ship transfers with DPRK tankers in early January' 201S. The Panel is conducting 
an independent investigation into this matter 

According to AIS data viewed on a commercial maritime platform, the Patriot did 
not transmit ALS for the period 7-8 January' and 11-16 January 2018 (see Annex 3). The 
Panel has noted in previous reports that vessels engaging in ship-to-ship transfers switch 
off their AIS prior to such transfers. In the case of the documented Patriot ship-to-ship 
transfer with the Wan Heng 11. annex 5 of the Panel’s 22 June 2018 letter noted an AIS 
switch off by the Patriot for this ship-to ship transfer 

In particular, the Panel would be grateful for your response to: 

(a) the statement of the Member State (see Annex 2) and: 

(b) your explanation for the AIS switch-off for the tune periods 7-8 
January' and 11 -16 January' 2018 (see Annex 3). 

In addition, another- Member State informed the Panel that GudzonPrimorye is 
among the companies known and used by brokers who are oper ating outside of the DPRK 
and who are themselves aware of the nature and legal status of ship-to-ship transfers to 
DPRK-controlled vessels with whom they assist. 2 

In light of the above, the Panel would be grateful for any information on the 
measures your company has taken regarding vigilance, due diligence and risk assessment 
regarding the Patriot or any other vessels it owns, operates, manages or controls directly 
or through subsidiary or affiliated companies in matters relating to the United Nations 
Security Council's resolutions pertaining to DPRK-related ship-to-ship transfers. 

In this regard, the Panel would like to also draw your attention to certain "best 
practice clauses" already sent to many global and regional commodity' trading companies, 
brokers and refiners to assist them in reducing the risk that vessels under their control may 
wittingly or unwittingly engage in ship-to-ship transfers with vessels controlled by the 
DPRK (see Annex 4). 

If GudzonPrimorye decides to adapt and adopt the most relevant measures 
pertinent to your company, as a transporter of petroleum products, such as an AIS " switch 
off" undertaking, we would be grateful to receive information on this matter. Vessels that 
maintain their AIS at all times are statistically less likely to engage in ship-to-ship transfers 
with DPRK-controlled vessels, wittingly or unwittingly. In addition such measures are 
simple to verify as the AIS of many vessels is being monitored by the Panel. 


1 Information held on file by the Panel. 
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As the Panel intends to proiide its findings in its next final report to the 

Security Cpunyil, vour tim e l y rrppnse is jinpprtapt to fusure that your reply yan be 
taken into consideration. In the absence of any response on your part, the Panel will 
publish its findings based on available evidence to the Panel. 

Given the importance the Panel attaches to this investigation, we would be most 
grateful for any information to be supplied within one month of the date of this letter 
Should you or your designated representative wish to discuss this request or any follow-up 
' e contact the Panel via \ 




id Mr. Jong Kwon Younl 


Yours sincerely. 



Hugh Griffiths 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Annexes 

1 Panel letter dated 22 June 2018 (ref: S/AC.49/2018PE OC. 162) 

2. Extract from United States Department of Treasury statement. 21 August 2018 

3. Patriot AIS data viewed through specialized maritime database for the period 
January 2018 

4. Examples of "‘best practice" clauses provided to many leading global and regional 
commodity traders, brokers and insurers in May - June 2018 
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Annex 1. Panel letter dated 22 Jane 2018 (ref: S/AC .49 2018,PE OC.162) 


United Nations Nations Unies 


HE ADO CARTERS . SIEOE 


United Nations Security Council Panel of Experts established 
PURSUANT TO RESOLUTION 1874 (2000) 


reference. s/AC.49/2018/PE OC.162 

YOUR REFERENCE 

22 June 2018 


Dear Sir/Madame. 

I am writing to you with regard to ongoing efforts of the Panel of Experts 
established by United Nations Security Council resolution 1874 (2009) to gather, examine 
and analyse information regarding the implementation of the measures imposed on the 
Democratic People's Republic of Korea (DPRK) bv Security Council resolutions 
1718 (2006). 1874 (2009) . 2087 (2013), 20.9.4 XIQl 3). 2270 (2016), 2321_Qm 2356 

(2017). 2371 (2017) . 2375 (2017) and 2397 (2017). in particular incidents of non- 
compliance. 

According to paragraph 11 of resolution 2375 (2017), “all Member States shall 
prohibit their nationals, persons subject to their jurisdiction, entities incorporated in their 
territory or subject to their jurisdiction, and vessels flying their flag, from facilitating or 
engaging in ship-to-ship transfers to or from DPRK-flagged vessels of any goods or items 
that are being supplied, sold, or transferred to or from the DPRKIn paragraph 14 of the 
same resolution, the Security Council also decided that 'all Member States shall prohibit 
the direct or indirect supply, sale or transfer to the DPRK. through their territories or by 
their nationals, or using their flag vessels or aircraft, and whether or not originating in their 
territories, of all refined petroleum products ’’ (subject to exemptions). 

According to specialized maritime databases, your company. Primorye Maritime 
Logistics Co Ltd (PML Co Ltd), a subsidiary of Gudzon shipping Co. Ltd., is the owner 
and operator for the Russian-flagged Patriot (IMO number: 9003550) which conducted a 
ship-to-ship transfer at sea with the designated tanker Wan Heng 11 (IMO number: 
8791667) on 10 April 2018. which then transhipped the refined petroleum to the DPRK 
(Annex 1). 

Director General 

Primorye Maritime Logistics Co Ltd (PML Co Ltd) 
ul Tigrovaya 20A, Vladivostok, Primorskiy kray, 690091 
Russian Federation 

Email: office #sk-gudzon.nt : operator#sk-gudzon.ru 

CC : Permanent Mission of the Russian Federation to the United Nations 
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The Wan Heng 11 had previously been involved in prohibited ship-to-ship transfer 
at sea of petroleum products to the designated DPRK-flagged tanker Rye Song Gang 1 
(IMO number: 7389704) in the East China Sea on 13 February 2018. 3 * 5 After departing "the 
port ofNampo. DPRK, on 31 March 2018 (Annex 2). the tanker subsequently conducted a 
ship-to-ship transfer with the Patriot on 10 April 2018 (Annex 3). The Wan Heng 11 then 
returned to Nampo on 15 April 2018 (Annex 4) Specialized maritime tracking data shows 
that both tankers had switched off their AIS to hide the transfer but the Patriot later 
transmitted a draft change indicating a discharge had taken place on 10 April 2018 (Annex 

5 ). 


In its efforts to monitor the implementation of the relevant provisions of resolutions 
2321 (2016) and 2371 (2017), and m order to gather reliable and verifiable information in 
this regard, the Panel would be grateful for the assistance of your company in providing 
the following information in connection with Patriot: 

1) Explanation as to why there was a ship-to-ship transfer at sea between the 
Patriot and the designated tanker Wan Heng 11; 

2) The type and amount of petroleum product transferred to the DPRK vessel Wan 
Heng 11 on 10 April 2018: 

3) Copies of the bills of lading and certificates of origin for the petroleum product 
carried aboard the Patriot prior to the transfer to the Wan Heng 11; 

4) The identity and contact details of the point of contact or persons acting on their 
behalf to arrange the transfer to the Wan Heng 11; 

5) Copies of the documents, emails and or screenshots of mobile messages related 
to the transfer and its transfer confirmation sent to the buyer: 

6) Copies of the invoices, remittances and bank account details for the payment 
for the transaction; and 

7) Details of the means of communication with the Wan Heng 11: and 

8) A copy of the crew list. 

Paragraph 5 of the Security Council resolution 2407 (2018) urges all Member States 
and other interested parties to cooperate fully' with the Panel of Experts, in particular by' 
supplying any information at their disposal. 

In addition to the information above related to the ongomg investigation, the Panel 
would be grateful for any information on the measures your company has taken regarding 
vigilance, due diligence and risk assessment regarding involvement of the Patriot or any 
other vessels that it owns in violations of relevant Security Council resolutions. 

As the Panel intends to provide its findings in its next mid-term report to the 

Security Council, vour timely response is important to ensure that your reply can be taken 

into consideration. In the absence of any response on your part, the Panel will publish its 
findings based on available evidence to the Panel. The Panel would like to assure you that 


3 The formerly Belize-flagged Kan Heng 11 was subsequently designated pursuant to paragraphs 12 of 

resolution 2321 (2016). 6 of resolution 2371 (2017) and 6 of resolution 2375 (2017) on 30 March 2018. 
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any information that you may consider confidential can be handled accordingly and used 
solely for the information of the Security Council and the Committee. 

Given the importance the Panel attaches to this investigation, we would be most 
grateful for any information to be supplied within one month of the date of this letter . 
Should you or your designated representative wish to discuss t his request or any foliow-n 
matters, please cont act the Panel via Mr. Neil Watts (email: 

fcr Mr. Hugh Griffiths (email: I ! " 


Yours sincerely. 



Hugh Griffiths 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 

Annexes 

1 . Pa triot 's registration details 

2. Images showing the tanker Wan Heng 11 in the port ofNampo on 31 March 2018 

3. Image showing the tanker Patriot conducting a ship-to-ship transfer to the Wan Heng 
11 on 10 April 2018 in the East China Sea 

4. Images showing the tanker Wan Heng 11 returning to the port ofNampo on 15 April 
2018 

5. Extract from a specialized maritime database showing that the Patriot switched off its 
AIS during transfer but later transmitted a draft change indicating a discharge on 10 
April 2018 


136/396 


5-01704 





S/2019/171 


Annex 15: Vessels documented through imagery as loading and transporting DPRK coal 



Date 

Location 

Vessel 

Status 

1 

10 December 2017 

Taean, DPRK 

Forever Lucky 

IMO: 9003653 

Current flag: unknown 

Former flag: Panama until 11 December 2017 

Loading coal 

2 

30 September 2018 

Gulf of Tonkin 

Forever Lucky 

IMO: 9003653 

Current flag: unknown 

Former flag: Panama until 11 December 2017 

At anchor 

3 

1 February 2018 

Near Qinzhou, 
China 

HuaFu 

IMO: 9020003 

Current flag: unknown 

Former flag: Panama until May 2017 

At pier 

4 

22 August 2018 

Gulf of Tonkin 

HuaFu 

IMO: 9020003 

Current flag: unknown 

Former flag: Panama until May 2017 

Conducting STS 
transfer 
of coal 

5 

24 April 2018 

Nampo, DPRK 

Jang Un 

IMO: 8822260 

Current flag: DPRK 

Loading coal 

6 

22 May 2018 

Gulf of Tonkin 

Jang Un 

IMO: 8822260 

Current flag: DPRK 

Conducting STS 
transfer 
of coal 

7 

24 July 2018 

Nampo, DPRK 

Jang Un 

IMO: 8822260 

Current flag: DPRK 

Loading coal 

8 

5 September 2018 

Gulf of Tonkin 

Jang Un 

IMO: 8822260 

Current flag: DPRK 

Conducting STS 
transfer 
of coal 

9 

15 August 2018 

Nampo, DPRK 

Ka Rim Chon 

IMO: 8314811 

Current flag: DPRK 

Loading coal 

10 

21 September 2018 

Gulf of Tonkin 

Ka Rim Chon 

IMO: 8314811 

Current flag: DPRK 

Conducting STS 
transfer 
of coal 

11 

21 September 2018 

Gulf of Tonkin 

Pho Phyong 

IMO: 8314811 

Current flag: DPRK 

Conducting STS 
transfer 
of coal 

12 

25 May 2018 

Nampo, DPRK 

Nam Dae Chon 

IMO:9138680 

Current flag: DPRK 

Loading coal 

13 

10 June 2018 

Gulf of Tonkin 

Nam Dae Chon 

IMO:9138680 

Current flag: DPRK 

Conducting STS 
transfer 
of coal 

14 

24 July 2018 

Nampo, DPRK 

Nam Dae Chon 

IMO:9138680 

Current flag: DPRK 

Loading coal 

15 

2 August 2018 

PosanNi, DPRK 

Pack Yang San 

IMO: 9020534 

Current flag: DPRK 

Loading 
bagged coal 
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16 

5 September 2018 

Gulf of Tonkin 

HuaFu 

IMO: 9020003 
Current flag: unknown 

Paek Yang San 

IMO: 9020534 
Current flag: DPRK 

Conducting STS 
transfer 
of coal 

17 

27 October 2018 

Songnim, DPRK 

Lucky Star (formerly Asia Bridge 3) 

IMO: 9015278 

Flag: Togo 

Loading coal 

18 

20 November 2018 

Near Dao Bach 
Long Vi Island, 
Vietnam 

Lucky Star (formerly Asia Bridge 3) 

IMO: 9015278 

Flag: Togo 

At anchor 

19 

16 December 2017 

Nampo, DPRK 

Oriental Treasure (renamed Dong Pang) 

IMO: 9115028 

Current flag: unknown / Former flag: Comoros 

Loading coal 

20 

6 December 2018 

Gulf of Tonkin 

Oriental Treasure (renamed Dong Pang) 

IMO: 9115028 

Current flag: unknown / Former flag: Comoros 

Conducting STS 
transfer 
of coal 

21 

27 March 2018 

Nampo, DPRK 

Tae Yang 

IMO: 9115028 

Current flag: DPRK 

Loading coal 

22 

18 April 2018 

Gulf of Tonkin 

Tae Yang 

IMO: 9115028 

Current flag: DPRK 

Conducting STS 
transfer 
of coal 

23 

27 August 2018 

Songnim, DPRK 

Tae Yang 

IMO: 9115028 

Current flag: DPRK 

Loading coal 

24 

25 October 2018 

Gulf of Tonkin 

Tae Yang 

IMO: 9115028 

Current flag: DPRK 

Conducting STS 
transfer 
of coal 

25 

6 December 2018 

Gulf of Tonkin 

Ho Chon Gang 

IMO: 8415287 

Current flag: DPRK 

At anchor 


Source : Member State 
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Annex 16: Indonesia’s reply to the Panel 



PERMANENT MISSION Of THE REPUBLIC OF INOONES'A 
TO THE UNITED NATIONS 
NEW YORK 


No. 633/POL-202/IX/18 


The Permanent Mission of the Republic of Indonesia to the United 
Nations presents its compliments to the United Nations Security Council Panel 
of Experts Established Pursuant to Resolution 1718 (2006) and has the honor to 
inform die investigation and legal process conducted by the Government of 
Indonesia on the shipment of DPRK cargo vessel Wise Honest (see Annex). 

The Permanent Mission of the Republic of Indonesia to the United 
Nations avails itself of this opportunity to renew to the United Nations Security 
Council Panel of Experts Established Pursuant to Resolution 1718 (2006) the 
assurances of its highest consideration 


New York, 12 September 2018 



Hugh Griffiths 

Coordinator of the Panel Experts 
Established Pursuant to Resolution 1718 (2006) 
New York 


325 East 38* Slreet. New York. NY 10016 • Tel (212) 972-8333 • Fax (212) 972-9780 
wwwlndoneslamlssion-nyorg • emai ptri@indone8.am;ssioo-nyofg 
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Investigation and Legal Process for OPRK Ship Wise Hone st 
Pursuant to relevant UNSC Resolutio n s and Natio nal Laws and Regulations 

of the Republic of Indonesia 


Background , . . 

1 The Ministry of Foreign Affairs of the Republic of Indonesia has received initial informal 
information regarding the possible movement of DPRK flagged ship towards Indonesian 
waters on 31 March 2018. The ship was identified as Wise Honest (WH) with IMO number 
8905490. The Ministry took coordinated steps to verify the information received with 
related government institutions on 1 April 2018. 


2 Verification measures were taken in Balikpapan as a response to the aforesaid 
coordination and the Government of the Republic of Indonesia has managed to gather 
information as follows: 

> The Automatic Identification System (AIS) of WH was turned off during the ship's 
journey into Indonesian territorial waters and no report was made to the destined port 
authority for proper ship clearance: 

✓ During the initial identification process, the ship was noted to be sailing without 
hoisting the ship's nationality flag The ship was initially reported as Sierra Leone 
flagged ship manned by 25 crew members of DPRK nationality; 

Note; during the further detailed inspection, Indonesian authorities found 2 
documents of ship particular and crew list with different nationality, namely: Sierra 
Leone and DPRK. 

> WH was loaded with approximately 26.500 MT of coal with cargo documents and port 
clearance received from a ship-to-ship transfer (STS) from a Russian cargo ship 
intending to conduct STS transfer around Balikpapan waters in East Kalimantan, 
Indonesia, was identified to be without proper export/import documents, 

> Based on information received from another member state, the final 
destination/recipient of the coal upon the STS transfer in Balikpapan is to a company 
called Enermax, based in Goyang, South Korea; 

> Indonesian Navy decided to detain the aforesaid ship along with its crews and cargo 
off the Port of Semayang, Balikpapan, East Kalimantan, Indonesia, on 4 April 2018 
to this date for further legal process according to relevant national laws and 
regulations. 


Recent Developments 

3 During the detainment and inspection process, on 21 July 2018 a crew member of the 
ship passed away due to existing pre-conditions (heart failure due to diabetic related 
complications) and his remains is currently attended at the local hospital morgue in 
Balikpapan. On 28 July 2018, a crew member is being referred by doctor in Balikpapan 
for treatment in a hospital in Jakarta due to loss of eye sight (traumatic optic neuropathy) 
and is accompanied by another crew member under the consular care of the DPRK 
Embassy in Jakarta Three other crews of the ship have been deported due to acute 
health problems (brain tumor). Currently there are a total of 19 crew members still 
detained on the ship, excluding the two in Jakarta. 
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4. On 20 July 2018. the Government of the Republic of Indonesia received a request for 
Mutual legal Assistance in Criminal Matters (MLA) from the Embassy of United States of 
America in Jakarta. The request is currently being processed, including the requirement 
to submit a list of documents as stipulated in Articie 28 of law No.1 (2006) on MLA. 

5 Based on the abovementioned measures, the Government of the Republic of Indonesia 
reiterates its continued commitment to the implementation of relevant UNSC resolutions 
on DPRK. The ship Wise Honest is currently still detained in Balikpapan for further 
thorough investigation and judicial process in accordance to relevant national laws and 
regulations, namely Law No. 17 (2008) on Sea Voyage, particularly related to sea 
worthiness due to ambiguous legal status of ship's nationality 


Jakarta. 5 September 2018 
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Annex 17: Contract for coal aboard the Wise Honest 


CONTRACT 


Contract Ho EK AC-A-180301 



The Seller* Hon* Kong Nova International Trade Co. Limited 
Add Room* UNIT A9 9/F SILVERCJRP INTERNATIONAL TOWER. 707 713 
NATHAN ROAD. MONGKOK. HONG KONG 
TEL «8S2 96GS97S9 

Rank Name Hang Seng Bank Limited 

Account Name Hong Kong Nova International Trade Co. Limited 
Account Number 788 496925 883 

Beneficiary Bank Address 83 De* Voeux Road Cenlral. HK 
Beneficiary Bank Code 024 
Swift Code 1IASBLIKII11 

The Buyer agree* to buy and The Seller agree* to sell the under mentioned goods 
subioct to the terms and conditions stated below 

1. Description of Commodity. Specifications and technical demand' 

(31 Commodity Anthracite Coal 

(21 Quality and Chemistry {Refer to the under mentioned sample typical data) 

• Site 0 - 30mm. MAX 30mm 

• Volatile Matter 'j.W% MAX (Drv Basis) 

• Ash 12.30% MAX (Dry Basis! 

• Fixed Carton 8t>.00% MIN {Dry Basts) 

• Total Sulliir 0.f>% MAX (Dry Basis) 

• Total Motsiure 800% MAX (As Received Basis) 

(3) Packing IN BULK 
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2. Total Weight 26.000 MT t 10% 


3. Unit Price CIF/POHANG PORT KOREA 115 00 USD/MT 


5 Shipment time : Before April 10. 2018. 


4. Total value 2.990.000 USD 



7. Port of discharging POHANG PORT. KOREA 


6 Port of loading EAST KALIMANTAN PORT. INDONESIA 



8. Terms of payment - T/T Remittance 

(1) When the custom clearance is completed, the Buyer shall pay I he goods lor 
the weight of 5.00CMT immediately 

12) Within V days after the custom clearance is completed, the Buyer shall pay 
the goods lor the weight of 5.000MT 

<3) Within 25 days, the Buyer shall pav the goods (or the weight o( 16.000MT 
and the Buyer shall try to pay quickly as soon as possible 

9 Loading Terms 

(11 Within 3 working days alter sliijMctrnl dm seller ghali r«oti(y the buyer by 
emailnaroe of the commodity quantity, the shipment date and expected date ol 
arrival ol the goods at the port of destination 

(21 Partial shipment Not Allowed 

10. Price Adjustment of Anthracite Coal (Ash) 

At the rate of SI.OO/MT for each 1% in excess of 12%<Ash! 

the excess shall be- deducted from the total price cl goods aftei the lepotl ol SOS 
is issued 

11 Force Msreure: Either party shall nol be held responsible for failure or delay 
to perform all or any part of this agreement due to Hood. fire, earthquake, 
draught, war or any other events which could not be predicted, controlled, avoided 
or overcome bv the relative patty However, the party aflected by the event ol 
Force Majeure shall inform the other party of its occurrence in writing as soon as 
possible and thereafter send a certificate of the event issued bv the relevant 
authorities to the other party within IS days aftei its occurrence 


143/396 



S/2019/171 


12 Arbitration 'll 'Ltpole* mivlng Iroro lht> execulxxi . f ti n agrevinml simtl ln< 
Spttlwl It r<*i«| IrWtKttv CoTieultiibfins ll w- n.) *>tthir*n1 ran be reach*! the 
in 4i»ill then be submitted lo the Korea CooutMfGloi A/hitralkin Board 

bx alUilialimi in oi.L-oKtaiioe with its Provisional ftukr* ot Procedure The t'l’Ciswn 
mode by this ronmissoo nti»U he regardod m final and funding upon Mh portir? 
Albttmlion tees shall be borne by the losir 4 party utiles otherwise avoid'd the 
luUii.itiori w lo be held in Korea 


13 Liability lor breach ol contract Sboubl a: "r pari o| the contract and its 
ap]»‘tj<l*vs Lv oiu*Me to lx- lulMW owing lo Hie Unit ni <*;e party the party In 
btioch shall boat lhe liability therefor* Should it tv the taiili ut both parlies they 
■dull bear Uieu respective liabilities aceordir# to actual sduattuM 


14 Others The cordrad tt nude uui in Engtoh one lot each patty. both war* >rm 
fe«r« irpMillr authentic Ton trart varied vu larsuiiilo is vahit 



Source: The Panel 


144/396 


5-01704 









Annex 18: Correspondence with Novatobacco 


On 1220 2018 00:00, wrote: 

Dear Sir, 

That is an interesting way of looking at things. 

The problem with your hypothesis about someone else "stealing your bank account 
information is as follows: 

If they deposit money in your bank account, that is your bank account. it becomes your 
money. 

So please explain to me why anyone would wish to have money sent to your bank account 
unless you were going to pass it on to them? 

Sincerely, 

Hugh Griffiths 


From: novatobacco I_ 

Sent: Wednesday, December 19, 2018 1:58 PM 
To: Hugh Griffiths 
Cc: NOVATOBACCO 


Subject: Re: Questions from the United Nations Panel monitoring the sanctions on 
North Korea 
Dear Sit 

When we make commercial offer and payment forms for customers, we will write down 
the bank account information of our company, so I think someone has stolen the 


information of our company and passed to mantioned company. 
Liu ChaoFeng 


novatobacco 




On 12/19/2018 20:24, wrote: 

Dear Sir, 

Thank you for your email. 

Why does the contract list your bank account number? 
Sincerely, 

Hugh Griffiths 


From: NOVATOBACCO 
Sent: Wednesday, 

To: Hugh Griffiths 

Subject: ReiQuestions from the United Nations Panel monitoring the sanctions on North 
Korea 

Dear Hugh Griffith. 

Thank you for your email and the notice. 

We have no idea where this contract came from, nor why it has our company's seal. 

The company’s legal person signature does not conform to the signature on the contract. 
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The signature in the formal trade contract is as follows 

Please see the attachment for details of the company's legal person signature 
.Attached contract has not been covered by the official seal of the unit 

Upon enquiry, our company has never had any dealings with the company mentioned in the 
contract 

We will further protect our own interests through legal channels 
If there is any follow-up. please keep in touch, thank you. 

Liu ChaoFeng General manager 

Hong Kong Nova International Trade Co.. Ltd 

HK No va Internationa! Trade r.n .limited 

M ob ile: V - a g fjt < 5 a i iM P > l 8i~ 

Skype 

Viber +8015S10777861 Cawt : www.novatob3oco.o om 

At 2018-12-18 18:54:48. 'Hugh Griffiths' wrote: 

Dear Hong Kong Nova International Trade. 

My name is Hugh Griffiths and I am Coordinator of the United Nations Panel of Experts 
monitoring the sanctions on the Democratic People's Republic of Korea (DPRK). 

Attached is a contract that bears your company’s name. 

The signature on the contract appears identical to the signature that appears on your 
website (please see the second attachment for example). 

This contract was for 25,500 (MT) tonnes of DPRK origin coal that has been seized by a 
Member State. 

Please explain why your company with your bank account is named in this documentation. 
Please provide correspondence and documentation to substantiate any response you 
may give, including: 

1) Email correspondence and contracts to substantiate why your company is named in 
this contract; 

2) Email correspondence and contracts to substantiate who were the other parties 
involved; 

3) Bank account records relating to the above and to this contract. 

4) Any additional background you wish to provide. 

Please note that the Panel may name your company in its next report to the Security 
Council. We therefore invite you to provide your views so that we may consider them for 
inclusion in our next report to the Security Council. 

Please reply within 14 days. 

Sincerely, 

Hugh Griffiths 
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Source : The Panel 
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Annex 19: Panel correspondence with Hamid Ali 
From: 

Sent: Sunday, December 23, 2018 1:59 AM 
To: Hugh Griffiths 

Subject: RE: Questions from the United Nations Panel monitoring the sanctions on 
North Korea 


Dear Mr. Griffiths, 

Thanks for your today email. 

Regret to inform we have never did any communications with Huitong Company 
sothat we do not have the PIC/ CEO . office email address or other company dsta"s .Mr 
Jong arrange for the TT of funds which we did received only part of the agreed amount 
for the transhipment cost. 

Best regards. 

Hamid Ali 


Sent from my Samsung Galaxy smartphone. 


-Original mess age - 

From: Hugh Griffiths f 
Date: 12.23 18 2:15 AM (GMT-07:00) 
To: Erv Riza fl 


Subject: RE: Questions from the United Nations Panel monitoring the sanctions on North 
Korea 


Dear Mr. Hamid Ali, 

Thank you for this information. 

Please forward any correspondence you may have had with Huitong Minerals. 

Please also provide an email address and the name of someone at Huitong Minerals, 
together with their physical address. 

Best regards, 

Hugh 

Hugh Griffiths 

Coordinator, Panel of Experts 
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Established pursuant to UNSCR 1874 



From: Ery Riza | 

Sent: Friday, 211 
To: Hugh Griffiths | 

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North 
Korea 


Yes . Huitong was the only company.sending funds for the trsnsjipment process 
Best regards . 

Hamid All 

On Fri, Dec 21, 2018,10:34 PM Hugh Griffiths wrote: 

Dear Mr. Hamid Ali, 

Thank you for the documentation, it is much appreciated. 

From the banking documentation you have provided to us, it appears that an account in 
the name of "Huitong Minerals" made the payments to you in connection with the Wise 
Honest? 

Please confirm if this was the only company. 

Best regards, 

Hugh 


From: Ery Riza I_ 

Sent: Friday, December 21, 2018 8:12 AM 
To: Hugh Griffiths 

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North 
Korea 


Dear Mr. Griffiths. 

Following our yesterday conversation and email exchange: 


l Mr. Eko Setyatmoko 
He reconfirmed email : I 
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He informed being many discussion with Mr .Jong without our present and 
currently 

follow by Mr. Park station in China but traveling regularly to Vietnam and now 
to Indonesia. 

2. US Dollar transfer 

Attached are copy of TT of received at our Bank which we have passed to 
Mr.Eko for his further activities. 

3. Mr.Jong 

Company Name : Korea Yin Myong Trading Company 

ph ; 850 218111 / 3818161 

Representative £2 ) of Mr Jong in Indonesia is : 

Mr. Kwak Choi Su , Hp : 

Regret we do not other data like address etc. 

We do hope these info will be useful if you need more data kindly advise me at 
vour earliest convenience time. 

Thank you 

Kind regards. 

Hamid Ali 

On Thu. Dec 20, 2018 at 6:41 PM erynza <^^^^^^^^^^Jwrote: 

OK. will check with thr right one. 

Brgds 

Sent from my Samsung Galaxy smartphone. 

-Original message- 

From: Hugh Griffiths 

Date: 12/20/18 6:21 PM (GMT-07:00) 

To: Ery Riza 
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Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North 
Korea 

Dear Sir, 

You provided an email address for Ylr. Eko Setyatmoko: esetiatmokoigyahoo-com m 
your earlier email today 

This email address does not work. Please provide the correct email address. 


Sincerely, 
Hugh Griffiths 


From: Hr r.:z: 

Sent: Thursday. Decembe^O^Ol^lTs AM 
To: Hush Griffiths 



Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North 
Korea 


Dear Mr.Griffiths , 

Your email of today refers : 

1. Mr. Eko email: 

2. Mr. Jong: we never have email exchange nor phone contact from our side to 
him, 

also not receiving email. We will try to locate address and phone/email as you 
requested will take time as getting info most difficult. 

Thank you. 

Kind regards. 

Hamid Ali 


From: Ery Riza <eryriza(®gmail.com> 

Sent: Thursday, December 20, 2018 11:06 AM 
To: Hugh Griffiths 
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Subject: Re: Questions from the United Nations Panel monitoring the sanctions on 
North Korea 

Dear Mr Griffiths, 

As per your email request: 

1 .1 will check with Mr Eko the current person in charge who being follow up for 
MV Wise Honest issue. 

2. Funds was transfer by Telegrafic Transfer,/TT to Mandiri Bank in Jakarta 

3. We are more than happy to receive the latest info of product which are subject 
for sanction. however 

our main activities are worldwide exporting of Processed Palm Oil product like 
Oleochemicals etc. 

to DPRK limited to only Consumer Items like Detetrgent. Soap & Cooking Oil. 
Hope this info will usefull for tout further activities. 

Thank you 
Best regards. 

Hamid Ali 

On Thu, Dec 20, 2018 at 5:17 PM Hugh Griffiths wrote: 

Dear Sir, 


Thank you for your telephone call earlier. Unfortunately the connection was not so good 
and I did not hear all of what you were saying. 

I'd be grateful if you can write an email providing the important information. 


1) Information on the subordinate of Mr. Jong, the North Korean gentleman who you 
said travels and may be based in China? 


2) Information on how the North Koreans transferred the 760,000 USD to you by TT - 
you said TT was short for "telegram transfer"? 


3) As to your regular meetings with a gentleman from the DPRK Embassy in Jakarta, this 
is your own private affair, however, there are now many business activities involving 
North Korea that are not allowed according to the United Nations Security Council 
resolutions. The Panel is happy to provide you with more information on this, should 
you be interested. 


Best regards, 
Hugh Griffiths 
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From: Hugh Griffiths 

Sent: Thursday, December 20, 2018 9:51 AM 
To: Ery Riza _ 

Subject: Re: Questions from the United Nations Panel monitoring the sanctions on 
North Korea 

Dear Sir, 

Thank you for the email address. 

We understand your difficulties in contacting Mr. Jong. Do you normally go through the 
DPRK Embassy to send messages to him? 

Best regards, 

Hugh Griffiths 


On Thu ; Dec 20, 2018 at 4:31 PM Hugh Griffiths wrote: 

Dear Sir, 

Thank you for your email. 

1) Please provide an email address for Mr. Eko Setyatmoko. 

2) We understand that you may not have Mr. Jong’s passport but please provide 
additional information on the DPRK entity "Yingmyong", such as telephone and fax 
numbers, scanned copy of business card, email address, physical address, company logo 
etc. 

Sincerely, 

Hugh Griffiths 


From: Ery Riza | 

Sent: Thursday, December 20, 2018 8:35 AM 
To: Hugh Griffiths 


Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North 
Korea 


Dear Mr. Griffiths. 
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Thanks for your email 20/12,4 below are our response for your few questions: 

1. Mr. Jong Song Ho. 

As informed previously we were introduce by Embassy who informed that 
Mr. Jong through the company Yinmyong are running big activities and 
representative biz in DPRK which we have never been in touch with this 
gentleman. As you might aware most Korean DPRK are very close and 
confidential among each other which never inform their Identity and nor their 
biz in details and impossible that we could have their personal profile/ name 
card or passport whatsoever 

2. Mr. Eko Setvatmoko + 

We introduce to Mr. Jong which therefore we are not aware about the 
progress. 

Company name,: PT. Bara Makmur Sadayana 
Website not available. 

3. Funds were transfer to Mr. Eko through cash /TT via Bank Mandiri 
For further information of Mr. Eko kindly contact Mr. Eko directly as to 
overcome we make some mistake on his bis/private activities. 

However if you need more info kindly contact me at your earliest 
convenience time 

Looking forward for your favourable response we remain. 

Thank you. 

Best regards, 

A. Hamid Ali 

On Thu, Dec 20, 2018 at 12:47 AM Hugh Griffith:; wrote: 

Dear A. Hamid Ah, 
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Thank you for your email and the explanations contained therein. 

We have a few questions to ask you to further clarify matters: 

1. On the gentleman that you met at the DPRK Embassy in Indonesia, Mr. Jong 
Song Ho. What government agency or business company did Mr. Jong Song 
Ho say he was working for? Please provide all this gentleman’s contact 
details - phone numbers, email addresses, mobile number and please scan and 
send us a copy of his business card. If you have a copy of his passport, please 
send that too. 

2. Did you introduce Mr. Eko Setyatmoko to Mr. Jong? 

3. Please provide U3 with all contact details for Mr. Eko Setyatmoko together 
with the name of his company and its website. 

4. Regarding the payment of USD 760,000 : please provide us with more information. 

To which person and bank account did you make this payment? 

Best regards, 

Hugh Griffiths 

Coordinator, Panel of Experts 

Established pursuant to UNSCR 1874 


From: Ery Riza | 

Sent: Wednesday, 19 December, 2018 1 :37 AM 
To: Hugh Griffiths | 


Subject: Re: Questions from the United Nations Panel monitoring the sanctions on North 
Korea 


Dear Mr. Hugh Griffiths. 

Your both email of Dec 18,2018 are well received and noted, thanks for the 
information stated on your email. 

First of aJI I would inform that we are not involved as a broker nor trade of the 
Coal being available in MV. Wise Honest. 

Let me clearly inform the chronological of MV. Wise Honest calling Indonesian 
Territory: 
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1. In December 2017 we are approach bv Embassy of DPRK to meet Delegation 
from DPRK named Mr. Jong Song Ho claim representing a famous and 

well established companies in many lines of Business. Their aim of visit is to 
explore business opportunities in Indonesia and first activity to open Korean 
Culture Centre in Taniung Lesung , West Java. 

2. For short term biz they offer Old Vessel to be scrapped and sell the scrapped 
Iron In Jakarta. The biz will be followed after Mr Jong back to DPRK and will 
bring all data and all vessel condition and terms during his 2nd visit to Jakarta 
soonest. 


3. In January/ February 2018 Mr. Jong was again visiting Jakarta however he 
was not ready for the vessel to be scrapped instead he discussed of the possibility 
to distribute DPRK products, he asked whether is possible to charter Vessel for 
Transhipment of Cargo which Coal from Russian Origin not using Korean Vessel. 
We agreed to find out the possibility as we are not and never involved in Vessel 
chartering. 


4. Mr Jong were back in Jakarta in March 2018 and we have introduce Mr Eko 
Setyatmoko as the person who might be able to arrange for transhipment and 
agreed for the cost involved of this transhipment. Mr. Jong start to TT for 
payment of the transhipment total USD 760,000.- 

5. Without anv sales contract nor transhipment agreement and without prior 
notice MV. Wise Honest has entering Indonesian Territory. The Vessel was hold 
bv Indonesian Navy because of license nor notice to Indonesian Authorities. 

6. Mr Eko is working to release the Vessel and Cargo and he is working very hard, 
upon court decission Coal Cargo were belong and responsibility of Mr. EKO. 

7. During this process we were called by South Korean person, Mr. Jaewon Jeon 
from Enermax Company who claim he lias bought and paid this coal which they 
asked our assistancv to do quickly the transhipment and send the Vessel to 
Pohang Port, South Korea. 

We are not invoked and do not know this buyer as the transaction were done 
by the owner of Coal not in Indonesia. 

As matter of fact we are not Broker of the previous sales to Pohang Port and we 
are not selling this cargo to whatever party, this cargo due to court decission is 
belong to Mr Eko. 


For your information most of the KOREAN never have Contract with us and 
exchange information all are done through face to face meeting. 

However if you need more data and info please do not hesitate to contact me at 
your earliest convenience. 


You could freely call me through my mobile 


156/396 


5-01704 






Looking forward for your favourable response we remain. 

Thank you. 

Best regards, 

A. Hamid Ali 

On Tue, Dec 18, 2018 at 6:14 PM Hugh Griffiths wrote: 

Dear Sirs, Mr. Ali, 

Further to my earlier email, I should stress again that the coal aboard the vessel Wise 
Honest cannot be sold and that it should be seized. 

The Panel will be naming your company, PT Nur Kencana Lestari Inti in our next report 
to the Security Council. 

I would advise you to reply quickly to the email below. 

My colleague Jong Kwon Youn may provide advice on what the Security Council 
resolutions say about prohibited goods, such as DPRK coal, and their seizure. 

Sincerely, 

Hugh Griffiths 


From: Hugh Griffiths 

Sent: Tuesday, December 18, 2018 11:01 AM 



Subject: Questions from the United Nations Panel monitoring the sanctions on North 
Korea 

Dear Mr. Ali, 

My name is Hugh Griffiths and I am Coordinator of the United Nations Panel of Experts 
monitoring the sanctions on the Democratic People's Republic of Korea (DPRK). 

You have been named as the broker responsible for organizing a trade of 25,500 (MT) 
tonnes of DPRK origin coal that has been seized by Indonesia aboard the vessel Wise 
Honest in April 2018. 

Please explain how you became involved in this prohibited trade. 

Please provide correspondence and documentation to substantiate any response you may 
give, including: 
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1 ) Email correspondence and contracts to substantiate vour role and the role of others; 

2 ) Email correspondence and contracts to substantiate who were the other parties 
involved; 

3 ) Bank account records relating to the above and to this contract 

4 ) Any additional background you wish to provide on previous trades with the parties 
concerned. 

Please note that the Panel may name you and your company in its next report to the 
Security Council. We therefore invite you to provide your views so that we may consider 
them for inclusion in our next report to the Security Council. 

Please reply within 14 days. 

Sincerely, 

Hugh Griffiths 
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Email attachment provided by Mr. Hamid Ali 


Jong Song H® 

HO W>* 

css^-rr” 

-iasasisr* 


Source : The Panel 
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Email attachment provided by Mr. Hamid Ali 


K. 


mandiri 


Account No 

Currency 

Branch 

Opening Balance 

Date & Time 

’ 27/03/2018 


Rekening Koran 
(Account Statement) 

From 01 March 2018 

To 31 March 2018 

1260007369969 - ARBAA ENERGY RESOURC 


Value Date 

27/03/2018 


Description 


SWIFT CODE BMRIIOJAXXX 
Debit InTTSusp HUITONG MINERALS 
CO LTDJP MORGAN CHASE BANK. 
NEW YORK. USA 

SWIFT COOE BMRIIOJAXXX 
Debit InTTSusp HUITONG MINERALS 


31/03/2018 
23:5000 
31/03/2018 
23:69:00 
31/03/2018 
23:5900 
31/03/2018 
23 5900 


31/03/2018 

31/03/2018 

31/03/2018 


310.887.81 
310,888 85 


Total Amount Credited 
No of Debit 
Total Amount Debited 
Closing Balance 
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!r 


mandiri 


Cuneney 

Brandi 

Opening BaUnce 

HMI 

09M « T.we Vi 


Mr.»M 

9WU0H 
V- 06:2*31 


1211*2 

IOOWO’1 

12:13:10 


12225* 

tMwaoia 


Rekening Koran 
(Account Statement) 

From 01 Apr* 2018 

To 30 Apr* 2018 

1260007389989 ARBAA ENERGY RESOOftC 
USD 

KCP Jtl Permats 
310.08641 


coetooii kjmii'- 


SWFTCOMBWMDJAXXX 
MMUTTSinp X1T0NGMMERW.S 
CO LTWP MORGAN CMME BANK. 
NEWYOnKUSA 
60 363752- 

20M37M 

603*375*. 

Tim* 203*3751 
*0 3*3753- 
I nutmr 200*17*3 
*0 363750- 


IIOWOU BB 383730- 


»t 203*3733 « ERY THURSINA 
■RFB7ST130'1804120*22 
C«M (*TTS**p HUANO f MNERALS 
{MONO K0NG1 CO STAIOARD 


150*001* *0 3*1750 


(RF0ST13O11*0413025* 
DtM8lTTBwtp HUANGHEMINtRAlS 
CO . I*1I7E0BTAND*KD CM*R1EREO 


BG 383757- 
TraMrw 2M63 
90 383756 
Tart* 303*3! 

BVMFT COM 6 MRII 0 JAXW 


CO LTOJP MORGAN CHASE 6 * 8 * 3 . 

NEW YORK. U*A 

HC 3 B 3760 -PAVMCN 1 IMV NO OOS- 


Oeivt 

30 000 00 *' 


10.00006 

30,00000 

2000000 


000 36,3*1 B3 


15000000 

(060000 



1206** *1 
M06U41 
300 BU11 
120653 77 

*0163* 77 

301*3*77 

13*33000 

20*230*0 
221210*0 
229 01**0 




1*0,86060 
1*6.09220 
1*6.006 88 


Source: The Panel 
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Annex 20: The Panel’s proposal for an amended delisting procedure for vessels 

Paragraph 9 of resolution 2397 (2017) encourages Member States to consult with the flag 
States of relevant vessels once they are seized, inspected, and frozen (impounded). Six months 
after such vessels were frozen (impounded), the Committee may decide upon request of a flag 
State to release the vessel if adequate arrangements have been made to prevent the vessel from 
contributing to future violations of the resolutions. However, once the vessel has been de¬ 
registered by a flag State in compliance with the resolutions (and therefore no longer under its 
jurisdiction), and since it would be a violation for flag States to re-register any such vessel that 
has been de-registered by another Member State, it is unlikely that a flag State will submit a 
request to the Committee to re-register the vessel and then submit a request for a seized or 
impounded vessel to be released. 

To resolve this conundrum and to lessen the burden on Member States seizing or 
impounding a vessel in compliance with the resolutions, the Panel recommends that the 
Committee introduce a procedure whereby: 

1) After a six-month period the vessel owner 165 may be permitted to make representation to 
the Committee for approval to have the vessel de-listed and released, provided that: 

a) proof of ownership of the vessel is provided; and 

b) adequate arrangements have been made to prevent the vessel from contributing to 
future violations of the resolutions. 

2) If approved, the vessel is then de-listed from the Committee’s list of designated vessels 
and the re-registration of the vessel approved. 166 

3) Once a period of six months has elapsed and no request for de-listing has been tendered 
within 31 days from that date, the Member State may approach the Committee for 
approval to submit the vessel for public auction to defray costs incurred. 


In addition, this procedure should be published on the Committee’s website under 
“Procedures for delisting” at https://www.un.org/sc/suborg/en/sanctions/1718/materials. 


165 A vessel’s beneficial owner is in the best position to ensure that adequate arrangements have been made to prevent the vessel from 
contributing to future violations of the resolutions since they are directly impacted by loss of trade. 

166 The Committee’s website should not remove the vessel’s name, but rather indicate the date that the vessel has been de-listed in order to 
provide verification for flag States and companies providing vessel services. 
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Annex 21: Imports from and exports to the DPRK of commodities according to trade data 

Table 1 

States importing zinc and articles thereof and zinc ores and concentrates (HS codes 79 and 26) 
from the Democratic People’s Republic of Korea, October 2017 to March 2018 

(United States dollars) 


November December February 

Importing State October 2017 2017 2017 January 2018 2018 March 2018 Total 


India 20 950 7 901 28 851 

Total 20 950 7 901 28 851 


Source: Global Trade Atlas. 

1. The Democratic People’s Republic of Korea exported a total of $28,851 in zinc and articles 
thereof and zinc ores and concentrates (HS codes 79 and 26) to India in October and November 
2017. All exports constituted violations of paragraph 28 of resolution 2321 (2016). 

Imports from the DPRK of commodities with exemption provisions (iron and steel and articles 
of iron and steel, textiles, food and agricultural products, machinery, electrical equipment, 
earth and stone including magnesite and magnesia, and wood) 

Table 2 

States importing iron and steel and articles of iron and steel (HS codes 72 and 73) from the 
Democratic People’s Republic of Korea, October 2017 to March 2018 

(United States dollars) 


Importing State 

October 2017 

November 

2017 

December 

2017 

January 2018 

February 2018 

March 2018 

Total 

China 

1 796 752 

2 411 042 

2 725 465 

2 393 996 

1 839 505 

1 846 788 

13 013 548 

El Salvador 



7 507 

18 994 



26 501 

Ghana 

20 868 


9 532 

283 146 



313 546 

India 

65 189 

3 194 





68 383 

Nicaragua 

12 405 

64 873 

38 890 

8 611 

107 920 

47 250 

279 949 

Serbia 

3 186 

29 981 





33 167 

Thailand 




25 143 

9 083 


34 226 

Total 

1 898 400 

2 509 090 

2 781 394 

2 729 890 

1 956 508 

1 894 038 

13 769 320 


Source: Global Trade Atlas. 


2. According to Global Trade Atlas data, the Democratic People’s Republic of Korea violated 
paragraph 8 of resolution 2371 (2017) by exporting a total of $13,769,320 in iron and steel and 
articles of iron and steel (HS codes 72 and 73) to China, El Salvador, Ghana, India, Nicaragua, Serbia 
and Thailand from October 2017 to March 2018. China replied to the Panel that the “relevant data 
don’t indicate the commodities under the items of HS code 7201”, and that, under Chinese law and 
regulations, only items with HS codes 7201 are considered as constituting iron and steel and articles 
of iron and steel prohibited by the relevant resolutions. 
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Table 3 

States importing textiles (HS codes 50-63) from the Democratic People’s Republic of Korea, 
October 2017 to March 2018 

(United States dollars) 


Importing State October 2017 November 2017 December 2017 January 2018 February 2018 


China 0 47 105 525 40 825 592 12 780 948 16 799 

Ghana 14 173 85 040 64 985 

India 234 163 15 497 5 929 

Mexico 15 438 

Russian 

Federation 4 76 537 11 815 

Thailand 26 617 


100 728 864 
164 198 
255 589 
15 438 


8 352 


Total 47 339 688 40 973 854 12 883 732 81 784 3 486 101 282 544 


Source: Global Trade Atlas. 

° In a note verbale to the Committee dated 12 January 2018, China stipulated that the total value of its 
imports from the Democratic People’s Republic of Korea of textiles from 11 September 2017 to 10 December 
2017 was $5,139,300. 

4 In a note verbale to the Committee dated 6 December 2017, the Russian Federation stated that, on 
18 October 2017, 14,340 items of men’s apparel were imported from the Democratic People’s Republic of Korea 
in fulfilment of two contracts. 

3. According to Global Trade Atlas data, the Democratic People’s Republic of Korea violated the 
textiles import ban stipulated in paragraph 16 of resolution 2375 (2017) by exporting a total of 
$101,282,544 in textiles (HS codes 50-63) to China, Ghana, India, Mexico and Thailand, from 
October 2017 to February 2018. Only China and the Russian Federation reported to the Committee 
pursuant to paragraph 16 of resolution 2375 (2017). With regard to China, the figure reported by 
China to the Committee of its imports from the Democratic People’s Republic of Korea is lower 
than indicated in Global Trade Atlas trade data, by $95,589,564. In order to benefit from the 
reporting exemption in paragraph 16 of resolution 2375 (2017), these two figures should have been 
comparable. In addition to its reporting of $5,139,300 worth of textiles imported during the period, 
China further replied to the Panel that all its imports “went through the customs formalities within 
90 days” from the adoption of resolution 2375 (2017). With regard to the Russian Federation, the 
Panel notes that the unit of measurement (items of textile) is different from that reflected in table 3 
(United States dollars) and recommends that future Security Council resolutions stipulate the 
unit of measurement to be used by Member States in their reporting to the Committee. 

Table 4 

States importing food and agricultural products (HS codes 07, 08 and 12) from the Democratic 
People’s Republic of Korea, January to March 2018 

(United States dollars) 


Importing State January 2018 February 2018 March 2018 Total 


China 0 10 158 965 10 158 965 


Total 10 158 965 10 158 965 


Source: Global Trade Atlas. 

° In a note verbale to the Committee dated 5 February 2018, China stipulated that the value of 
its imports from the Democratic People’s Republic of Korea of food and agricultural 
products from 22 December 2017 to 21 January 2018 was $16,872,600 (14,900 tons). 
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4. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a 
total of $10,158,965 in food and agricultural products (HS codes 07, 08 and 12) to China in January 
2018. China further replied to the Panel that all of its imports “went through the customs formalities 
within 30 days” from the adoption of resolution 2397 (2017). 

Table 5 

States importing machinery (HS code 84) from the Democratic People’s Republic of Korea, 
January to March 2018 


Importing State 

January 2018 

Febr 

uary 2018 March. 

2018 Total 

Bolivia (Plurinational State of) 

11 736 


1 296 

13 032 

China 0 

29 395 



29 395 

Costa Rica 

21 053 


5 017 

26 070 

El Salvador 

73 711 


1 444 

75 155 

India 

12 961 



12 961 

Malaysia 0 

16 387 



16 387 

Total 

165 243 


7 757 

173 000 


Source: Global Trade Atlas. 

0 In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports of 
machinery from the Democratic People’s Republic of Korea from 22 December 2017 to 21 January 2018 was 
$43,000. 

b Malaysia replied to the Panel that “based on the statistics from Department of Statistics Malaysia (DOSM), 
there is no product under the HS codes of 84-85 being imported by Malaysia from the Democratic People’s 
Republic of Korea from January 2018 to February 2018”. 

5. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a 
total of $173,000 in machinery (HS code 84) to Bolivia (Plurinational State of), China, Costa Rica, 
El Salvador, India and Malaysia in January and February 2018. All exports by the Democratic 
People’s Republic of Korea after 21 January 2018 without notification to the Committee of those 
imports by 5 February 2018 violated paragraph 6 of resolution 2397 (2017). Of the above-mentioned 
Member States, only China provided notification to the Committee, and China further replied to the 
Panel that all of its imports “went through the customs formalities within 30 days” from the adoption 
of resolution 2397 (2017). 

Table 6 

States importing electrical equipment (HS code 85) from the Democratic People’s Republic of 
Korea, January to March 2018 

(United States dollars) 


Importing State 

January 2018 

February 2018 

March 2018 

Total 

Bolivia (Plurinational State of) 

5 045 

6 489 


11 534 

China 0 

990 919 



990 919 

Thailand 

17 584 

7 596 


25 180 

Total 

1 013 548 

14 085 


1 027 633 


Source: Global Trade Atlas. 

a In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports from 
the Democratic People’s Republic of Korea of electrical equipment from 22 December 2017 to 21 January 
2018 was $1,346,300. 


165/396 











S/2019/171 


6. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a 
total of $1,027,633 in electrical equipment (HS code 85) to the Plurinational State of Bolivia, China 
and Thailand in January and February 2018. All exports after 21 January 2018 without notification 
to the Committee of those imports by 5 February 2018 violated paragraph 6 of resolution 2397 
(2017). Of the above-mentioned Member States, only China provided notification to the Committee 
in accordance with paragraph 6 of resolution 2397 (2017). 

Table 7 

States importing earth and stone including magnesite and magnesia (HS code 25) from the 
Democratic People’s Republic of Korea, January to March 2018 

(United States dollars) 

Importing State January 2018 February 2018 March 2018 Total 


China 0 10 070 444 10 070 444 

Total 10 070 444 10 070 444 


Source: Global Trade Atlas. 

0 In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports 
from the Democratic People’s Republic of Korea of earth and stone including magnesite and magnesia from 
22 December 2017 to 21 January 2018 was $10,434,800 (106,700 tons). 

7. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a 
total of $10,070,444 in earth and stone including magnesite and magnesia (HS code 25) to China in 
January 2018. China provided notification to the Committee pursuant to paragraph 6 of resolution 
2397 (2017), and further replied to the Panel that all of its imports “went through the customs 
formalities within 30 days” of the adoption of resolution 2397 (2017). 

Table 8 

States importing wood (HS code 44) from the Democratic People’s Republic of Korea, January 
to March 2018 

(United States dollars) 


Importing State January 2018 February 2018 March 2018 Total 


China 0 2 405 718 2 405 718 


Total 2 405 718 2 405 718 


Source: Global Trade Atlas. 

° In its note verbale to the Committee dated 5 February 2018, China stipulated that the value of its imports from 
the Democratic People’s Republic of Korea of wood from 22 December 2017 to 21 January 2018 was 
$2,858,500 (16,200 tons). 

8. According to Global Trade Atlas data, the Democratic People’s Republic of Korea exported a 
total of $2,405,718 in wood (HS code 44) to China in January 2018. China provided notification to 
the Committee pursuant to paragraph 6 of resolution 2397 (2017), and further replied to the Panel 
that all of its imports “went through the customs formalities within 30 days” from the adoption of 
resolution 2397 (2017). 
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Table 9 

States exporting iron, steel and other metals (HS codes 72-83) to the Democratic People’s 
Republic of Korea, January to March 2018 


Exporting State 

January 2018 

February 2018 March 

,2018 Total 

China" 

1 889 683 

28 791 

1 918 474 

Honduras 


11 461 

11 461 

Malaysia 

93 407 


93 407 

Total 

1 983 090 

40 252 

2 023 342 


Source: Global Trade Atlas. 

" China replied to the Panel that, while all of its exports in iron, steel and other metals, all industrial machinery 
and transportation vehicles had been processed and released before 6 January 2018, for technical reasons 
relating to its customs system, the clearance operations were completed when “means of transport actually left 
the Chinese territory”. China also replied that all exports after the date are “self-use materials for diplomatic 
mission in the DPRK or humanitarian aids to the DPRK”, for which their “export formalities are completed 
and in line with the requirement” of the relevant resolutions. 

9. According to Global Trade Atlas data, China, Honduras and Malaysia exported a total of 
$2,023,342 in iron, steel and other metals (HS codes 72-83) in January and February 2018 to the 
Democratic People’s Republic of Korea which violated paragraph 7 of resolution 2397 (2017). China 
replied to the Panel on the precise nature of the exports during this period (see table 9, footnote a). 

Table 10 

States exporting all industrial machinery (HS codes 84 and 85) to the Democratic People’s 
Republic of Korea, January-March 2018 


(United States dollars) 

Exporting State January 2018 February 2018 March 2018 Total 

China" 14 215 799 218 602 28 674 14 463 075 

Honduras 38 254 16 322 54 576 

India 19 412 19 412 

Total 14 273 465 234 924 28 674 14 537 063 


Source: Global Trade Atlas. 

0 See table 9, footnote a. 

10. According to Global Trade Atlas data, China, Honduras and India exported a total of 
$14,537,063 in all industrial machinery (HS codes 84 and 85) from January to March 2018 to the 
Democratic People’s Republic of Korea which violatedparagraph 7 of resolution 2397 (2017). China 
replied to the Panel on the precise nature of the exports in this period (see table 9, footnote a). 
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Table 11 

States exporting transportation vehicles (HS codes 86-89) to the Democratic People’s 
Republic of Korea, January to March 2018 

(United States dollars) 

Exporting State January 2018 February 2018 March 2018 Total 

China 0 1 803 351 55 094 1 858 445 

Thailand 9 176 9 176 

Total 1 803 351 64 270 867 621 


Source : Global Trade Atlas. 

“ See table 9, footnote a. 

11. According to Global Trade Atlas data, China and Thailand exported a total of $1,867,621 in 
transportation vehicles (HS codes 86-89) between January and February 2018 to the Democratic 
People’s Republic of Korea which violated paragraph 7 of resolution 2397 (2017). China replied to 
the Panel on the precise nature of the exports for the period (see table 9, footnote a). 

Exports of commodities to the Democratic People’s Republic of Korea with 
exemptions (refined petroleum products and crude oil) 


Table 12 

States exporting petroleum (HS code 2710) to the Democratic People’s Republic of Korea, October 2017 to 
March 2018 

(United States dollars) 


China 0 245 279 

India 16 513 783 

Russian Federation * * * * * 6 238 173 

South Africa 

Total 16 997 235 


484 206 480 382 115 553 

220 632 447 774 584 783 

275 639 66 852 

704 838 1 203 795 767 188 


261 210 473 979 2 060 609 

16 513 783 
1 491 362 

138 306 480 797 

399 516 473 979 20 546 551 


Source : Global Trade Atlas collated as of June 2018. 

° In five notes verbales from 2 January to 30 April 2018, China notified the Committee of the transfer of 2,165.1 tons of refined 

petroleum products to the Democratic People’s Republic of Korea for October 2017; 497.6 tons for November 2017; 

463.214 tons for December 2017; and the further transfer of 4,032.72 tons of such products from January to March 2018. The 
corresponding values in United States dollars of the transfers made each month have been reported as: 1,188,000 (October 

2017), 527,000 (November 2017), 490,000 (December 2017), 130,300 (January 2018), 835,800 (February 2018), and 
1,592,400 (March 2018). 

6 In three notes verbales from 27 December 2017 to 31 May 2018, the Russian Federation notified the Committee of its exports 
of 212.54 tons of petroleum products to the Democratic People’s Republic of Korea for November 2017; 589.664 tons for 
December 2017; and 4,148.381 tons from January to March 2018. 
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Table 13 

States exporting other petroleum (HS codes 2711-2713)" to the Democratic People’s 
October 2017 to March 2018 

(United States dollars) 

Republic of Korea, 

Exporting State October 2017 1 

November 2017 December 2017 

January 2018 

February 2018 

March 2018 Total 

China 4 1 174 266 

Russian Federation' 

453 852 228 645 

184 286 

672 618 

216 129 

814 742 

1 318 450 4 662 573 

400 415 

Total 1 174 266 

453 852 412 931 

888 747 

814 742 

1 318 450 5 062 988 


Source: Global Trade Atlas. 

“ China informed the Panel that it uses HS Codes 2710, 2712 and 2713 as HS Codes for refined petroleum products. China also 
informed the Panel that its Ministry of Commerce considers HS Code 2711.11 as “liquefied natural gas”, whereas the Panel 
uses HS Code 2711 as a part of “condensates and natural gas liquids”, prohibited by paragraph 13 of resolution 2375 (2017). 
The Panel has previously recommended that all Security Council resolutions on sectoral sanctions specify the HS codes (see 
S/2018/171, paras. 31 and 74). 

4 See table 12, footnote a. 

c See table 12, footnote b. 

12. Based upon the International Trade Centre (ITC) Trade Map, the Panel sent letters to South 
Africa (March-June 2018) and Turkey (March-July 2018) regarding the reported export of petroleum 
products (HS 2710) of 322,000 USD and 2.29 million USD respectively. Turkey clarified with 
supporting documentation to show that the export was made to the Republic of Korea. South Africa 
informed the Panel that “the letter has been forwarded to Pretoria for action.” 

13. The Panel sent a letter to the Republic of Korea regarding August media reports of a transfer of 
petroleum products to Kaesong for a planned inter-Korean liaison office. The ROK replied, “in the 
process of carrying out the [inter-Korean] projects, the ROK personnel used the petroleum products 
exclusively for the implementation of the projects, while ensuring that no transfer of economic 
values to the DPRK occurs.” The ROK explained that “among 338,737 kg of petroleum products 
used for the implementation of the joint projects from January 2018 to November 2018, 4,039 kg 
were unused and brought back to the ROK.” The Panel notes that the specific language of paragraph 
5 of resolution 2397 (2017) requiring Member States to notify the Committee of any transfer to the 
DPRK of refined petroleum products is by territory as opposed to possession and does not 
differentiate between temporary and permanent transfers, or under whose control the items will be 
after transfer. 

14. According to Global Trade Atlas data, the Democratic People’s Republic of Korea imported 
$20,946,917 of refined petroleum products during the last three months of 2017. Starting from 2018, 
pursuant to paragraph 5 of resolution 2397 (2017), all Member States are prohibited from supplying, 
selling or transferring refined petroleum products to the Democratic People’s Republic of Korea 
over 500,000 barrels in total. Since January 2018, China and the Russian Federation have notified 
to the Committee on their supply, sale or transfer of refined petroleum products to the Democratic 
People’s Republic of Korea. Although in paragraph 5 of resolution 2397 (2017) the cap was set using 
barrels as the unit of measurement, the unit to be used by Member States in their required 
notifications was not stipulated. The figures in table 14 from China after April are based solely on 
Member State reporting to the Committee. 167 


167 According to the General Administration of Customs database centre, China Customs ceased reporting trade data on 
individual countries as from 1 April 2018 and Chinese Customs information web pages issued three web announcements 
on 23 May, 20 June and 20 July, each stating that the publication of customs statistics for [each month] has been 
temporarily suspended owing to technical reasons. See http://haiguan.info/noted395.aspx, 
http://haiguan.info/noted396.aspx and http://haiguan.info/noted397.aspx. See also http://english.customs.gov.cn 
/newsroom/statistics (accessed 30 July 2018). 
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Table 14 

Data from Member States’ notifications to the Committee pursuant to paragraph 5 (a) of 
resolution 2397 (2017) 

(Tons) 


Month in 2018 

China 

Russian Federation 

Total 

January 

201.380 

368.240 

569.620 

February 

1 392.350 

1 882.562 

3 274.912 

March 

2 438.990 

1 897.579 

4 336.569 

April 

437.460 

4 293.472 

4 730.932 

May 

1 451.410 

1 286.138 

2 737.548 

June 

1 507.900 

1 570.444 

3 078.344 

July 

903.870 

576.126 

1 479.996 

August 

2 725.810 

1 369.497 

4 095.307 

September 

1 814.600 

1 859.283 

3 673.883 

October 

1 886.890 

3 777.731 

5 664.621 

November 

2 928.870 

3 377.243 

6 306.113 

December 

1 510.870 


1 510.870 

Total 

19 200.400 

22 258.315 

41 458.715 


Source: https://www.un.org/securitycouncil/sanctions/1718/supply-sale-or-transfer-of-all-refined-petroleum, 


Crude oil 

16. In Paragraph 4 of resolution 2397 (2017), the Security Council decided that all Member States 
should prohibit the direct or indirect supply, sale or transfer of crude oil to the Democratic People’s 
Republic of Korea exceeding 4 million barrels or 525,000 tons, unless the Committee approves in 
advance on a case-by-case basis for a 12-month period after the date of adoption of the resolution, 
22 December 2017. Pursuant to the reporting clause contained therein, the Russian Federation 
reported that there were no declarations or exports of crude oil to the Democratic People’s Republic 
of Korea from January to June 2018, and China reported that the amount of the supply of crude oil 
by China to the Democratic People’s Republic of Korea was 150,500 tons from December 2017 to 
February 2018; 147,900 tons from March to May 2018; 108,500 tons from June to August 2018; and 
118,100 tons from September to November 2018. 


Recommendation 

17. The Panel recommends that the Committee agree upon a single conversion rate between 
tons and barrels for all refined petroleum products and specify the ton measurement referred 
to in the resolutions. 
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Annex 22: Angola’s reply to the Panel 



Permanent Mission of 

The Republic of Angola to the United Nations 

820 Second Avenue. 12th Floor, New York, NY 1001? 
Tel; (2121 <61-56.16 f pine <2l2>86?-9?95 


Ref. No. 8/2018-159 


The Permanent Mission of the Republic of Angola to the United Nations presents 
its compliments to the Coordinator of the Panel of Experts established pursuant to 
Resolution 1874 (2009) and has the honor to submit herewith the additional information 
to the Republic of Angola's report on the implementation of United Nations Security 
Council Resolution on Democratic People’s of Korea (DPRK). 


The Permanent Mission of the Republic of Angola to the United Nations avails itself 
of this opportunity to renew to the Panel of Experts established pursuant to Resolution 
1874 (2009) the assurances of its highest consideration. 



Mr. HUGH GRIFFITHS 
COORDINATOR 

PANEL OF EXPERTS ESTABLISHED PURSUANT 
TO RESOLUTION 1874 (2009) 

NEW YORK 
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Republic of Angola 
Ministry of External Relations 
Office of the Minister 

ADDITIONAL INFORMATION TO THE REPUBLIC OF ANGOLA’S REPORT ON 
THE IMPLEMENTATION OF UNITED N ATIONS SECURITY COUNCIL 
RESOLUTIONS ON NORTH KOREA 

1) This presentation aims to provide additional information to the Republic of Angola’s 
October 2017 report on the ’Implementation of Security' Council Resolutions 2321 (2016); 
2356 (2017); 2371 (2017) and 2375 (2017). monitored by the Panel of Experts of the 1718 
Sanctions Committee. 

2) We recall that the President of the Security Council Sanctions Committee established 
pursuant to resolution 1718 (2006) acknowledged reception of the aforementioned report 
through N.V. Ref. S/AC.49/2017/OC.278 of 26 December 2017. addressed to the 
Permanent Mission of the Republic of Angola. 

3) Regarding the additional information requested, we would like to put forward the following 
observations: 

a) Regarding the additional information requested by the United Nations Security 
Council’s Pane] of Experts on the situation of the DPRK diplomat, Mr. JON YONG 
CHOL, Third Secretary' at the Embassy of the Democratic Popular Republic of Korea 
Embassy , we inform that he left the Angolan territory on April 20 2017 on an Emirates 
Airlines flight EK792 (See in Annex). 

b) Regarding the reduction of diplomatic and administrative staff at the DPRK Embassy 
in Angola, we would like to inform that the staff was drastically reduced from 12 
diplomats in 2016-2017 to 6 diplomats currently. 

c) Administrative and technical staff was reduced from 13 in 2016-2017 to 3 members of 
staff currently (See the list from the State Protocol Directorate in Ann ex) 

d) Regarding the supposed delegation of military advisers composed by 80 advisers from 
the DPRK which traveled from Angola to Mozambique, we are not aware of any 
movement or travel by military advisers from the DPRK from Angola to Mozambique 
in 2017. 


172/396 


5-01704 




S/2019/171 


e) As notified in Angola's report on the implementation of resolutions to 2321(2016); 
2356(2017); 2371(2017); and 2375(2018), a total of 152 citizens from the DPRK left 
the Angolan territory on November 18, 2017, among whom were the Board of 
Directors, cadres and employees of the Mansudae Overseas Project Group of 
Companies—the latter under sanctions imposed by the UN and listed in Annex II of 
Resolution 2371(2017). 

It should be mentioned that the Republic of Angola has rigorously fulfilled its responsibility’ 
regarding the exit of DPRK citizens from national territory. In this context, the responsibility of 
the Angolan authorities in relation to foreign nationals ends the moment they leave national 
territory. 

We are certain that the answers presented will help enlighten the Security Council Sanctions 
Committee's Panel of Experts on the DPRK about any pending questions from Angola’s second 
report on the implementation of Resolutions 2321(2016); 2356(2017); 2371(2017) and 
2375(2018), submitted on 21 December 2017. Angola defends the importance of main taining 
Peace, Security. Stability and Prosperity in the Korean Peninsula region and has strictly abided the 
decisions and resolutions adopted by the United Nations Security Council on the matter. 


MINISTRY OF EXTERNAL RELATIONS, Luanda, August 16,2018. 
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repObuca de angola 

MIN1STF.RIO DAS RELATES EXTERIORES 

direccAo geral do protocolo do estado 


LIST A ACTUALIZADA DOS AGENTES DIPLOMATICOS E 
FUNCIONARIOS ADMINISTRA II VOS, CONJUGES E F1LUOS DA 
EMBAIXADA DA R. P. D. DA CORETA ACREDITADA EM 
ANGOLA. 

DE: DIRECCAO GERAL DO PROTOCOLO DO ESTADO 
CADASTRO 

I KLM HVON 1L -EMBAIXADOR. 

2. KANC MYONG OK -EMBA1XA7R1Z. 

2. KIM CHOL SU -CONSELHEIRO. 

4. KIM SUN YONG - ESPOSA DO CONSE1 HEIRO. 

5. KIM JUNG HYON - FILHO DO CONSELHEIRO. 

6. KIM JUNG GYONG - FILHO DO CONSELHEIRO. 

7. M A KYONG1IO - CONSELHEIRO. 

8. KIM CHUN HYE - ESPOSA DO CONSELHEIRO 

9. MAJU MYONG - FILHO DO CONSELHEIRO. 

10. R1KWANG CHAD - ]• SECRETAR10. 

II Rl OK -ESPOSA DOC SECRETARY. 

12. JON Kl HO -2° SECRETARIO 

13. KIM RYON JONG -ESPOSA DO 2° SECRET ARIO 

14. JO SONG CHOL - 2° SECRET ARIO 

15. KIM KUM ni l - ESPOSA DO 2 u SECRTARIO 

16. JO WON RYONG - FILHO DO 2° SECRfcTARIO. 

17. SONG CHOL - FUNCIONARIO ADMTNISTRATIVO. 

18. RI YONG GWAN - FUNCIONARIO A DM IN I STRATI VO. 

19. Rl YONG IL - FUNCIONARIO ADMINTSTRATIVO. 

20. SO SU OK - ESPOSA DO FUNCIONARIO ADM1NISTRATIVO 

21. Rl JU RYON -FILHA DO FUNCIONARIO ADM fNISTRATIV0. 

22. JANG KUM SUK - ESPOSA DO FUNCIONARrO ADMINISTRATTVO. 


I «i an da aos 27 de Novembro dc 2017 


174/396 


5-01704 



S/2019/171 



repOblica be angola 

MINISTERS DAS RELAQOES EXTERIORES 
DirccfSo Getal do Protocolo do Estado 


EMI 

aixada da repCblica popular e democrAtica 

DA CORE1A (NORTE) 


N. 

01 

TITULAR 

CATEGORIA 

TIPOBE 

CARTAO 

MISS AO 

2. 

VIA 

PRORROGACAO 

DEVOLUCAO J 

KIM HYON 1L 

EMBAIXADOR 

D 

03/10/2013 




02 

KANO MYONG OK 

EMBA1XATRIZ 

D 

03/10/2013 





CONSELHEIRO 

D 

06/10/2016 



04 

OS 

KIM SUN YONG 

ESP. CONSELHEIRO 





KIM JUNG HYON 

F1L. CONSELHEIRO 

D 

06/10/2016 




KIM JUNO O': 

FIL. CONSELHEIRO 

D 

06/10/2016 




'oT - 

M A K YON O’ HO 

CONSELHEIRO 

B 

20/10/2016 




08 

[ KTM CHUN HYE 

t~ESP. CONSELHEIRO 

D 

20/10/2016 



-- 

109 

1 MAJU MYONG 

FIL. CONSELHEIRO 

D 

20/10/2016 




R1 KWANG CHAF, 

LSECRETARIO 

D 

12/09/2015 




n 

I RIOK 

ESP .1° SECRETARIO 

D 

12/09/2015 


-- 


12 

13 

JON KJ HO 

KIM RYON JONG 

V SECRETARIO 

ESP. T SECRETARIO 

D 

08/07/2015 

08/07/2015 


— 

— 

14 

JO SONG CHOL ' r SECRETARtO 

D 

23/08/2017 



15 

KIMK1IM HUI 1 ESP. 2''SECRTARIO 

D 

23/08/2017 i 




'JO WON RYONG | FIL 2" SECRETARIO D 

1 23/08/2017 | 


--i 


Source: Member State 
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Annex 23: The Panel’s letter to Iran 


United Nations Nations Unies 


HEADQUARTERS 



reference : s/AC.49/2018/PE/OC.359 


29 November 2018 


Excellency, 

I have the honour to write to you with regard to ongoing efforts of the Panel of Experts 
established pursuant to United Nations Security Council resolution 1874 (2009) to gather, 
examine and analyse information regarding the implementation of the measures imposed on the 
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 
1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016) and 2356 (2017), 2371 (2017), 
2375 (2017) and 2397 (2017), in particular incidents of non-compliance. 

According to a Member State, the DPRK has its most lucrative arms-related trade with 
the Syrian Arab Republic and Iran. The Member State has informed the Panel that two United 
Nations designated entities, the Korea Mining Development Technology Corporation and Saeng 
Pi’l (aka Green Pine Associated Corporation) maintain offices in Iran and that these offices are 
active. 

In addition, the Member State informed the Panel that one pattern recently observed is of 
DPRK nationals on flights between Tehran and Dubai whereby these individuals return to Tehran 
within 24 hours. The assessment is that these individuals are cash couriers. 

In this regard, the Panel recalls the evidence and information derived from airline 
companies, various Member States and the United Nations Security Council regarding KOMID 
officials Mr. Kim Yong Choi (passport number 472310168) and Mr. Jang Jong Son (passport 
number 563110024) 168 (see Annex 1) resident in Iran and accredited as diplomats at the DPRK 
embassy in Tehran until their removal in 2016, and their frequent visits to Dubai as well as 
various locations in Pakistan. 169 The Panel’s letter to Iran dated 
25 November 2015 (S/AC.49/2015/PE/OC.791) noted that these two individuals flew Tehran- 
Dubai more than 282 times between 21 October 2012 and 5 October 2015, a pattern that 
continued into 2016. 


68 See Table 8, S/2017/150, p.68-69 

69 See Tables 8 and 9, S/2017/150, p.68-69 
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The Panel also notes as indications of previous cooperation between Iran and the 
designated entities KOMID and Green Pine Associated Corporation the visits by KOMID 
President Kang Myong Choi (see Annex 1 for passport) to Iran from Dubai from 16 to 25 
December 2013 170 and Green Pine Association Corporation President Ri Hak Choi between 6 
and 10 October 2014. 171 

As a number of the individuals listed above and featured in Annex 1 together with other 
KOMID and Green Pine Associated Corporation representatives are known to have acquired new 
passports and/or false identities, the Panel: 

• Kindly reiterates its request contained in its letter of 31 October 2017 

(ref. S/AC.49/2017/PE/OC.918) (see Annex 2) requesting names and passport 
numbers of DPRK diplomats accredited in Iran; 

• Kindly reiterates its request contained in its letter of 12 October 2017 
(ref. S/AC.49/2017/PE/OC.678) (see Annex 3) requesting immigration and visa 
checks and information on 78 DPRK nationals and others under investigation by 
the Panel; 

• In light of the lack of a substantive response from Iran on the above matters for 
more than 12 months and in light of the recent information provided by a Member 
State, the Panel is now requesting copies of the relevant passport pages of all 
DPRK diplomats accredited in Iran; 

• A full list of all other DPRK nationals residing in, or working in Iran, together with 
copies of their passports, and 

• A full list of DPRK entities and companies operating in Iran, their contracts with Iranian 
military and/or civilian institutions and entities, para-statal companies and private 
institutions. 

As the Panel intends to report on this case in its next report to the Security Council, we would 
be most grateful for any information to be supplied within one month of the date of this letter. The 

Panel may name your country in our reporting and would therefore appreciate a reply from your 

country in order to consider reflecting your views in our next report. 

Should you wish to discuss this request or any follow-up matters, please c ontact the Panel 
via Mr. Hugh Griffiths (email: and Mr. Olaf 

Andrieu (^ 

Please accept, Excellency, the assurances of my highest consideration. 


170 Flight and ticket records held on file by the Panel 

171 In our letter dated 29 August 2016, reference number S/AC.49/2016/PE/OC.659, the Panel wrote to Iran requesting information 
on Mr. Ri Hak Choi’s activities in Tehran between 6-10 October 2014 but received no substantive response. 
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/r 4 - 

Hugh Griffiths 

Coordinator of the Panel of Experts established pursuant 
to Security Council Resolution 1874 (2009) 


Annex 1: Copies of multiple DPRK diplomatic passports previously used by KOMID and 
Green Pine Associated Corporation officials while accredited in Iran, travelling to Iran or 
travelling between Tehran and Dubai 

Annex 2: Panel letter of 31 October 2017 (ref. S/AC.49/2017/PE/OC.918), requesting names 
and passport numbers of DPRK diplomats accredited in Iran 

Annex 3: Panel letter of 12 October 2017 (ref. S/AC.49/2017/PE/OC.678), requesting 
immigration and visa checks and information on 78 DPRK nationals and others under 
investigation by the Panel. 
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PDPRKKIH<<YONGCMOL<<<<<<<<<<<<<<<<<<<<<<<<<< 
4723101688PRK6202183H1709263<<<<<<<<<<<<<<<0 


Jang Yong Son: UN designated KOMID representative formerly accredited to DPRK Embassy 
in Tehran 



PDPRKJANG<<YONGSON<<<<<<<<<<<<<<<<<<<<<<<<<< 
5631100246PRK5702206H1801145<<<<<<<<<<<<<<<8 
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Kang Myong Choi: KOMID President who visited Iran 
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Annex 24: Iran’s reply to the Panel 



Permanent Mission of the Islamic Republic of Iran to the United Nations 


622 INfd Awe New Yorti, NY 10017 mn iran-UN.orj Tel *1(212)687-2020 Fex:**.(212)a67-7086 E-mail: lran@un irt 


In the name of God. the most Compassionate, the most Merciful 


No. 106192. 


19 December 2018 


Dear Sir, 


1 am writing in response to your letter dated 29 November 2018 
(S/AC.49/2018/PE/OC.359) with regard to (he information submitted by a Member State to the 
Panel against the Islamic Republic of Iran in relation to the implementation of the measures 
imposed on the Democratic People's Republic of Korea (DPRK) by Security Council resolutions 
1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016). 2321 (2016) and 2356 
(2017), 2371 (2017), 2375 (2017) and 2397(2017). 

Contrary to claim of the above-mentioned Member State, there is no military cooperation 
or arms trade between the Islamic Republic of Iran and the DPRK. In fact, such a baseless 
allegation is a desperate politically motivated attempt against a founding Member of the 
Organization, abusing a United Nations mechanism that ought to be impartial and professional. 

According to the latest available data and a recently held review, no entity or individual, 
designated pursuant to the relevant resolutions of the Security Council on the DPRK, is present 
or active in the Islamic Republic of Iran. 

Accordingly, the Korea Mining Development Technology Corporation and Sacng Pi'l 
(aka Green Pine Associated Corporation) have no office or activity in Iran. 

Turthermore, there are no DPRK nationals residing in the Islamic Republic of Iran other 
than its diplomats. 

The activities of the DPRK diplomats accredited to the Islamic Republic of Iran have so 
far not been in contradiction with the provisions of relevant conventions or resolutions of the 
Security Council on DPRK. 

Die Government of the Islamic Republic of Iran strongly advises the Panel of Experts to 
avoid the inclusion of such unfounded accusations in its report. The Panel, in line with its 
mandate and the principle of professionalism, is expectc 


Please accept the assurances of my highest consi 



_.—Ambassador 

and Charge d’Affaires 


Hugh Griffiths 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 
United Nations New York 
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Annex 25: Guicopres correspondence 



Conakry, !e 10 D4cembre 2018 


A 

UNITED NATIONS SECURITY COUNCIL PANEL OF EXPERTS 
ESTABLISHED PURSUANT TO RESOLUTION 1874 (2009) 

NEW YORK 

A Tattention de Monsieur Hugh Griffiths 


N°120/PDG/GUICO/2018 

Objet : Votre Courrier R6f S/AC.49/2018/PE/OC.362 


Monsieur, 

Nous avons I'honneur d'accuser reception de votre courrier cit6 en objet et vous 
remercions pour les informations. A cet egard, nous vous infbrmons que les coreens 
ont ete sollicites par nous pour I'etude d'avant-projet mais que les travaux de levees 
topographiques ont et£ realises par les ingenieurs guineens et frangais. 

II n'a jamais ete question done d'une collaboration ou d'un partenariat avec Nam 
Nam sur ce projet, mais plutbt d'une prestation ponctuelle de service payable a la 
tache. 

Dans le souci du respect de I'embargo des Nations Unies contre la Republique 
Democrabque et Populaire de Coit*e, nous avons pris des dispositions notiflant I'arret 
de toute collaboration avec NAM NAM. 

L'entreprise Guicopres respectueuse des Accords internationaux ratifies par ie 
Gouvemement guinben, ne derogera pas aux decisions des Nations Unies auxquelles 
nous adh^rons pleinement 

En vous souhaitant par avance bonne reception du present courrier, le Groupe 
Guicopres reste a votre disposition pour toute information comptementaire utile a 
votre comprehension. 

Veuillez agreer, Monsieur, ('expression de notre consideration distinguee. 


Kerfalla CAMARA 
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Translated from French 


Groupe Gmcopres 
Conakry. 10 December 2018 
No. 120/PDG/GUICO/2018 


Re: Your letter & AC.49/2018.PEOC.362 
Sir, 


We have the honour to acknowledge receipt of your letter and thank you for the 
information contained therein. In that regard, we wish to inform you that while we commissioned 
the pilot study from the Koreans, the topographic mapping was earned out by Guinean and French 
engineers 

At no time, therefore, has there been any form of collaboration or partnership with Nam 
Nam on this project. Rather, that company was paid for a one-off service. 

With a view to ensuring compliance with the United Nations embargo on the Democratic 
People's Republic of Korea, we have taken steps to notify the cessation of all collaboration with 
that company. 

Gmcopres respects the international agreements ratified by the Government of Guinea and 
has no intention of contravening United Nations decisions, to which we fully subscribe. 

Trusting that this letter finds you well Groupe Gmcopres stands ready to provide any 
further information you may require 

Yours sincerely. 


( Signed ) Kerfalla Camara 
Chief Executive 


Mr. Hugh Griffiths 

Coordinator of the Panel of Experts established pursuant to Security Council resolution 1874 
(2009) 

New York 
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De°!'OJaf-Charle5-Robert-$o4o§y 



12(J4^r)^-2018- 16:144- 

A‘^ j BaneoutaJ3Jlhnl-< info@groupe-guicopres.com >4- 1 




|,-Guinea-* 


,-Hugh- 


Grffiths-^ 

9£i^ 0 :'RE:-Outgoing--Communication-#-362-from-the-Panelof-Expertson-the-E>emocratic-People , s- 
Republic-ofKorea-(DPRK}-to-GUICOPRESH 
A rintentior de Monsieur j^^ll^;CarraraT 
President-Directeur-General! 

Groupe-§yip9j^1 

h 

Monsieur! 

T! 

Lep3nel-d'expertrattache-au-comite-1718-du-Conseil-de-Securite-des-Nations-Unies-vous-remerde-pour- 
\ratrereponse-(No-120/PDG/GUICO/2018)a-sa-lettredu-03-decembre-2018-(S/AC.49/2018/oc.362).! 

J'ai-l'honneur-de-poursuivre-cette-correspondance-comme-expert-de-ce-panel-que-j'aiTejointau-mois-de- 
mai-2018-apres-uneTonguecarriere,pour-prendre-encharge-les-problematiques-liees-a-la-prol iteration- 
des-armes-et-enparticulier-les-Armes-de-Destruction-Massive-(Missile,-Nucleaire r -Biologique,-Chimique).l 

!l 

Je-vous-exprime-notre-reconnaissance-pour-les-mesures-prises-parTe-groupe-que-vous-dirigez-pour-se- 

mettre-en-conformite-avec-les-resolutions-du-Conseil-de-Securite.-! 

'I 

Afinde-completernos-informations-sur-la-compagnie-Nam-f^p-gQQgiy^jiygGeneral-ggQy^jiiy.-nous- 

vous-serionsaussireconnaissantde-sonder-votre-personnel-sur-les-questions-suivantesetde-bien- 

vouloirnous-en-transmettre-lesreponses-dans-la-mesure-du-possible-d'icilA-jours 8 :! 

*! 

1. -* Comment,-oii-et-quand-vos-employes-ont-ils-sollicite-lapartiecoreenne'PEnparticuliercela- 

s'estHi passe-a-Conakry-ou-en-Sierra leone'?! 

2. -*Pouvez-vous-nous-communiquer-les-noms,-adresses,-numeros-de-telephonesdes-Nord5-Coreens- 

contactes-ainsi-que-ceux-de-la-societe-Nam-|^(pJ?! 

3. -*Vousmentionnezdans-votre-reponseque-lesattentes-de-votregroupe-vis-avis-de-Nam-5^(R; 

auraient-ete-plutot-« , ties-prestations-ponctuellesde-servicepayable-a-la-tache s ».En- 
roccurrence.-serait-il-possible-de-nous-transmettre-les-copies-des-documents-relatifsauxoffres,- 
contra tseventuels,-emails,-et-autres-correspondancesenreiation-avecla-partie-Nord-Coreenne.! 
Ti 

Au-nom-du-coordinateurdu-Panel-Hugh-Griffiths,-je-vous-remerciepour-votrecooperationehvousprie- 
Monsieur-le-President-Directeur-General,-d'agreer rexpression-de-ma-consideration-distinguee. ! 

1 

Olaf-Andrieu! 

Member.-Panel-of-Experts! 

Established-pursuant-to-resolution-1874-{2009)l 

Unit ed-Nations-Securi ty-Council! 

Tel 



https://www.un.org/sc/suborg/en/sanctions/1718/panel experts/work mandate ! 


185/396 





S/2019/171 



Conakry, le 20 Decembre 2018 


A 


MONSIEUR OLAF CHARLES ROBERT ANDRIEU 


Member, Panel of Experts 

Established pursuant to resolution 1874 (2009) 
United Nations Security Council 


N*121/PDG/GUICO/2018 

Objet: Votre Courrier du 12 Decembre 2018 

Monsieur, 

Nous avons I'honneur d'accuser reception de votre courrier date du 12 / 12/2018 
soliicitant des details sur les questions que vous y avez Indiquees et vous remercions 
de bien vouloir noter que : 

Nous n'avons contacte les travailleurs coreens qu’a ('occasion de la preparation du 
dossier de consultation pour la construction du camp de Freetown. 

Nous confirmons que ceux-ci n'ont travaiile avec nous que quelques jours dans le 
cadre des etudes d'avant-projet puis nos ing£nieurs geometres et topograpnes ont 
pris le relai. 

Nous retterons que rvotre collaboration a pris fin d ce stade. 

veuiliez agr^er, Monsieur, I'expression de notre consideration distingu^e. 


Kerfalla CAMARA 



bmi 



186/396 


5-01704 








S/2019/171 


1«22»1E_1 

Translated from French 

Groupe Guicopres 

Soaete Anonyme au Capital de 500 000 000 GNF RCCM/GC-KAL-M2/027 105/2009 
Headquarters Rue KA003 Almanhyah - Commune of Kaloum. 4063 Conakry. Republic of 

Guinea 

Tel: +224 655 440000 - E-mail: info a groupe.guicopres.com Website: www groupe- 

guicopres com 

Conakry-. 20 December 2018 

No. 121 /PDG/GUICQ/2018 

Subject. Your letter of 12 December 2018 


Sir, 


We have the honour to acknowledge receipt of your letter of 12 December 2018, m which 
you requested details on various issues, and we ask that you kindly note the following. 

We only contacted the Korean workers during the preparation of the consultation file for 
the construction of the Freetown camp 

We can confirm that the}' only worked with us for a few days m die context of the pre- 
feasibility studies, and then our surveyors and topographers took over 

We reiterate that our collaboration ended at that stage 

Please accept Sir. the assurances of our highest consideration. 

( Signed) Kerfalla Camara 
Chief Executive Officer 


Mr. Olaf Charles Robert Andrieu 

Member. Panel of Experts established pursuant to resolution 1874 (2009) 
United Nations Security Council 


Source : The Panel 
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Annex 26: The Panel’s letter to Sudan 


United Nations 


NationsUnies 


HEADQUARTERS • SIEGE NEW YORK, NY 10017 


United Nations Security Council Panel of Experts established 

PURSUANT TO RESOLUTION 1874 (2009) 


reference : s/AC. 49/2018/PE/OC.305 

REFERENCE 

28 November 2018 


Excellency, 

I have the honor to write to you with regard to ongoing efforts of the Panel of Experts 
established pursuant to United Nations Security Council resolution 1874 (2009) to gather, 
examine and analyze information regarding the implementation of the measures imposed on the 
Democratic People’s Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 
1874 (2009), 2087 (2013), 2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 
2375 (2017) and 2397 (2017), in particular incidents of non-compliance. 

The Panel is requesting additional information and documentation from Sudan based on the 
information supplied by Sudan in its 26 November 2018 letter to the 1718 Committee (see Annex 1) 
and in its National Implementation Report to the Committee dated 27 June 2018 and published on 14 
August 2018 (see Annex 2). 

In your 26 November 2018 letter to the Committee you state that: 

“The Military Industry Cooperation (sic) has never dealt with a company named “KOMID” 
and has been dealing with a company named “Future Electronic Company (FEC). All deals with the 
latter were signed and paid in Sudan. The Military Industry Cooperation (MIC) has never received any 
shipment from North Korea. All shipments were from other countries” (see Annex 1). 

In your annex to your 27 June 2018 letter (National Implementation Report) you state: 

“Further to inspection and verification, the Government of the Sudan has cancelled the contract 
between the Future Electronic Company and Sudan Master Technology and brought an end to the 
companies’ cooperation as of 15 July 2017.” 

His Excellency 

Mr. Omer Dahab Fadl Mohamed 

Permanent Representative of the Republic of the Sudan 
to the United Nations 
New York 
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In this regard, the Panel kindly requests the following documentation: 

1) A copy of the contract(s) between the “Future Electronic Company” and “Sudan Master 
Technology” aka Sudan Master Technology Engineering Corporation; 

2) A copy of the contract(s) between the “Future Electronic Company (FEC)” and the “Military 
Industrial Cooperation MIC Sudan” aka Military Industrial Corporation (MIC) of Sudan 172 ; 

3) A copy of the order(s)/decrees/correspondence nullifying the contract(s) with the above- 
mentioned Sudanese and DPRK entities; 

4) A list of the staff of the” Future Electronic Company” that includes their names, all known 
aliases, passport numbers (all passport numbers used by each individual) and copies of their 
passports (all passports used by each individual together with departure evidence of these 
persons showing expulsion and final departure from the territory of Sudan 173 ; 

5) Details of the bank account(s) of Future Electronic Company in Sudan together with a list 
of transfers to and from that bank account for the period 2013 -2018, including data on 
foreign account numbers to which funds were transferred; 

6) All documentation associated with UN designated DPRK entities, or other entities that may 
have operated as front companies on their behalf, including: Korea Mining Trading 
Development Corporation (KOMID), Tanchon Commercial Bank (TCB), Future 
Electronic Company, Chongryong Technology Trading Corporation and Chosun 
Keumcheong Technology General Trade Corporation that have been the subject of Panel 
requests to Sudan from December 2015 until November 2018 (see Annex 3); 

7) Your 26 November 2018 letter states that regarding Future Electronic Corporation “Sudan 
never received shipments from North Korea. All shipments came from other countries.” The 
Panel notes that DPRK arms brokering activities, whether the arms originate from the DPRK 
or not, is prohibited under resolutions 1874 (2009) and clarified further in paragraphs 6 and 
7 of resolution 2270 (2016). The Panel kindly requests copies of all documentation for 
shipments of arms-related goods prohibited by the resolutions that were brokered or 
transferred to Sudan as part of contracts with Future Electronic Company (FEC) and any 
other DPRK-related entity irrespective of whether such goods originated from the DPRK or 
“other countries”. 


172 The spelling of this entity in the 29 November 2018 letter is incorrect. The correct name of the Sudanese military company that 
has cooperated with the DPRK is the Military Industrial Corporation (MIC) of Sudan with the following website: 
http://mic.sd/en/home/homepage. Please see Panel letters Panel of 2 January 2018 (ref. S/AC.49/2018/PE/OC.01) for additional 
information on MIC. 

173 According to the National Implementation Report (NIR) dated 14 August 2018 sent by Sudan to the Security 
Council 1718 Committee, Sudan stated that “In the light of paragraph 3 above, the Sudanese Government 
expelled the staff of the aforementioned company and prohibited them from entering the Sudan. The last of the 
staff members left on 12 August 2017.” 
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Please note that the Panel is investigating all of the above in an effort to better identify the 
overseas DPRK-related networks that continue to violate the Security Council resolutions with regard 
to the DPRK in African and Middle Eastern Member States; 

Thank you for clarifying the situation with regard to Mr. Hussein Al-Ali’s attempt to offer his 
services to Military Industry Corporation (MIC). His failed attempt is noted and your information on 
this individual will be reflected in our next report. 

Regarding questions 1 -7, as the Panel intends to report on these matters in its next final report 
to the Security Council, we would be most grateful for any information to be supplied within one month 
of the date of this letter . 

Should you or your designated representative wish to discuss this request or any follow-up 
matter s, please contact the Panel v ia Mr. Hugh Griffiths (email: 

and Mr. Olaf Andrieu (email: ^ 

Please accept, Excellency, the assurances of my highest consideration. 



Hugh Griffiths 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Annex 1: Letter from Sudan to the 1718 Committee of 26 November 2018 
Annex 2: Extract from Sudan National Implementation Report 
Annex 3: Letters from the Panel to Sudan of 

- 13 June 2018 (ref. S/AC.49/2018/PE/OC.140) 

- 2 January 2018 (ref. S/AC.49/2018/PE/OC.01) 

- 17 July 2017 (ref. S/AC.49/2017/PE/OC.324) 

- 11 November 2016 (ref. S/AC.49/2016/PE/OC.950) 

- 29 September 2016 (ref. S/AC.49/2016/PE/OC.852) and 

- 4 December 2015 (ref. S/AC.49/2015/PE/OC.815) 
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Annex 1: Letter from Sudan to the 1718 Committee of 26 November 2018 


Republic of the Sudan 

Permanent Mission to toe United Nations 
New York 

No: SUN/552/18 





The Permanent Mission of the Republic of the Sudan to the United Nations 
presents its compliments to the United Nations Security Council Committee 
established pursuant to Resolution 1718 (2006) and has the honour to refer to 
paragraph (75) of the report of the Panel of Experts issued on August 2018, which 
included a number of inquiries concerning alleged Sudan's dealing with North 
Korean companies and citizens. In this respect, the Mission has the honour to 
convey the following: 

1. The Military Industry Cooperation MIC (Sudan) has never dealt with a 
company named "KOMID”. and it has been dealing with company named "Future 
Electronic Company (FEC) All deals with the latter were signed and paid in 
Sudan. The Military Industry Cooperation (MIC) Sudan has never received any 
shipment from North Korea. All shipments were from other countries. 

2. Mr. Kim Song Choi entered Sudan in 2013 and in 2016. using different 
names, and left in May 201 7. He has not entered the Sudan since that date due to 
the travel ban imposed on him by the competent authorities. 

3. Mr. Hussein Al-Ali had offered his services in 2008 to MIC (Sudan) but 
MIC did not meet him or develop any cooperation with him. 

4. No documents were found about the name Mr. Kotai Hun and verification 
is ongoing. 

The Permanent Mission of the Republic of the Sudan to the United Nations 
avails itself of this opportunity to rencov to the United Nations Security Council 
Committee established pursuant to Resolution 1718 (2006) the assurances of its 
highest consideration. 
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Annex 2: Extract from Sudan National Implementation Report 

S/AC.49/2018/98 


Annex to the letter dated 27 June 2018 from the Permanent 
Representative of the Sudan to the United Nations addressed to the 
Chair of the Committee 

[Original: Arabic] 

Report of the Sudan on the implementation of Security Council 
resolutions 1718 (2006), 1874 (2009), 2087 (2013), 2094 (2013), 

2270 (2016), 2321 (2016), 2371 (2017), 2375 (2017) and 2397 (2017) 

Further to the resolutions of the Security Council concerning the Democratic 
People's Republic of Korea, namely, resolutions 1718 (2006), 1874 (2009), 2087 
(2013), 2094 (2013), 2270 (2016), 2321 (2016), 2371 (2017), 2375 (2017) and 2397 
(2017), the Government of the Sudan wishes to provide the following information: 

1. In its note verbale dated 19 June 2017 addressed to the Chair of the 
Security Council Committee established pursuant to resolution 1718 (2006) 
(S/AC.49/2017/73), the Permanent Mission of the Sudan to the United Nations stated 
that the Government of the Sudan had informed all relevant governmental authorities 
and individuals of the provisions of the above-mentioned resolutions, placing 
particular emphasis on paragraph 40 of Security Council resolution 2270 (2016) and 
subsequent resolutions prohibiting commercial or military interaction with any 
entities or bodies affiliated with the Democratic People's Republic of Korea. 

2. The Government of the Sudan has established a national team comprising 
all relevant agencies to follow up on implementation of the Security Council 
resolutions concerning the Democratic People’s Republic of Korea and prepare 
national implementation reports for submission to the Committee. 

3. Following investigation and verification, the Government of the Sudan 
cancelled the contract between the Future Electronic Company and Sudan Master 
Technology, and brought an end to the companies' cooperation as of 15 July 2017. 

4. In the light of paragraph 3 above, the Sudanese Government expelled the 
staff of the aforementioned company and prohibited them from entering the Sudan. 
The last of the staff members left on 12 August 2017. 

5. The Government has added the list of banned individuals compiled by the 
Committee to its no-entry lists. It has circulated those lists to Sudanese embassies and 
points of entry into the country. 

6. The countries do not have resident diplomatic representation. The Sudan 
covers the Democratic People's Republic of Korea from its embassy in Beijing, while 
the Democratic People’s Republic of Korea covers the Sudan from Addis Ababa. 
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Annex 27: Sudan’s reply to the Panel 

o&A*—*» 


Vn/®VOo-o-: fM 

ft.H/. V*T 

ij*A><a 4iaJ (ji) »OaJL»H 4-ail.JI Aiull (_j.1$j 

Axial jLtUll I^jjS (j-oliJl W^A jljillj ^Uc. oLilall (j*Vl 

ta S/AC.49/2018/PE/OC.305 fijh ^ j^j 

jaJl g/uAill AjjA ^JxL*j l!iL» jLl<b A Will IjjS <■. iU-Ti ^lil j t • I A jixijj 

i^Vlj siiVi »j3jFuture Electronic Company *£>>- £* 
jAlic. £j3jj Ajic.'(FEC) AS>ij SMT^lus AS^joj -l*.lj ^ jUal Sic fj .) 
I3A JUajI fJ -i3_j t ^jl jilall (JjUSj 1 22m JiJ^ Cj!2LoSj» wuS Jil jyjjjSLU 

J yic ^l 3a. jj < JA ajy*a ^J-®) X • ) V jSlyJ ) 0 A*jI jj j 34*jl 

(FEC).j (MIC) fcM-sJi ai* uw 

Uj jS Aj *‘> *-« AiauijVI AslS <■ at a j I Ajl ^Jc. Ca jSa. 2Sjj ,7 

£JjUu Aubj^JI Aj Auilij ,jc. jjUall jIjSII v_ta.jAj Ayi» tall AjJo'jLoJjJl 

J (MIC) 1 ,»/>.uill aLa CmU US t (jij*) X. W j*U n 

Ajjj^aa. £*a 4 IruVil ^1 '.<a>1 4_jjljl j*ljl (SMT)A J*■ l‘nH cIiam AS^i 

jjjjj *-'S± Ojiul AilS ^jlIjj A j w .all AilaljLaJjJl LjjjS 

.(& J-)KIM CHOL AtJi JUuI j jloil j3~a US. (tfij^X . > V 


Republic of the Sudan 

Permanent Mission to the United Nations 
New York 


305 EAST 47TH STREET, 4TH FLOOR, NEW YORK. NY 10017 TEL (212) 673-6033 FAX: (212) 573-6160 
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Y • ) V jjL« Y ^ ^jUj (jb^**ll Al.^11 bab b>lfr>ll jj* Aoilaj AjaJ yJj&J .Y' 

babjitlb Alixbil j-» bjljlJL Ajjbj«Jl AajSaJ) bjLaljoi) blLU AjuUJ 

.AaaaJill Aoial JijAj-lil bjjS Ajjj ^ . 4> ^jJc. 

lujj ajljIIiJ y «) v ^5^ Jji (jbjwJl KIM SONG CHOL jlj A 

bale-j-» 7 ~ ■"^ (jlc. Aoilall S^J\ ^ J 122m jJjJaAJ Jj*Jl 

AjUj ijA jl j ^»j. P15/P12 bjl jb!jll JoaIj ^ J-»*j boils <^ill 

b il a-b.^il jj^axJj AolbexclJ biljj bJbSk jLu v . tl'lt A fj-b Y » l 1 

AauiI £blaj J boJA Ia^xj jb_j*Jl (Ja^y fj J Y * W jjb> ^ jjlc. j AolLall 
..£bll J^i.} Sy* mil 4-oili 

Jib AjSaj babL*^ J^ba. (j* Jjjaj ^l ftlja.1 ^Jj flj fZi fl 'O 

Qla^a ^£Ua 11 xiJl jjc. FEC fJJ AjbJl bj^balxoil iJlul£ j Ajkjli jl ,jbj*jJ) 
a j i»>*U Aaiol^iAOill lajjS ^jl ja 1 ja A 1 % .* ,^1 SMT A u.O'^ll b ia.<i ASjb J ,1 

ba^LsSa |j& ojUC- A-plxll ^uaaliall bafrl^xV LiSj A aIIhiaII bala^bil bailS 23j 
,AlalS balabiia bHaA l __yulj ^lail bj^liiaj 

I fl'M-y'i '■ w "-^ A . .-> ji’.l OJA sOabAjI ^ 2 ] ,jb^uul Aj jjj a>1 AajIaII Aaxall ^Ytt Jj 
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\ 


Date: 26/4/2017 


\ 


Dear Mr. Hong 

We have been instructed by our high authority to tell you that you are 
blocked to enter Sudan. This means that you cannot travel to Sudan by using 
your name or any other name. 

This letter will be as official WORINING, accordingly you are asked to 
leave Sudan within one week. 

With best regards 



Amir A. Abdalla 
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From : SMT 
To : FEC Co. 

Date : 15/06/2017 Total Pages: 1/1 

\ 


Subject: Terminatio* of Cooperation 

According to the instructions given to us from our high'authority we 
would like to inform you the following: 

1. All cooperation between SMT and FEC should be terminated by the 

01 n of August 2017. 

2. All the personnel from your side should quit the country by this 

date. 

We shall be ready to give any assistance for the departure of your 
staff. 

3. The contracts which are now running should be concluded before 

that date or otherwise should be stopped and a situation report 
should be made. 

4. We are ready to discuss and settle all outstanding issues between us 

including financial issues. \ 


We are sure that you appreciate our situation and you will cooperate with 
us to settle down all issues arise from this unexpected termination 
necessitated by circumstances completely out of our controL 
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Frame contact 

This frame contract (contract)!* concluded in Khartoum on January 
2013 by and between: \ 

1 Sudan Master Technology Co. ltd. 

A company incorporated under Sudanese law, having Its address in 
SMT Building, Gamhurla Street, Khartoum, Sudan and represented by 
Eng. Hasan Taiha Hasan, hereinafter called (Employer) as First Part. 

2. Future Electronic Company (FEC). a company registered under law of 
PR. of China, having its address Haldian District ,Beij : ng, China 
And represented by Mr. Hung Mar.Bok, passport no. 836ZS8402, 
hereinafter called (contractor) as the Second Part. 

First part and second part collectively called (parties) 

The contractor offer his services to Employer In the field of rehabilitation, 
upgrade, maintenance of eastern Radars, air defense systems, tactical 
communication, maintenance and spare parts and training. \ 

The Employer accepted the said offer, 

Parties agreed their dealings to be governed by terms and conditions of this 
contract 

1. Subject- matter of the contract: 

a) The parties agreed that detailed services and/or supply at each 
field will be performed by purchase ordersand/or contracts 
made by the parties. 

a) The price of each service/ good will be agreed upon on the 
relevant contract/purchase order according to man-hour or 
cost-plus for services and goods respectively. 

b) AIJ payments will be made inside Sudan by the currency agreed 

upon between parties. \ 

2. Obligation of the Employer: 

The Employer will be responsible for reception of the personnel of the 
contractor and their stay, visas, accommodation, local (in land) and 
medical services during their say 
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3. Obligation of the Contractor: v 

a) The contractor will undertake to sell, supply, assemble, educate and 
train (collectively called technical assistance) according to the 
requirements and conditions of each contract. 

h} The contractor will be responsible for shipping the goods to 
Sudanese Sea/Air ports and will responsible for them throughout 
duration of the contract until final Acceptance by Employer, the 
Employer will only be responsible for clearance and transportation of 
goods to the site. 

4. Force Majeure: 

1. Either party shall be released from the discharge of his obligations 
towards the other if, by reason of force majeure, he faces such 
circumstances that make the discharge of his obligations as specified 
in the contract impossible, provided that this should be not due to 
his omission. 

2. When it becomes Impossible to implement the contract within the 
stated schedule by reason of force majeure, the party, who Is under 
the influence of force majeure, shall have the right to postpone his 
contractual obligations for a period specified In the contract; in this 
case the delay in the contract execution shall be deemed to be 
justified. 

3. The party, who is under the influence of force majeure, shall obtain 
within a maximum period of 15 days as from the occurrence of force 
majeure an official document issued by the competent authorities In 
liis country and legalized by the Embassy of the other party and the 
legal Chamber of Commerce , certifying the occurrence and the date 
of force majeure. 

He shall send this document to the other party by registered mail 
within the stated period, and he has to notify him of the .termination 
of foice majeure by the same procedure and within'the same 
periods. 

The dates given in the legalized official documents shall be adopted 
for the determination of the start and end of force majeure. 

2 of 3 .. 
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4 There shall be considered as force majeure sudden circumstances, 
earthquakes, flood, war, whether declared or not, revolutions, civil 
war, riots, strikes. Insurrection, industrial strike and strike in 
transport sector if they entail impossibility of execution of the 
contract or delay in the execution of the contract. 

5. Fluctuation in the prices of raw goods, labor, and foreign currency 
shall not be considered as force majeure. 

5. Confidentiality: 

Purties undertake to keep absolute secrecy as regards the execution of 
this contract and not to release or give any information on it.' 

All documents In connection with this contract should be classified as 
confidential. 

6. Dispute resolution: 

All disputes arising out of interpretation or execution of this contract or 
detailed contracts shall be settled amicably .failing this within one 
month recourse should be made to arbitration under Sudanese laws. 



For Employer For contractor 


Eng. Hasan Talha Hasan Mr. Hong Man Bok 
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Republic of the Sudan 

Ministry of Fort ip Afliir* 

<Me QZtuZeaaxetUiff 






, »2018/5/29 ;y,UI 
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Translated from Arabic 
[Pages 1 and 2\ 

Republic of the Sudan 

Permanent Mission to the United Nations 

New York 

Ref.: sin sin nun/ 56/21/1 


2 January 2019 

The Permanent Mission of the Sudan to the United Nations presents its compliments to the 
Security Council Committee established pursuant to resolution 1817 (2006) concerning the 
Democratic People’s Republic of Korea and refers to its note S/AC.49/2018/PE/OC.305 of 28 
November 2018, by which the Committee requested information regarding the interactions of the 
Sudanese Military Industry Corporation (MIC) with the Future Electronic Company (FEC). The 
Permanent Mission of the Sudan wishes to provide the following information: 

1. A single framework agreement was signed between the companies SMT and FEC. Two executive 
contracts were then signed to provide parts for the project to develop 122mm [weapons] and aerial 
bombs. The contract and its effects were terminated on 15 June 2017. A copy of the contract is 
enclosed. There are no contracts between MIC and FEC. 

2. The Government of the Sudan wishes to state that all activities involving the Democratic 
People’s Republic of Korea have been suspended pursuant to an order issued by the President of the 
Republic of the Sudan on 31 May 2017 (see enclosure). In early June 2017 (see enclosure), MIC and 
the engineering company SMT issued administrative orders freezing all activities with the Democratic 
People’s Republic of Korea and cancelled all contracts concluded with that country. A letter giving a 
warning and notice of expulsion was sent to Mr. Kim Choi (see enclosure). 
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3. On 29 May 2017, a national committee comprising the competent agencies in the Sudan was 
established with a view to following up implementation of the Sudanese Government’s obligations 
under the Security Council resolutions concerning sanctions on the Democratic People’s Republic of 
Korea. 

4. Mr. Kim Song Choi visited the Sudan for the first time in 2013 to follow up implementation of 
the contracts regarding the development of 122mm [weapons]. He then visited a second time to 
oversee some groups that were working to install Russian P12 and P15 radars. He visited the Sudan a 
third time in 2016 under a different name and a new passport in order to request certain financial dues. 
He left in May 2017 and has not entered the Sudan since; his name has been placed on a no-entry list. 

5. There have been no banking transactions, and no transfers have been processed, through bank 
accounts within or outside the Sudan. The financial transactions involving FEC consisted of direct 
payments made locally. 

6. SMT did not receive any shipments from ports in the Democratic People’s Republic of Korea. 
The shipments received through regular clearance procedures consisted of components and 
production parts, not of complete products. 

The Permanent Mission of the Sudan to the United Nations takes this opportunity to convey to 
the Committee the renewed assurances of its highest consideration. 


203/396 



S/2019/171 


[Pages 8 and 9] 

Republic of the Sudan 
Ministry of Foreign Affairs 
The Under-Secretary 

Ref ,/waw-kha ’Ita ’-c/a//public 


29 May 2018 

Order establishing a committee on implementation of the obligations of the Sudan under the 
Security Council resolutions concerning the sanctions imposed on the Democratic People’s 
Republic of Korea 

Given that Security Council resolutions are binding on States Members of the United Nations, 
and in view of the Sudan’s position against the proliferation of nuclear weapons and weapons of mass 
destruction, a committee is hereby established with a view to following up implementation of the 
obligations of the Sudan under the Security Council resolutions concerning the sanctions imposed on 
the Democratic People’s Republic of Korea. Its composition shall be as follows: 

1. H.E. Umar Siddiq, Director-General for International Cooperation and International Affairs - 
chair. 

2. H.E. Muhammad Isa Idam, Director-General for American and European Affairs - member. 

3. H.E. Anas al-Tayyib, Director of the Department of International Law and Treaties - member. 

4. H.E. Siddiq Muhammad Abdullah, Director of the Department of American Affairs - member. 
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5. H.E. Kamal Bashir, Director of the Department for International Organizations - member and 
rapporteur. 

6. The representative of the Ministry of Defence - member. 

7. The representative of the Ministry of Finance - member. 

8. The representative of the Ministry of the Interior - member. 

9. The representative of the Ministry of Commerce - member. 

10. The representative of the Ministry of Higher Education - member. 

11. The representative of the Ministry of Transport - member. 

12. The representative of the National Intelligence and Security Service- member. 

13. The representative of the Central Bank of the Sudan- member. 

14. The representative of the defence industry network - member. 

(a) The committee shall follow up implementation of the obligations of the Sudan under the relevant 
Security Council resolutions. 

(b) The committee shall prepare a national annual report for submission to the Security Council. 

(c) The committee shall have the right to consult whomever it deems appropriate. 

(d) The committee shall submit periodic reports to the Under-Secretary of the Ministry of Foreign 
Affairs. 

This order was issued and signed by me today, on 29 May A.D. 2018 (13 Ramadan A.H. 1439). 

{Signed) Abdulghani al-Na‘im Awad al-Karim 
Under-Secretary of the Ministry of Foreign Affairs 
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Annex 28: Panel’s vessel inspection: ship identity laundering to deceive the IMO 

1. The Panel investigated a case of ship identity laundering whereby a flag of 
convenience vessel previously identified by the Panel as having transported 
prohibited coal shipments removed all identifiers, was provided with new 
documentation and ships’ hooks for classification and inspection purposes and then 
applied for and obtained a new, legal vessel number from the International Maritime 
Organization. The ship in question is the Togo-flagged Talent Ace (IMO number: 
8793873) which was previously the Xin Sheng Hai (IMO number: 9485617). It 
entered the port of Gunsan on 18 January 2018 and was subsequently detained by the 
Republic of Korea pursuant to paragraph 9 of resolution 2397 (2017). 

2. Inspection of the vessel revealed that a new IMO number had been inserted into the 
vessel’s super-structure (figure I) and a complete set of ship documents had been 
provided to allow the vessel to appear as a first-time applicant to legally obtain the 
number. The Talent Ace’s engine and generator serial numbers still matched those of 
the Xin Sheng Hai’s (figure II). 



Source: The Panel 


Figure II: Engine serial number 



Source: The Panel 


3.Inspection of the ship’s bow revealed that the name “Talent Ace ” was painted over 
its former identity (figure III). When informed of the fraud, the International Maritime 
Organization cancelled the IMO number and merged the false identity with that of the 
Xin Sheng Hai. 
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Figure III: “Talent Ace” blacked out and painted over former names 



talent ace 


Source: The Panel 


4.The Talent Ace's operator Wooheng (Hongkong) Shipping appears to be acting on 
behalf of the operator of the Xin Sheng Hai , Liberty Shipping. 174 The Panel has 
identified Liberty Shipping as the operator of other designated vessels as well as 
DPRK-flagged ships, and was itself designated by the United States on 23 February 
2018. 175 The Panel found that the IMO registration address for the vessel’s owner, 
Wynn East Import & Export Trading Pte. Ltd., is the same as that of Wooheng 
(Hongkong) Shipping. 176 The Panel is continuing its investigation. 

Figure IV: Document recovered aboard the Talent Ace showing Wooheng using 

email address of Liberty Shipping, the operator of the Xin Shen Hai 



174 Wooheng (Hongkong) Shipping Co. Ltd uses the email of Liberty Shipping (Libertyshipping@163.com) (see figure IV). which 
has been identified as the operator of other designated vessels, as well as DPRK-flagged ships. 

175 Liberty Shipping was also the operator of the previously designated Karo Bright and the DPRK vessel Sai Nal 2 

176 Registered in Singapore (ID: 201412213D) at: 2 Venture Drive, #11-30 Vision Exchange, Singapore (608526) 
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Annex 29: The Panel’s letter to the Syrian Arab Republic 


United Nations wSm Nations Unies 


HEADQUARTERS 


United Nations Security Council Panel of Experts established 
PURSUANT TO RESOLUTION 18 7 4 ( 2 0 0 9 ) 


reference : s/AC.49/2018/PE/OC.361 


J REFERENCE 

3 December 2018 


Excellency, 

I have the honor to write to you with regard to ongoing efforts of the Panel of Experts established 
pursuant to United Nations Security Council resolution 1874 (2009) to gather, examine and analyze 
information regarding the implementation of the measures imposed on the Democratic People’s 
Republic of Korea (DPRK) by Security Council resolutions 1718 (2006), 1874 (2009), 2087 (2013), 
2094 (2013), 2270 (2016), 2321 (2016), 2356 (2017), 2371 (2017), 2375 (2017) and 2397 (2017), in 
particular incidents of non-compliance. 

The Panel is following up on its letter of 28 June 2018 (ref. S/AC.49/2018/PE/OC. 172) (see 
Annex) to which it has received no reply to date. In addition, the Panel has received information from 
a Member State that: 

• The DPRK is continuing prohibited cooperation with the Scientific Studies Research 
Centre (SSRC) and the Army Supply Bureau (ASB); 

• The DPRK national who replaced Ryu Jin as KOMID representative in the Syrian Arab 
Republic is known as “Kim”. Mr. “Kim” has as his deputy a Mr. Rim Yong Hyok and 
both these individuals work together with Pak Kwang II. 

In addition, the Panel wishes to follow up on its letters of 1 September 2017 
(ref. S/AC.49/2017/PE/OC.378), 5 July 2017 (ref. S/AC.49/2017/PE/OC.308), 21 October 2016 (ref. 
S/AC.49/2016/PE/OC.904 and 905), 9 June 2016 

(ref. S/AC.49/2016/PE/OC. 185) and 5 May 2016 (S/AC.49/2016/PE/OC. 117) as well as your response 
letter of 17 August 2017 (see Annex). 


His Excellency 
Mr. Bashar Ja'afari 

Permanent Representative of the Syrian Arab Republic 
to the United Nations 
New York 
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The Panel wishes to reiterate its request for a full list of the activities undertaken by these 
individuals and all other DPRK nationals in the Syrian Arab Republic, their contracts with 

Syrian companies and institutions, together with copies of their passports, and other relevant 

information as requested in our previous communications. 

The Panel would welcome any other information that you might consider relevant to its work 
as mandated by the Security Council. In addition, the Panel would like to assure you that any 
in formation you may consider confidential can be handled accordingly and used solely for the 
information of the Security Council and the 1718 Committee. 

As the Panel intends to report on this matter in its next Final report to the Security Council, 
we would be most grateful for any information to be supplied within one month of the date of 


this letter . 


Should you or your designated representative wish to discu ss this request or any follow¬ 
up matters, please co ntact the Panel via Mr . Hugh Griffiths (email: mailto:and Mr. 

Olaf Andrieu (email: 

Please accept, Excellency, the assurances of my highest consideration. 



Hugh Griffiths 

Coordinator of the Panel of Experts established 
pursuant to Security Council Resolution 1874 (2009) 


Annex: 


Panel letters of 23 November 2018 (ref: S/AC.49/2018/PE/OC.172), 1 September 2017 (ref. 
S/AC.49/2017/PE/OC.378), 5 July 2017 (ref. S/AC.49/2017/PE/OC.308), 21 October 2016 (ref. 
S/AC.49/2016/PE/OC.904 and 905), 9 June 2016 (ref. S/AC.49/2016/PE/OC.185) and 5 May 
2016 (S/AC.49/2016/PE/OC/117) and Syrian Arab Republic letter of 17 August 2017 
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PERMANENT MISSION OF THE SYRIAN ARAB REPUBLIC TO THE 
UNITED NATIONS 

820 Second Aw., ISh Floor. New York. N. Y. 10017 
Tel: (212) 661-1313 
Fax (212) 983-4439 


PM/2017/32^ 


MOST URGENT 

New York, 17 August 2017 


The Permanent Mission of the Syrian Arab Republic to the United Nations presents 
its compliments to Coordinator of Panel Experts established pursuant to Security Council 
Resolution 1874 (2009) and with reference to the letter no. S/AC.49/2017/PE/OC.308 
dated 5 July 2017, has the honor to inform the following: 

1. The Government of the Syrian Arab Republic has no inter-action with the two 
entities or individuals whose names are mentioned in the letter. 

2. [here are no DPRK technical companies in Syria, and the only presence of some 
DPRK individuals are confined in the field of sports under private individual 
contracts for training in athletics and gymnastics. 

The Permanent Mission of the Syrian Arab Republic to die United Nations avails 
itself of its opportunity to renew to Coordinator of Panel Experts established pursuant to 
Security Council Resolution 1874 (2009), the assurances of its highest consideration. 


H.E. Hughs Griffiths 

Coordinator of Panel Experts established pursuant to 
Security Council Resolution 1874 (2009) 
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Annex 30: Copy of the passport of Syrian arms trafficker Hussein Al-Ali 
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Annex 31: Reply of the Syrian Arab Republic to the Panel 



PERMANENT MISSION OF THE SYRIAN AR AB REPUBLIC TO THE 
UNITED NATIONS 

820 Second Ave, 15*1 Floor, New Ycrt, N Y. 10017 
Tel: (212) 661-1313 
Fat: (212) 963-4439 


MOST URGENT 


PM/2019/09 


New York, 11 Jan 2019 


The Permanent Mission of the Syrian Arab Republic to the United Nations presents its 
compliments to Coordinator of Panel Experts established pursuant to Security Council 
Resolution 1874 (2009) and with reference to its letter, has the honor to inform the following: 

1 The existing relations between the Syrian Arab Republic and the Democratic 
People's Republic of Korea are in harmony with international law and the Charter 
of the United Nations and, therefore, do not violate Syria's international obligations. 

2 Syria believes that the information presented to the Panel of Experts is not objective 
and cannot be examined, scrutinized or verified by the Syrian Government because 
it is superficial and based on sources that have no credibility 

3. The diplomatic representation of the Democratic People's Republic of Korea in the 
Syrian Arab Republic is in conformity with the Vienna Conventions on Diplomatic 
and Consular Relations and the provisions of these Conventions. 

The Permanent Mission of the Syrian Arab Republic to the United Nations avails itself 
of its opportunity to renew to Coordinator of Panel Experts established pursuant to Security 
Council Resolution 1874 (2009), the assurances of its highest consideration 


CC. H.E. Mr. Christoph lleusgen 
1718 Committee Chair 


H.E. Mr. Hughs Griffiths 

Coordinator of Panel Experts established pursuant 
Security Council Resolution 1874 (2009) 
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Annex 32: Prime Okryu Gallery website 

(1) Example of Mansudae Art Studio works advertised on the website (right: Ri 
Gyong Nam “Winter in thick forest”, left: An Chang Nam “Thick forest”) (top) 



Source : https://www.okryugwan.net/artgallery (accessed on 3 May 2018) 

(2) Contents showing the affiliation of the gallery (bottom) 



Source: https://www.okryugwan.net/?lang=en (accessed on 3 May 2018) 
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Annex 33: Information on DPRK cyberattacks provided to the Panel by a Member 
State in November 2018 (excerpt) 

• Cyberspace is used by the DPRK as an asymmetric means to carry out illicit and undercover operations 
in the field of cybercrime and sanctions evasion. These operations aim at to acquire funds through a 
variety of measures in order to circumvent the sanctions. 

• • The illicit activities of the DPRK rely on a particular cyber composite ecosystem. Among these well 
identified illicit activities are online scams and the hacking of the global SWIFT messaging system. The 
DPRK relies on the expertise of at least four groups of hackers specialized in espionage and sabotage, 
who carry out, “Advanced Persistent Threats (APT)”. 


214/396 


5-01704 



S/2019/171 


Annex 34: Excerpt on DPRK cyberwarfare capabilities from “Military and Security 
Developments involving the DPRK 2017”, a report to Congress pursuant to the 
National Defense Authorization Act, Office of the U.S. Secretary of Defense 


a variety of anti-ship cruise missiles, 
torpedoes, and guns. The NKN maintains 
one of the world's largest, albeit aging, 
submarine forces, with around 70 attack- 
coastal-, and midget-type submarines. In 
addition, the NKN operates a large fleet of 
air-cushioned hovercraft and conventional 
landing craft to support amphibious 
operations and SOF insertion. The force is 
divided into East and West Coast Fleets, 
each operating a variety of patrol craft, 
guided-missile patrol boats, submarines, 
and landing craft. 

The NKN has displayed some modernization 
efforts, highlighted by upgrades to selected 
surface ships and a small-scale program to 
produce modem, surface, missile-armed 
patrol boats and corvettes. 

North Korea continues to operate and test 
its GORAE-class ballistic missile-capable 
submarine as part of its larger high-priority 
ballistic missile program. 

SOF. North Korean SOF personnel are 
among the most highly trained, well- 
equipped, best-fed, and highly motivated 
forces in the KPA. 

Strategic SOF units dispersed across North 
Korea appear designed for rapid offensive 
operations, internal defense against foreign 
attacks, or limited attacks against 
vulnerable targets in the ROK. They operate 
in specialized units, such as reconnaissance, 
airborne and seaborne insertion, 
commando, and other specialty units. All 
emphasize speed of movement and surprise 
attack to accomplish their missions. SOF 
may be airlifted by An-2 Colts or helicopters 


(and possibly Civil Air Administration 
transports), moved by maritime insertion 
platforms, or travel on foot over land or via 
suspected underground cross-DMZ tunnels 
to attack high-value targets, such as 
command and control nodes or airbases in 
the ROK. 

In 2016. Kim Jong Un publicly unveiled a 
possible new SOF battalion of KPA Unit 525 
that may be tasked with decapitation 
missions. During a publicized exercise in 
December 2016, the SOF battalion 
assaulted a full-scale mockup of the Blue 
House, the official residence of the President 
of the Republic of Korea, practicing 
helicopter insertion, probable abduction of 
the ROK President, and eventual destruction 
of the building. 

Cvberwarfare Capabilities. North Korea 
possesses increasingly sophisticated cyber 
warfare capabilities, including offensive 
capabilities, which are capable of 
damaging and disruptive cyberattacks. 
North Korean cyber effects operations 
have been implicated in malicious cyber 
activity since 2009 and challenge widely 
recognized norms of state behavior in 
cyberspace. North Korea has invested in 
developing its cyber capabilities and 
probably views cyber operations as an 
appealing, cost-effective, and deniable 
means by which to collect intelligence and 
cause disruption against its highly 
networked adversaries, notably the ROK, 
Japan, and the United States. North Korea 
likely believes it can conduct cyber effects 
operations with little risk of reprisal, in part 
because its networks are largely separated 
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from the Internet and disruption of Internet 
access would have minimal impact on its 
economy. In November 2014, North Korean 
cyber actors using the nom de guerre 
“Guardians of Peace" attacked Sony 
Pictures Entertainment, shutting down 
employee access and deleting data. For 
these types of attacks. North Korea likely uses 
Internet infrastructure from third-party 
nations. 

Pyongyang probably is increasingly using 
cybercrime to offset financial losses resulting 
from international sanctions, especially 
given stricter Chinese enforcement of these 
sanctions. For example. North Korea 
probably was involved in the theft of $81 
million from the Central Bank of Bangladesh 
in February 2016. North Korean cyber actors 
also are using malware to blackmail 
individuals and companies into paying large 
fees to keep sensitive information (such as 
personally identifiable information) from 
being publicly released. In 2017, North 
Korea carried out the malicious 
“WannaCry” ransomware attack that 
spread across the world damaging civilian 
infrastructure, including the United 
Kingdom's National Health Sen/ice and 
Chinese firms. North Korea exploited an 
existing vulnerability that allowed it to 
encrypt a target’s hard drive, then 
demanded payment in cryptocurrency 
within a set time period or else the users' 
data would be wiped. Even individuals and 
firms which paid the ransom did not recover 
their data. 

Intelligence Services. North Korean 
intelligence and security services collect 


political, military, economic, and technical 
information through open sources, human 
intelligence, cyber intrusions, and signals 
intelligence capabilities. North Korea's 
primary intelligence collection targels 
remain the ROK, the United States, and 
Japan. They likely operate anywhere North 
Korea has a diplomatic or sizable economic 
overseas presence. 

The Reconnaissance General Bureau (RGB) 
is North Korea's primary foreign intelligence 
service, responsible for collection and 
clandestine operations. The RGB comprises 
six bureaus with compartmented functions, 
including operations, reconnaissance, 
technology and cyber capabilities, 
overseas intelligence, inter-Korean talks, 
and service support. 

The Ministry of State Security (MSS) is North 
Korea's primary counterintelligence service 
and is an autonomous agency of the North 
Korean Government reporting directly to 
Kim Jong Un. The MSS is responsible for 
operating North Korean prison camps, 
investigating cases of domestic espionage, 
repatriating defectors, and conducting 
overseas counterespionage activities in 
North Korea's foreign missions. 

The United Front Department (UFD) overtly 
attempts to establish pro-North Korean 
groups in the ROK, such as the Korean Asia- 
Pacific Committee and the Ethnic 
Reconciliation Council. The UFD is also the 
primary department involved in managing 
inter-Korean dialogue and North Korea's 
policy toward the ROK. 
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Annex 35: Republic of Korea National Police Agency News Release: Results of the 
Joint Investigation Team of the Republic of Korea Police and Government -- Hacking 
of Consumer Information of Interpark determined to have be done by DPRK 

[Unofficial translation (excerpt); Original follows] 

The National Police Agency (Cyber Security Bureau) and the Government Joint Investigation 
Team, after an initial investigation on the recent hacking of customer information of InterPark and 
the blackmail to the company, state their assessment that the hacking was conducted sms 
DPRK's Reconnaissance General Bureau (RGB). 177 

As evidence, the joint team pointed out to three main factors: 

1) the IP addressed used for hacking emails and hacking commands (systematically used before by 
the DPRK RGB) 

2) the malware used in the attack (as well as decoding and methods to remove traces of the attack) 
were similar to those that the DPRK used in past cyber-attacks 

3) DPRK- style expressions used in black mail/cyber threat emails 

This incident shows that North Korea is going beyond attacking basic infrastructure and is now trying to steal 
national wealth through the criminal acquisition of foreign currencj. Considering the seriousness of the issue, the 
Government of the ROK is closely monitoring the changes in the cyberattack tactics of the DPRK. 178 

Source:http://www.korea.kr/policy/pressReleaseView.do;jsessionid=gyhqXhbdjxKTGwcXCNCQ2BVbcCWKJf 
VB dKGLGhyMR 1 cQG4kYq9DB! -165593 8029?newsld=l 561445 99&pagelndex= 1 
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Annex 36: Wanted by the FBI, PARK JIN HYOK, Conspiracy to Commit Wire Fraud; 
Conspiracy to Commit Computer-Related Fraud (Computer Intrusion) 


© WANTED 
BY THE FBI 


PARK JIN HYOK 


Conspiracy to Commit Wire Fraud; Conspiracy to Commit Computer-Related Fraud 
(Computer Intrusion) 



DESCRIPTION 


Aliases: Pak Jin Hek. Jin Hyok Park 

Place of Birth: Democratic People's Republic of Korea (North Korea) Hair: Black 
Eyes: Brown Sex: Male 

Race: Asian Languages: English. Korean 


REMARKS 

Park attended the Kim Chaek University of Technology in Pyongyang. North Korea. He is a North Korean citizen last known to be in North 
Korea. Park has traveled to China in the past and conducted legitimate IT work under the front company "Chosun Expo" or the Korean Expo 
Joint Venture in addition to activities conducted on behalf of North Korea’s Reconnaissance General Bureau. 

CAUTION 

Park Jin Hyok is allegedly a North Korean computer programmer who is part of a state-sponsored hacking organization responsible for some of 
the costliest computer intrusions in history, including the cyber attack on Sony Pictures Entertainment, a series of attacks targeting banks 
across the world that collectively attempted to steal more than one billion dollars, and the WannaCry ransomware attack that affected tens of 
thousands of computer systems across the globe. 


Park was alleged to be a participant in a wide-ranging criminal conspiracy undertaken by a group of hackers employed by a company that was 
operated by the North Korean government. The front company - Chosun Expo Joint Venture, also known as Korea Expo Joint Venture - was 
affiliated with Lab 110. one of the North Korean government's hacking organizations. That hacking group is what some private cybersecurity 
researchers have labeled the "Lazarus Group." On June 8. 2018. a federal arrest warrant was issued for Park Jin Hyok in the United States 
District Court. Central District of California, after he was charged with one count of conspiracy to commit wire fraud and one count of 
conspiracy to commit computer-related fraud (computer intrusion). 


If you have any information concerning this person, please contact your local FBI office or the nearest American Embassy or 
Consulate. 

Field Office: Los Angeles 


Source: https://www.fbi.gov/wanted/cyber/park-jin-hyok 
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Annex 37: Open source technical analysis of DPRK state-sponsored cyber activity 
(FireEye, 3 October 2018) 


EXECUTIVE SUMMARY 


APT38 is a financially motivated North Korean regime-backed group 
responsible for conducting destructive attacks against financial 
institutions, as well as some of the world's largest cyber heists. Based 
on widely publicized operations alone, the group has attempted to 
steal more than $1.1 billion. 

Instead of simply obtaining accesses and moving to transfer funds 
as quickly as possible, APT38 is believed to operate more similarly to 
an espionage operation, carefully conducting reconnaissance within 
compromised financial institutions and balancing financially motivated 
objectives with learning about internal systems. 

APT38 shares malware code and other development resources with 
TEMP.Hermit North Korean cyber espionage activity, although we 
consider APT38's operations more global and highly specialized for 
targeting the financial sector. 

The group has compromised more than 16 organizations in at least 13 
different countries, sometimes simultaneously, since at least 2014. 
Since the first observed activity, the group's operations have become 
increasingly complex and destructive. APT38 has adopted a calculated 
approach, allowing them to sharpen their tactics, techniques, and 
procedures (TTPs) over time while evading detection. 


• •• 

Targeting and Mission 


Based on observed activity, we judge that APT38s 
primary mission is targeting financial institutions and 
manipulating inter bank financial systems to raise large 
sums of money for the North Korean regime, increasingly 
heavy and pointed international sanctions have been 
levied on North Korea following the regime s continued 
weapons development and testing. The pace of APT38 
activity probably reflects increasingly desperate efforts 
to steal funds to pursue state interests, despite growing 
economic pressure on Pyongyang. Since 2015. APTS8 
has attempted to steal hundreds of millions of dollars 
from financial institutions Some of the publicly reported 
attempted heists attributable to APT 38 include: 


• Vietnam TP Bank in December 2015 

• Bangladesh Bank m February 2016 

• Far Eastern International Bank in Taiwan i 
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If I APt» UN-USUAL SUSPfdS 


Shared Resources, Motivation 

Malware overlaps between apt 58 and TEMPHerrrot 
highlight the shared development resources accessible 
by multiple operational groups linked to North Korean 
state-sponsored activity Although these are disparate 
operations against different targets and rely on distinct 
T TPs. the malware tools being used either overlap 
or exhibit shared characteristics indicating a shared 
developer or access to the same code repositories 
Although APT58 is disbnct from other TEMPHermit 
activity, both groups operate consistently within the 
Interests of the North Korean state 

• Malware similarities, including code overlap and shared 
functions, are a primary connection between APT 58 
and other operations still attnbuted to TEMP Hermit 
For additional malware similarity details, please see the 
preceding section 

• ARTIS'S increasingly aggressive targeting against 
banks and other financial institutions has paralleled 
North Korea's worsening financial condition (Figure 4). 
Similarly, TEMPHermit campaigns against U S. defense 
contractors and South Korean government offices 
and companies is consistent with other North Korean 
objectives 


Links to North Korean Military Units 

Based on details published in the DOJ complaint against 
North Korean programmer Park Jm Hyok. we know that 
APT58 and other cyber operators linked to TEMPHermit 
are associated with Lab 110. an organisation subordinate 
to or synonymous with the 6th Technical Bureau in North 
Korea's Reconnaissance General Bureau (RGB). The 
organisation is believed to leverage rront organisations to 
mask their activities, including infiltrating networks and 
gathering intelligence. These relationships are outlined in 
Figure! 


The DOJ complaint and open sources report that Lab 
HO operates out of front companies typically based in 
northeast China Identified fronts include Chosun Expo 
Jomt Venture in Dalian and Chosun Baeksui Trading 
Company in Shenyang. 

Firsthand accounts, information provided by a foreign 
investigative agency, and common ip addresses used to 
access the company website and associated accounts 
while connecting to and from North Korea corroborate 
reports that Chosun Expo was a front company 
operated by authorities in Pyongyang 

Simriar units reportedly operate in other regions around 
the world, including Southeast Asia. Eastern Europe, and 
other parts of China 

Malware developers and other adversary actors are 
believed to be recruited out of North Korea's universities 
and directly into military units, such as Lab DO. Schools 
reportedly feeding into these units Include Kim Chaek 
University of Technology and Kim II Sung Military 
Science University 



Source : URL: https://content.fireeye.com/apt/rpt-apt38 
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Annex 38: Depiction of connection between advanced persistent threat (APT) group 
responsible for cyberattacks on Banco de Chile and Cosmos bank in India to the 
Reconnaissance General Bureau 


Reconnaissance General Bureau (RGB) 
6th Technical Bureau 
Including Lab 110 

CYBER-FOCUSED UNITS 




HEIST HEIST HEIST DEFENSE 


....... speculated Connection 

—— Confirmed Connection 
Toolset Overlap 


ENERGY WANNACRY ANTI-REGIME 

(ENTERTAINMENT) 


Source : https://content.fireeye.com/apt/rpt-apt38. 
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Annex 39: Open source report on attacks on Crypto Exchanges, January 2017- 
September 2018 


SUCCESSFUL ATTACKS ON CRYPTO 
EXCHANGES 2017-2018 


|GROUP|iB| 


Date 

Name of 

Country 

Criminal 

Stolen in 

Stolen in USD 


Project 


group 

cryptocurrency 


Feb 2017 

Bithumb 

South Korea 

Unknown 


$7 min 

Apr 2017 

YouBit 

South Korea 

Unknown 


$5,6 min 

Apr 2017 

Yapizoo 

South Korea 

Lazarus 

3,816 BTC 

$5,3 min 

Apr 2017 

Ether Delta 


Unknown 


$266 k 

Aug 2017 

OKEx 

Hong Kong 

Unknown 


$3 min 

Sept 2017 

Coiois 

South Korea 

Lazarus 



Dec 2017 

YouBit 

South Korea 

Lazarus 

17% of assets 


130 2018 

Bitstamp 

Luxemburg 

Unknown 

18,000 BTC 

$5 min 

130 2018 

Coincheck 

lapan 

Lazarus 

523,000,000 NEM 

$534 min 

Feb 2018 

Bitgrail 

Italy 

Unknown 

17,000,000 NANO 

$170 min 

luo 2018 

Bithumb 

South Korea 

Lazarus 


$32 min 

luo 2018 

Coioraif 

South Korea 

Unknown 


$37 min 

luo 2018 

Bancor 


Unknown 


$23 min 

Sept 2018 

Zaif 

lapan 

Unknown 


$60 min 





TOTAL 

$882 min 


Last year we warned that hackers competent enough to carry out a targeted attack 
might have a new target — cryptocurrency exchanges. In the last couple of years 
crypto exchanges suffered many attacks. Some of the exchanges went bankrupt after 
the hacks, i.e. Bitcurex, YouBit, Bitgrail. At the beginning of 2018 hackers' interest 
in cryptocurrency exchanges ramped up. The most likely cryptocurrency exchange 
attackers now are Silence, MoneyTaker, and Cobalt. 

2 Dmitry Vbikov 

Chief Technology Officer and Head ofThreat InteSgence at Group-IB 


ICO: more than 56% of funds was stolen through phishing attacks 


Source : https://www.group-ib.com/media/gib-crypto-summary/ 
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Annex 40: Information on the Panel’s investigation of DPRK diplomat formerly posted to 
Malaysia and supporting documentation 

1. The Panel investigated a DPRK diplomat formerly posted to Malaysia, Kim Jong Choi (aka Ri Jong Choi), 
who operated on behalf of the Korea PongHwa General Trading Company, which according to documents obtained 
by the Panel is associated with Korea Kumgang Bank. 179 

2. The Panel obtained documentation showing that purchases made by PongHwa were being transferred to an 
account at Kumgang Bank in the name of the Korea General Insurance Company, an alias for the designated Korea 
National Insurance Company; and that payment for a shipment in 2016 was to he sent by Korea Ponghwa to the 
North East Asia Bank. The bills of lading for 14 shipments to Korea PongHwa General Trading Company in 2016 
and 2017 indicated the shipper as Complant International Transport (Dalian) Co., Ltd, a company mentioned in 
previous Panel reports as the transhipper for attempted sales of luxury goods (i.e. S-class Mercedes automobiles) 180 
(see below). The company’s affiliation to Complant/Comtrans also links it to Hong Kong Complant International 
Trans, which previously owned the DPRK vessel, the Kum Sung. 181 

3. The Malaysian company with which Kim Jong Choi conducted some of his business on behalf of Korea 
PongHwa General Trading Company, provided the Panel with information showing that he operated under the alias 
Ri Jong Choi and was Deputy Director for another company, “Sinkwang Economic and Trading Group” (see below). 
That a DPRK individual accredited as a diplomat at the DPRK Embassy in Kuala Lumpur was doing business on 
behalf of at least two DPRK entities, one of which was affiliated with a DPRK financial institution, reflects patterns 
previously reported by the Panel. 182 Kim/Ri’s daughter, Ri Yugyong, often served as Ri’s translator and another 
DPRK individual, Yu Song Choi (aka “Mr. Brighton”), started to make payments to the company by check on behalf 
of Korea Ponghwa in late 2016. The Panel notes that this practice helped to obscure in bank transaction records 
starting in late 2016 the origin of the funds, which had previously been transferred into the account by front 
companies in Hong Kong and China mainland through large, well-known banks. 


179 See S/2018/171, annex 44. 

180 See Doc. S/2017/147, para 177, and page 127, footnote 36; and Doc. S/2012/422 paras. 84-85. 

181 See Doc. S/2017/147, page 127, footnote 36. 

182 The Panel has previously reported on the use of embassies of the DPRK for the country’s financial operations. 
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Business cards of Ri Jong Choi (aka Kim Jong Choi) and Yu Song Choi 



'SinkwangTeconomic & 


wra’dingTgroup 


^Deputy g^Jong^Ghgli^^i 
No: 017-2222 011 
03 - 7971 7890 


# 

(.SI It 


GOLDEN SUNRISE FINANCE 

BROKING CO. LTD(LL03570) 


YU SONG CHOL 
Principal Officer^ Director 


Suite 13-6, Wisma UOAII, 21 Jalan Pinang, 50450 Kuala Lumpur, Malaysia 
Tel: + 60-3 - 2181 1684 Fax:+ 60-3-2171 2121 H/P: + 60 -178122799 
Email: SBrighton@gslb.com.my, info@gsfb.com.my 


Source : The Panel 
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Invitation letter by Malaysian Company to the President of Korea Ponghwa General Trading 
Corp C-8 Company 



Invitation Letter 

Date : 01/02/2017 

To : Korea Ponghwa General Trading Corp. 

C-8 Company, Mr Pak Choi Ung 

Address : Jungsongdong, Jung District, Pyongyang City, DPR of Korea 

We, like to invite Mr Pak Choi Ung, president of 

Korea Ponghwa General Trading Corp. C-8 Company, and 1 more person in the 
convenient session of March, 2017 to discuss about the contract of soap 
noodle and purchases of some palm oil products between 
^^^^^|and Korea PongHwa General Trading Corp. 

Yours sincerely. 



Source : The Panel 
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Bills of Lading for shipments from Malaysia to Korea Ponghwa General Trading Corp via 
Complant International Transportation (Dalian) Co. Ltd 



JG, JUNG DISTRICT, 
PYONGYANG CITY DPR OP KOREA 
ATjtN : MR- PAK CHOL UNG TEL 


Notify Party (No claim shall attach for failure to notify) 

COMPLANT INTERNATIONAL TRANSPORTATION 
(DALIAN) CO., LTD. 

ROOM 1907, TIMES BULD, NO.7, 

GANGWAN STREET. DALIAN, CHINA 

Pld: MS. SUNNY TEL: 0086-411-82798179 

Destination Delivery Agent: 

MASTER INTERNATIONAL 

SHIPPING AGENCY CO., LTD. (DALIAN BRANCH) 

RM 2601,26/F, CHINA LIFE INSURANCE MANSION, N0.26, 

RENMIN ROAD DALIAN, 116001, LIAONING, CHINA 
TEL:86-411-39858G76 FAX:86-411-39858698 

EMAIL: dl ibiz@mastcr-agency. com.cn 

Pre-Cajriage by 

UNI-PERFECT V.0311-3 79N 

Place of Receipt 

BELAWAN, INDONESIA 

Ocean jVessel/Voy. No. 

EVER URBAN V.0358-132N 

Port of Loading 

BELAWAN, INDONESIA 

Port of Discharge 

DALIAN, CHINA 

Place of Delivery 

DALIAN, CHINA 

Rnal Destination 

Marks & Numbers 

Shipping Snlts. 

Description of Goods & Pkgs. 

Gross Weigh! 

Measuremenl 

T0 

DFI 

TQ 

KP NOODLES G2000 

»flJ4518760 /EMCCVR3856 
iU 1449514 / EMCCVR3825 
HJ2725935 /EMCCVR3846 
^U4149209 / EMCCVR3836 


SHIPPER LOAD, COUNI 
4X20'GP SIC: 

80MT SOAP NOODLES i 
PACKED IN 3200 BAGS 

FREIGHT COLLECT 
SHIPPED ONBOARD 
DATED: 08/03/2017 


80,240.000 


| bl surre 

4DEREDA 

r pol] 

Total Nl 
or Pack 

limber Of Containers FOUR TWENTY FOOTER CONTAJNER(S) ONtY I 

laoes (in Words > 1 

+ (C)o 

Value Declaration: Refer to Clause 6 (4) (B) 



Freight 

petrols, charges ptc: 

PORT KLANG, 08/03/2017 

AS AGENTS FOR THE CARRIER 

By- 


JURISDICTION AND LAW CLAUSE 

MALAYSIA 



Source : The Panel 
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BIL L OF LADING (Not negotiable .unless consigned to order) 


Consigns® (if To OnJef so indicate) 

KOREA PONCJHWA GENERAL TRADING CORP 
C-8 COMPANY 

JUNGSONGDONG, JUNG DISTRICT, 
PYONGYANG CITY DPR OF KOREA 
ATTN: MR. PAK CHOLUNG TEL: 02 18652 


H 


LINKER LOGISTICS (M) SDN BHD 

(Company No.: 704634-P) 

E-mail: info@linker-logistic8.cocn 

_ 


Notify Party (No claim shall attach for failure to notify) 
COMPLANTINTERNATTONALTRANSPORTATION 
(DALIAN) CO., LTD. 

ROOM 1907, TIMES BULD.N0.7, 

OANGWAN STREET, DALIAN, CHINA 
PIC : MS. SUNNY TEL: 0086-411-82798179 


UNI-PROBITY V.043 2-240A 


Destination Delivery Agent: 

MASTER INTERNATIONAL | 

SHIPPING AGENCY CO.. LTD. (DALIAN BRANCH) 

RM 2601, 26/F, CHINA LIFE INSURANCE MANSION, NO.26, 
RENMIN ROAD DALIAN, 116001, LIAONING, CHINA 
TEL:86-411-398S8676 FAX:86-41l-39858698 ! 

EMAIL;dlib iz^maslcr-agency x om. cn 


DALIAN, CHINA CY 


of Pkgs. or 

jping Units. 


SOAP NOODLES G2 


BEAU2108809 f EMCDYJ9626 
E1SU2080854 / EMCDYJ9646 
DRYU2669390 / EMCDYJ9656 
, DRYU2447520 / EMCDYJ8666 


Description of Goods & Pkgs. 


FREIGHT COLLECT 
SHIPPED ONBOARD 
DATED: 27/03/2017 



FOUR TWENTY FOOTER CONTAINER(S) ONLY 


Freight petrols, charges ptc: 


JURISDICTION AND LAW CLAUSE 
MALAYSIA __ 


TANJUNO PELEPAS, 27AJ3/2017 


AS-AGENTS FOR THE CARRIER 


Source : The Panel 
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Source: The Panel 
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Annex 41: DPRK bank representatives subject to expulsion under paragraph 33 of resolution 2321 (2016) 


Names 

Title and activities ** 

Location 

Passport number / expiry 

UN Security Council designations 
where applicable 

Jang Bom Su (aka 
Jang Pom Su, Jang 
Hyon U) 

Tanchon Commercial Bank (hereafter TCB) Representative. Also 
operates in and travels to Lebanon under various aliases 

Syria 

22 Feb 1958; Dip PPno. 836110034, 
exp 1 Jan 2020 

UN res 2270 (2016) designated him 
as “Tanchon Commercial Bank 
Representative in Syria” on 2 March 
2016 (amended 5 Aug. 2017) 

KPi.016 

Jon Myung Guk 
(a.k.a. Cho’n 
Myo’ng-kuk, 

Jon Yong Sang) 

(ES&) 

Tanchon Commercial Bank (hereafter TCB) Representative in 

Syria. Also travels to and operates in Lebanon under various 
aliases. 

Syria 

25 Aug. 1976 with dip PP number 
836110035, expires 1 January 2020 

Ryom Huibong (aka 
Ryo’M Hu’I-Pong) 

Representative of Korea Kumgang Group Bank (aka KKG bank, 
o'-E-o Kumgang Export and Import Bank, #|x)!Jf||fT) 

Dubai, 

UAE 

18 September 1961 PPNo.: 

745120026 (expires 20 January 

2020) 

Ri Sun Choi (Aka 

Ri Song Choi) 

E|*!! (E|<ai) 

Representative of Korea Kumgang Group Bank 

Transported money of DPRK laborers in the Middle East to the 
DPRK 

Dubai, 

UAE 

28 March 1964 PP No.:836132137 

Kwak Chongchol 
(Aka Kwak Jong- 
Chol) 

Deputy Representative of Korea Kumgang Group Bank 

Dubai, 

UAE 

1 January 1975 PPNo.: 563220533 

Ro 11 Gwang 

Korea Kumgang Group Bank 

UAE 

26 May 1983 PPNo.: 836434467 

Kim Kyong 11 (Aka 
Kim Kyo'ng-il 

Foreign Trade Bank Representative. The office opened at least 5 
accounts at Banque International Arabe Tunisie (BIAT) in Tunisia. 
Two of them are in the name of a front company, Kartos. Kim 
Kyong 11 has also been involved in transactions undertaken by 
Daedong Credit Bank in China. 

Libya 

1 August 1979; PPNo. 836210029 

Res 2397 (2017) designated him as 
“FTB deputy chief representative in 
Libya” on 22 December (KPi.067) 




Choe, Un Hyok 
£|i2.St 

Unification Development Bank (or Korea Unification Development 
Bank, UDB or KUDB) representative. Replaced Ri Un’So’ng. 

Choe Un Hyok’s KUDB business card with his title of 
“Representative of KUDB, Moscow Russia” with the same address 
as the Embassy in Moscow is available in the Panel’s 2017 Final 
Report, S/2017/150 p. 251. 

Russia replied in a letter of 25 January 2018 , “We will inform you 
accordingly in case we receive additional information on the 
whereabouts of Choe Un Hyok. ” The Panel has not received any 
additional information in reply to its two follow-up letters. . 

Moscow, 

Russia 

19 October 1985 

PP No.: 83612287 (expires March 
2021) 

Chu Hyo’k (Aka Ju 
Hyok) 

Foreign Trade Bank Representative 

Russia replied Chu Hyo ’k is not currently residing in Russia, (see 
below) 


23 Nov. 1986; PPNo. 836420186, 
issued 28 Oct. 2016 (expires 28 Oct 
2021) 

Res 2397 (2017) designated him as 
an “overseas FTB Representative” 
on 22 December (KPi.065) 

Ri U’n-so’ng (aka 

Ri Eun Song; Ri Un 
Song) 

ai-a-y 

Korea Unification Development Bank representative 

Russia replied that Ri U’n-so ’ng is not currently residing in 

Russia. 


23 July 1969 

Res 2397 (2017) designated him as 
“overseas Korean Unification 
Development Bank representative” 
on 22 December (KPi.078) 

Han Jang Su 
(aka Chang-Su Han) 

Chief Representative of the Foreign Trade Bank 

The Russian Federation replied, Mr. Han Jang Su is the Third 
Secretary of the Commercial Counsellor’s Section of the Embassy 
of the Democratic People’s Republic of Korea to the Russian 
Federation and has been officially accredited by the Russian 

Ministry of Foreign Affairs. He entered the Russian Federation on 

23 June 2017 and is staying in the country legally. No information 
is available concerning activities that are inconsistent with his 
official status. 

Russian 

Federation 

8 Nov. 1969; PPNo.: 745420176 
(expires 19 Oct 2020 

Designated by Resolution 2371 
(2017) as “Chief Representative of 
the Foreign Trade Bank” 

Ku Ja Hyong (aka 

Ku Cha-hyo'ng) 

Foreign Trade Bank Representative 

Fibya 

(also 

travelled 

to Tunisia, 

UAE, and 

Saudi 

Arabia 

2015- 

2017) 

8 September 1957; PPNo.: 

563220533; Another PPNo.: 
654210218 (expires 27 June 2019 - 
used in July 2016) 

Res 2397 (2017) designated him as 
“FTB chief representative in Fibya” 
on 22 December 2017 (Kpi.070) 




Ch’oe So’k-min 

Foreign Trade Bank Representative. In 2016, Ch’oe So’k-min was 
the deputy representative at the FTB branch office in Shenyang. 

He has been associated with cash transfers from that FTB office to 
banks affiliated with DPRK special organizations and RGB located 
overseas. 

China stated, ‘‘China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Shenyang 

China 

25 July 1978 

Res 2397(2017) designated him as 
“overseas FTB Representative” on 

22 December (KPi.064) 

Kim Tong Choi 
(aka: Kim Tong- 
Ch'o'l) □‘os 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Shenyang, 

China 

28 Jan 1966; PPNo.: 381337404 
(expires 26 Sept 2016) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.068) 

Ko Choi Man (aka 

Ko Ch'o'l-man) 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Shenyang, 

China 

30 September 1967; PPNo. 

472420180 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.069) 

Mun Kyong Hwan 
(aka Mun Kyo'ng- 
hwan) 

Bank of East Land Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Dandong, 

China 

22 August 1967; PPNo. 381120660 
exp. 25 March 2016 

Res 2397 (2017) designated him as 
“overseas Bank of East Land 
representative” on 22 December 
(KPi.071) 

Pae Won Uk (aka 

Pae Wo'n-uk) 

Korea Daesong Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Beijing, 

China 

22 August 1969; PPNo.: 472120208 
exp 22 Feb 2017 

Res 2397 (2017) designated him as 
“overseas Daesong Bank 
representative” on 22 December 
(KPi.072) 

Pak Bong Nam (aka 
Lui Wai Ming; Pak 
Pong Nam; Pak 
Pong-nam) 

Ilsim International Bank representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Shenyang, 

China 

06 May 1969 

Res 2397 (2017) designated him as 
“overseas Ilsim International Bank 
representative” on 22 December 

2017 (KPi.073) 

Pak Mun 11 

^SJ 

Korea Daesong Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Yanji, 

China 

DPRK / 1 January 1965; PPNo.: 
563335509 (expires 27/8/2018) 

Res 2397 (2017) designated him as 
“overseas official of Korea Daesong 







Bank” on 22 December 2017 
(KPi.079) 

Ri Chun Hwan (Aka 
Ri Ch'un-hwan) 
B|#$l 

Foreign Trade Bank Representative 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Zhuhai, 

China 

21 August 1957’PP No: 563233049 
(expires 9 May 2018); PP No.: 
563233049 (expires 9 May 2018) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.074) 

Ri Chun Song (Aka 

Ri Ch'un-so'ng) 

Foreign Trade Bank Representative. Opened a Euro account at 
International Arab Bank of Tunisia (BAIT) on 18 July 2012 in the 
name of “Secretary’s Delegate of the DPRK’s Mission to Tripoli” 
(closed on 22 August 2013. 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Beijing, 

China 

30 October 1965; PPNo. 654133553 
(expires 11 March 2019) 

Res 2397 (2017) designated him as 
“overseas FTB representative” on 22 
December (KPi.075) 

Ri Song-hyok (Aka 

Li Cheng He) 

B|^°t 

Representative for Koryo Bank and Koryo Credit Development 

Bank. Reportedly established front companies to procure items and 
conduct financial transactions on behalf of DPRK 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Beijing, 

China 

19 March 1965 PPNo. 654234735 
(expires 19 May 2019) Res 2397 
(2017) designated him as “overseas 
representative for Koryo Bank and 
Koryo Credit Development Bank” on 
22 December (KPi.077) 

Pang Su Nam (Aka 
Pang So-Nam, Pang 
Sunam) 

Ilsim (ILSIM) International Bank Representative 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Zhuhai, 

China 

1 October 1964; PPNo.: 472110138 

Cha Sung Jun (Aka 
Ch’a Su’ng-chun) 

Korea Kumgang Group Bank Representative. Has held several 
accounts in his name at Chinese banks and is suspected of 
operating a cover company. 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Beijing, 

China 

4 June 1966; PPNo.: 472434355 



Kim Kyong Hyok 
(Aka Kim Kyo’ng- 
hyo’k) 

Representative, Cheil Credit Bank / First Credit Bank 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Shanghai, 

China 

5 November 1985; PPNo.: 

381335989 (expires 14 September 
2016) 

Pak Ch’O’l-Nam 

Representative, Cheil Credit Bank / First Credit Ban. Opened 6 
bank accounts in the name “Great Prince Limited 
(S^I^¥®4\f3)”in banks in Hong Kong and Shenzhen, China” 
China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Beijing, 

China 

16 June 1971 PPNo.: 745420413 
(expires 19 November 2020) 

Jo Choi Song (Aka 
Cho Ch’o’l-So’ng) 

Deputy Representative for the Korea Kwangson Banking 

Corporation (KKBC) 

Uses false entity names for the KKBC, such as “Good Field 

Trading Limited (10, * % Jj fy PE. fy Al)” and “Golden Tiger 
Investment Group both 

registered in Hong Kong. 

China stated, “China has closed all the representative offices of 
the DPRK financial institutions in China, and all the relevant 
representatives in China have left China. ” 

Dandong, 

China 

25 September 1984 

PP: 654320502 (expires 16 

September 2019) 

Res 2371(2017) designated him as 
“Representative for Korea United 
Development Bank” on 5 Aug 
(KPi.058) 

Ho Young 11 (Aka 

Ho’ Yo’ng-il) 

Hana Bank Representative 

In 2016, Ho Young 11 was associated with a high volume of USD 
transactions for the FTB. 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Dandong 

China 

DPRK/ DOB: 9 September 1968 

Kim Mun Choi (Aka 
Kim Mun-ch’o’l) 

Representative for Korea United Development Bank. Uses false 
entity names including “Chongryu Technical Company” or “Kyong 
Un Trading Company” 

China replied “that as a designated individual he has been blocked 
from entry and Chinese banks requested the freeze of his assets. 

Dandong, 

China 

DOB 25 March 1957 

Res 2371(2017) designated him as 
“Representative for Korea United 
Development Bank” on 5 Aug 
(KPi.060) 




Choe Chun Yong 
(Aka Ch’oe Ch’un- 
yo’ng) 

£!£!<§ 

Ilsim International Bank Representative 


PP no: 654410078 

Res 2371(2017) designated him as 
“Representative for Ilsim 

International Bank” on 5 Aug 
(KPi.054) 

Ko Tae Hun (Aka 

Kim Myong Gi) 

(or 

UTO) 

(aka £JSPI) 

Tanchon Commercial Bank Representative 

Transited 

China, 

Ethiopia, 

UAE, 

visited 

Sudan 183 

25 May 1972; PP 563120630 
(expires 20 March 2018) 

UN Res 2270 (2016) designated him 
as “Tanchon Commercial Bank 
(TCB) official” on 2 March 
(KPi.025) 

Kang Min 

Daesong Bank representative who, in late 2016, held Chinese bank 
accounts. 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Beijing, 

China 

07 May 1980; PP 563132918 
(expires 04 February 2018) 

Kim Sang Ho 
^SL 

Representative, Korea Daesong Bank 

As of 2015, Kim Sangho was an Office 39 official posted as a 

Korea Daesong Trading Company representative in Yanji, China. 
China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Yanji, 

China 

16 May 1957 PPNo.: 563337601 
(expires: 26 September 2018) 

Kim Jong Man (Aka 
Kim Cho’ng Man) 
TI^DJ- 

Representative, Korea Unification Development Bank. In 2015, he 
was an Office 39 official posted to Hong Kong. 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Zhuhai, 

China 

16 July 1956; PPNo.: 918320780 

Kim Hyok Choi 
(Aka Kim Hyo’k- 

Deputy Representative, Korea Unification Development Bank 

Zhuhai, 

China 

9 July 1978; PPNo.: 472235761 
(expires 6 June 2017) 


183 See S/2017/150, p. 64 



Cho’l, Hyok Choi 
Kim) 2^1 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 



Ri Ho Nam (aka Ri 
Ho-nam) 

Ryugyong Commercial Bank branch representative (2014 to 
present) 

China replied, “The other DPRK individuals mentioned in the 
Panel's report are neither included in the sanction list of the 

Security Council resolutions nor registered in China as the 
representatives of the DPRK financial institutions. China cannot 
verify and confirm whether they have relationship with the DPRK 
financial institutions. ” 

Beijing, 

China 

DOB: 3 January 1967; PPNo.: 
654120210 (expires 21 February 

2019 

Ms. Kim Su Gyong 

2^3 

Korea United Development Bank (KUDB) Representative. Since 
2011 made multiple trips around Europe, especially in France and 
Italy, with the assistance of her father, Kim Yong Nam, and 
brother, Kim Su-Gwang, RGB agents who used their status as staff 
members of international organizations to help her obtain visas. 

Kim Su-Gwang (Kim Sou Kwang) recently departed Belarus. See: 
S/2017/742 para 50 and S/2016/15, para 187. 

Europe, 

also 

transited 
UAE and 
the 

Russian 

Federation 

184 

DOB: 16 Jan 1973; PP 745120374 

Mun Cho'ng-Ch'o'l 

Tanchon Commercial Bank Representative. Has facilitated 
transactions for TCB. 


Res 2094 (2013) designated him as 
“Tanchon Commercial Bank (TCB) 
official” on 7 March (KPi.012) 

Choe Song Nam 
CHOE, Song Nam 
(aka CH'OE, So'ng- 
nam) 

Representative of Daesong Bank 


DOB: 07 Jan 1979; Passport 
563320192 expires 09 Aug 2018 

Kim Choi 

KIM, Choi (a.k.a. 

KIM, Ch'o'l) 

21 

Representative of Korea United Development Bank 


DOB 27 Sep 1964 


The Russian Federation informed the Panel that unilateral sanctions 


argument for suspicion of unlawful activities on Russian territory”. 




Paek Jong Sam 

PAEK, Jong Sam 
(a.k.a. PAEK, Chong- 
sam) 

Representative of Kumgang Bank 


DOB 17 Jan 1964; nationality Korea, 
North 

Ko 11 Hwan 

KO, 11 Hwan (a.k.a. 
KO, Il-hwan) 

JI^Sl 

Representative of Korea Daesong Bank. According to a Member 

State, he engaged in transactions for ship-to-ship transfers in 2018 
while acting as representative of Daesong Bank in Shenyang. 


DOB 28 August 1967 

Passport 927220424 expires 12 Jun 

2022 

Ri Myong Hun 

RI, Myong Hun 
(a.k.a. RI, Myo'ng- 
hun) 

Representative of Foreign Trade Bank 


DOB 14 Mar 1969; Gender Male; 
Passport 381420089 expires 11 Oct 

2016 

Kim Nam Ung 

Representative for Ilsim International Bank, which is affiliated with 
the DPRK military and has a close relationship with the Korea 
Kwangson Banking Corporation. Ilsim International Bank has 
attempted to evade United Nations sanctions. 


Passport no.: 654110043 

Res 2371(2017) desigmated him as 
Representative for Ilsim International 
Bank 

RI, Jong Won (a.k.a. 

RI, Cho'ng-Wo'n; 
a.k.a. RI, Jung Won) 

The Russian Federation replied, Mr. Ri Jong Won arrived in Russia on 

5 February 2018 as an officially accredited member of the Embassy of 
the Democratic People’s Republic of Korea to the Russian Federation. 

It is not known what information was used to determine that he is the 
Moscow-based deputy representative of the Foreign Trade Bank. 
Moreover, according to the available information, he returned to the 
DPRK on 8 October 2018. 


DOB: 22 Apr 1971; Passport no 
654320421 expires 11 Mar 2019 


Source: The Panel, Member States, UN documents 
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Annex 42: Information on DPRK financial institutions with overseas representatives 


Names, alias, Korean and Chinese 
spelling 

HQ address / phone / 
fax/ SWIFT 

Security Council designations and information 
provided to Panel by Member States and United 
Nations resolutions 

Bank of East Land 

o-o h -E-?y 

aka: Haedong Bank (°Ho-rr cJ), 

Dongbang Bank, Tongbang U’Nhaeng, 
Tongbang Bank, 

mm 

BEL Building, Jonsung- 
Dong, Pyongyang 

Tel: +850 2 18111 

Fax: +850 2 3814410 

Res 2087 (2013) on 22 January 2013 (KPe.013) 

Info in UN Panel reports: S/2017/150; pp 76-77 and 
S/2017/742, para 61. 

Facilitates weapons-related transactions for, and other 
support to, arms manufacturer and exporter Green Pine 
Associated Corporation. Has actively worked with 

Green Pine to transfer funds in a manner that 
circumvents sanctions. 

Credit Bank of Korea 

aka Korea Credit Bank, International 
Credit Bank, 

Munsu Street, Central 
District, Pyongyang 
+850 2 3818285 
+850 2 3817806 


Daedong Credit Bank [JV] 

Aka Taedong Credit Bank, Dae-Dong 
Credit Bank, DCB Finance Ltd, 
Perigrine-Daesong Development Bank 

Suite 401, Potonggang 
Hotel, Ansan-Dong, 
Pyongchon District, 
Pyongyang, 

(b) Ansan-dong, 
Botonggang Hotel, 
Pongchon, Pyongyang, 
+850 2 3814866 

SWIFT: DCBK KPPY 

Res 2270 (2016) on 2 March 2016 (KPe.023) 
Representative offices and front companies in China 
according to Panel: S/2017/150, paras 225-230 and 
S/2017/742, paras 51-56. 

Clients include: T Specialist International (Singapore) 
Ltd, OCN (Singapore) International Distribution Ptd 

Ltd; Pan Systems; Dalian Daxin Electron Co Ltd, 
Hongdae International, Yueda International Trading Co, 
Hing Heng, Korea Sinheung Trading Co, Hana 
Electronics. 

Joint venture with Korea Daesong Bank; majority stake 
acquired by a Chinese company. See current report, 
paragraphs XX. 









Daesong Credit Development Bank 
[JV] 

Koryo Credit Development Bank 

Koryo G i oba i 

Trust Bank, Koryo-Global Credit Bank, 
Korea Credit Investment Company 
(S*!£]g^£|A[) 

Daesong Credit 
Development Bank 
[Joint Venture] 

+850 2 381 4100 
+850 2 341 4013 


First Eastern Bank 

Rason, DPRK 

Affiliated with Cetnral Bank and Unaforte (Italy, Hong 
Kong). See Panel report S/2017/150 para 221. 

Foreign Trade Bank (FTB) 

mmnmm 

aka: Mooyokbank, Korea Trade Bank, 
Mooyokbank 

FTB Building, Jungsong 
dong, Central District, 
Pyongyang 

Tel: +850 2 18111 

Fax: +850 2 3814467 
SWIFT/BIC FTBD KP 
PY 

Res 2371 (2017) on 5 Aug 2017 (KPe.047) 

State-owned bank which acts as the DPRK’s primary 
foreign exchange bank and has provided key financial 
support to the Korea Kwangson Banking Corporation. 
See para X on registered office abroad. 

International Consortium Bank (ICB) 

Hi-Fund Bank International Consortium 
Bank (ICB), Sungri Hi-Fund 

International Bank, Sungri Economic 
Group 

Sungri Exhibition Hall, 
Pyongyang 

Panel reporting: 

Koryo Bank 

Koryo Bank Building, 
Pyongyang, Democratic 
People's Republic of 
Korea 

Res 2356 (2017) on 2 June 2017 (KPe.045) 

Associated with Office 38 and Office 39 of the KWP. 
Operated by Korea Myohyang Economic Group; joint 
venture partner in Koryo-Global Bank. 

Koryo Credit Development Bank / 
Daesong Credit Development Bank 

[JV] (Aka. Koryo-Global Credit Bank, 
Koryo Global Trust Bank) 

Yanggakdo International 
Hotel, Pyongyang 

Tel: +850 2 381 4100 

Fax: +850 2 341 4013 

Res 2371 (2017) on 5 August 2017 (KPe.049) 

Joint venture with Koryo Bank 







Korea Daesong Bank 

aka: Choson Taesong Unhaeng, Daesong 
Bank, Taesong Bank 

According to a Member State, in 2018 
the bank has used the following false 
names when processing transactions for 
ship-to-ship transfers: 

(Chosun Noksaek 

Sanop Muyok, Korea Green Industry 
Trading Company/Corporation 
^«M)and 

^(Chosun Sinyong 

Tuja Hoesa, Korea Credit Investment 
Company/Corporation 

Segori-dong, 

Gyongheung Street, 
Pyongyang 

Tel +850 2 818221 

Fax +850 2 814576 

SWIFT/BIC: 

KDBKKPPY 

Res 2321 (2016) on 30 November 2016 (KPe.035) 

Owned and controlled by Office 39 of the Korea 
Workers’ Party 

According to a Member State, Ko 11 Hwan engaged in 
transactions on behaof of Korea Daesong Bank from 
Shenyang for ship-to-ship transfers in 2018. 

Korea Kwangson Banking Corporation 

Korea Kwangson Finance 
Company, Korea 

Kwangson Finance Company 

Jungsong-dong, Sungri 
Street, Central District, 
Pyongyang 

Res 2370 (2016) on 2 March 2016 

Provides financial services in support to Tanchon 
Commercial Bank and Korea Hyoksin Trading 
Corporation, a subordinate of the Korea Ryonbong 
General Corporation. Tanchon has used KKBC to 
facilitate funds transfers likely amounting to millions 
of dollars, including transfers involving KOMID- 
related funds. For more info see PoE report 

S/2017/150, p. 63. 




Korea National Insurance Corporation 

Korea Foreign Insurance Company, ^ 

KNIC Building, Central 
District Pyongyang 
+850 2 18111/222 
Ext:3418024 
+850 2 3814410 

See current report paras XX. 

Korea Joint Venture Bank 

^AjSKg^-oH 

Korea Joint Bank, Korea Joint Operation 
Bank, Chosun Joint Operation Bank, 
Habyong Bank, 

KJB Building, 

Ryugyong 1 dong, 
Pothonggang District, 
Pyongyang 

+850 2 381-8151, 850- 
2-18111-381-8151 
+850 2 381-4410 


Ryugyong Commerical Bank (RCB) 

= 3 Ah OH O.SH/S MO.SH 

TTOO td i— O/TT O i— O 

Ryusang Bank, #PMif5/lkfgjf, 

Changgwang Hotel, 5th 
Floor; Beijing, China; 
Dandong, China 

Two ATMs at Pyongyang Airport and one in the lobby 
of Changgwang Inn. 

Ryugyong Commercial Bank ATM lists an address in 
the Changgwang Foreign House, Suite #05-24 

Joint Venture with OCN Pyongyang Office and Koryo 
Commerical Bank 

Korea Unification (United) 

Development Bank 

(mmm-Rmm t 

aka: Myohyangsan Bank, Unification 
Development Bank, T’ongil Palchon 

Bank, Korea Tongil Paljon Bank, Korea 
Reunification Development Bank 

KUDB Building, 
Pyongyang 

SWIFT/BIC: 

KUDBKPPY 

Res 2321 (2016) on 30 November 2016 (KPe.033) 

USA on 16 March 2016 

See Panel of Experts report (S/2017/150, p 62) 

Hana Banking Corporation 

o|-L|-g.°H 

aka Korea Kumsong Bank, Kumsong 

Bank, Single-Minded International Bank, 

ISB Building, 

Pyongyang; Haebangsan 
Hotel, Jungsong-Dong, 
Sungri Street, Central 

Partial Ownership by Central Bank. Overseas several 
Bank Card product lines for domestic use 





District, Pyongyang, 
Dandong, China 
SWIFT/BIC 
BRBKKPPIXXX 


Ilsim International Bank 

S!^R*II£« 

0 

aka. Korea Kumsong Bank, Kumsong 
Bank, Single-Minded International Bank, 

0 

ISB Building, 

Pyongyang 

Pyongyang, Democratic 
People's Republic of 
Korea 

SWIFT: ILSIKPPY 

Res 2321 (2016) on 30 November (KPe.034) 

Affiliated with the DPRK military and has close 
relationship with Korea Kwangson Banking 

Corporation (KKBC) and has attempted to evade 

United Nations sanctions. 

First Credit Bank. (JV) or Cheil Credit 
Bank 

*11 

aka: First Trust Bank Corporation, Jeil 
Credit Bank, Kyongyong Credit Bank 

a) 3-18 Pyongyang 
Information Center, 
Potonggang District (as 
of 2016). b) i Rakrang 
District, Jongbaek 1- 
dong Tel: +850 2 433- 
1575 (02-433-1575) 
SWIFT: 

KY CBKPPYXXX 
Rakrang Tel: 961-3331, 
961-0003 

Belongs to Workers Party of Korea. It was established 
in 2008 as JV venture with Singapore’s Miracle 
Commerce Pte. Ltd., and its CEO William Toh (aka 

Toh Hwee Howe) who has been involved in trade with 
the DPRK using his other two companies, I-Tech 
Intelligence Resources and Sinsar Trading Ltd. 

Koryo Commercial Bank 

aka Korea Commercial Bank 

KCB Building, 
Taedonggang District, 
Pyongyang; ; Beijing, 
China; Shenyang, 

China; SWIFT/BIC 
KCBKKPP1 

Joint Venture with OCN and Ryugyong Commerical 
Bank 

Tanchon Commercial Bank 

o h td€r^ 

AKA: Changgwang Credit Bank, 

( o 1- o*' lJ o' -E- o ) Korea Changgwang 

Saemul 1-Dong 
Pyongchon District, 
Pyongyang 

Designated by UN on 24 Apr. 2009 (KPe.003) 

Main DPRK financial entity for sales of conventional 
arms, ballistic missiles, and goods related to the 
assembly and manufacture of such weapons. Under 
Second Economic Committee; financial arm of 

KOMID. 




Credit Bank (££]*^A]g£°!j); 
Yongaksan Bank (-g^^E-^), 
Lyongaksan Bank (H- < =n'£d'-E o) 



Korea United Development 

Bank (KUDB) 

(.mm) m-RMmf 

aka: Myohyangsan Bank, Unification 
Development Bank, T’ongil Palchon 

Bank, Korea Tongil Paljon Bank, Korea 
Reunification Development Bank 

KUDB Building, 
Pyongyang 

SWIFT/BIC: 

KUDBKPPY 

Res 2321 (2016) on 30 November (KPe.033) 

Information in UN POE report: S/2017/742, p. 22 

Kumgang Group Bank / Kumgang 

Bank (KKG) 

Korea Kumgang Bank 

aka: Kumgang Export and 
Import Bank 

Kumgang Bank 

Building, Central 

District, Pyongyang 
(The North East Asia 
Bank building in 
Pyongyang became the 
KKG Bank building) 

Associated with Korea Ponghwa General Corporation 
(under External Economic Committee of the Cabinet) 
and Korea Pyongyang Trading Company 

Kumgyo International Commercial 

Bank 


Affiliated with Korean Chongsong Mining Company 
and Changgwang Shop. See Panel report S/2017/150 
para 220. 

Tanchon Commercial Bank 

jfi/HiSNklBfi 1 

AKA: Changgwang Credit Bank, 

(o h o 1- lJ o’ E- o) Korea Changgwang 

Credit Bank (^*mt]g£°!j); 

Saemul 1-Dong 
Pyongchon District, 
Pyongyang 

Designated by UN on 24 Apr. 2009 (KPe.003) 

Main DPRK financial entity for sales of conventional 
arms, ballistic missiles, and goods related to the 
assembly and manufacture of such weapons. Under 
Second Economic Committee; financial arm of 

KOMID. 
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Annex 43: Payment process used in ship-to-ship transfers in 2018 

First, foreign national brokers outside the DPRK arranged imports to be facilitated by ship-to- 
ship transfer. Once the deal was agreed, the DPRK end recipients of the imported products 
transferred funds internally to a DPRK bank with representatives operating overseas. The bank 
then instructed one of its overseas representatives to use foreign bank accounts it controls 
(often attached to front companies), to pay relevant suppliers for the product and shipping 
costs. The balance between the DPRK bank and the foreign accounts debited was then rectified 
virtually by ledger. When the actual balance of the accounts at the DPRK bank and those of its 
overseas representatives diverges too substantially as a result of the regular use of the ledger 
system, cash couriers address the imbalance by carrying bulk cash across the DPRK border. 

The Panel notes that this method for processing payments is almost identical to the ledger 
system used by Glocom for its financial transactions (S/2017/150, para. 225) as well as other 
DPRK front companies. 

Source: Member State 


246/396 


9-01704 
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Annex 44: Official registration documents for DPRK Foreign Trade Bank Official 
Representative Office in Moscow 

BUniICKA 

113 rOCy/lAPCTBEHHOrO PEECTPA AKKPE/UlTOBAHHblX <011. Ill A. IOB. 

I1PEJK TABIITEJlbCTB IIIIOCTPAUIIblX lOPlI.UlMEC KIIX .Mill 


08.01.2019 

Hacionmaa BbimiCKa coaepaaer cBeaemui o (l>n.uia.i 


Jfe 99651900000023 

(iipcjciUBiirejibci 


| flPE/lCTABHTEJlbCTBO EAHKA BHEUIHEH TOPIOBJIH Kiwi ' 


HHoerpaHHOlo lopiuHHecKoro an 


BAHK BHElUHEfi TOPI OBJIH KHJIP 


H3A 20150032826 


Jfen/n 

HaiiMenuBaHiie iiuKaiaTe.ui 

lna'ieiiue noKaiaTean 

1 

2 

3 

( BC.ICHHB 06 HHOCTpaHHOM K)pH.|H 4 CCKOM JIHttC 

llaiivieiioBmiHe 

1 

naiiioe HaHMeHOBaime 

BAHK BHEUIHEH TOPTOBJIH KHJIP 

2 

J\ ara bhccchmm b PA<t>n lamtcii. ctuepacaiuefi 

VKa taHHUC CBC4CHHB 

13.01.2016 

Aapec b eipaiie pel iicipauHii (miKopiiopaumi) 

3 

Koa h HauMeHoBaiuie crpauu penictpauim 
iHHKopnopamiH) 

408. KopeAcicax llapo;mo- 
JleMOK'pai nieckas Pecnv6.niKa 


Aapec b crpane pemcrpaumi (iiiiKopiiopamiii) 

T nXEHbflH, UEHTPAJIbHblH 

PAfiOH, KBAPTAJ1 3yHCOH. 

3JIAHHE BAHKA BHEUIHEH 
TOPTOBJIH KHJIP KHJIP. 1 
nXEHbBH. UEHTPAJIbHblH PaHOH, 
KBAPTAJ13YHCOH, 3JIAHHE 

BAHKA BHEWHEH TOPrOBJIH 

KHJIP 

5 

Jla ra bhccchhn b PAOII uuihcii. coAepxautefl 
yica tamiue cbcmcmiih 

13.01.2016 

( BejieiiiiB o pei iieipauiiii n ripmie pel iicipHimii (uiiKapiiopiiUHii) 

6 

HaitMeiioaafiHc peiHcrpupyiomero opiana 

TOPTOBAJI nAJIATA KHJIP 

7 

PeiwnpauiioHiiufl iioMep 

46 

8 

OcoOcimocni pencil Ma perHcrpaumi 

B CIICIlMaObHOA ikohomhhcckoA iohc 


H3A 20150032826 


5-01704 


247/396 
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25 

IXara BHeceHHa b PA®n lanacH, coaepwawefl 

17.11.2017 

C'BejeiiHH u p\KUBo ime ie <|>ii „,a .a „pe;,c,aBH, t ,u.c,Ba b PuccfickoB teaepam,., 

26 

(paMHJlHX 

XAH 




28 

tiara BHeceHHa b PA<MI janacK, coaepacaiiiefi 

13.01.2016 


aHHHB3CB P a6o T H„ K aH„4.B„Ha,.a, 

29 

MHCaeHHOCTb HHOCTOlHHb* oafiOTHHKOB 

2 

30 

/lata BHeceHHa b PAcWI 3anHCH, coaepwauiefi 

31.03.2015 

c 

BMCHHB 0 IipUHH 1OM peUieHUI. 0« BkKpMHI BUHH UpeflCTBBH I BJIbC. BB paBHO. 0 

3. 

JX 3Ta npHHHTHH peineHiia 06 aiocpeAHTauHM 
npeacTaBHiejibcrBa 

30.11.2007 

32 

CpoK aeflcTOHji aKKpeAMTauHH npeacraBBTenbCTBa. 
coraacHO npHuamuy peuieHHio (cpoa aefiCTBHa 
AOKyMeHTa 06 amcpeaHTaium upeactaBHTeabCTBa) 

29.11.2016 

33 

HauMeHOBaHHe opraHa, npeacraBHBiuero caeaeHHa 

UEHTPAJlbHblfl BAHK 

POCCHftCKOtt ®E/1EPAUHH (EAHK 
POCCHH) 

34 

/laia BHeceHHa b PA®n 3anHCH, coaepwauiefi 

31.03.2015 

CBeae 

mm o Bii.iax iKOHOMHHecKOH ich i e.ibHoci ii tjni.ma.ia. upe ici aBii ie.ibciBa b Pocchhckoh 
lepatlHH IIO 06uiepOCCHHCKOMV KJiaCCHl))IIKaTOpV BHJOB IKOHOMHHeCKOif jeareJIbHOCI H 
(OKB3A OK 029-2014 K^EC. Pea. 2) 


C bc uhhh o6 ochubhom Blue ikohomhhc 

icicofi aemeiibHOCTH 

35 

Koa h Ha.iMeHOBaHHe B.ua aeareabHoc™ 

70.22 KoHcyjibTiipoBaHHe no Bonpoca.M 

ynpaaneHMS 

36 

/lata BHeceHHa b PA®n aaimca. coaepwamefi 
yxa3aHHue cbcjchhb 

31.03.2015 

Burnt 

.1 

1 

1 

i 

1 

aorocepBHca <<rocyaapcTBeHHb.fi peecep 


head of the branch, 
representation in the 


someone else to take the 
position, that field would 
be updated and the 

thee corresponding box. 
This does not mean that 
we don't know anything 
about the entity from that 


3A 20150032826 


Source : Russian Federation Federal Tax Service State Registry of Accredited Branches, Representative Offices of 
Foreign Legal Entities (RAFP), extracted from https://service.nalog.rU/rafp/# (The webportal can be searched 
by name, INN, or even just the Russian word for DPRK - KHJP and then scrolling to the FTB entry). 
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rOCyflAPCTBEHHblM PEECTP AKKPEflHTOBAHHbIX OHJIMAilOB, 
nPEflCTABBTEJIbCTB HHOCTPAHHbIX lOPHAMMECKMX (lMU 


Bbl MCKAJ1M: 


e: 04.09.2018 


H3MEHMTb llAPAMETPbl IK 


PE3WlbTATbl nOMCKA 


CBefleHHH o <pnmiane, npeflCTaBHTenbCTBe MHOCTpaHHoro KjpBflHMecKoro ni 


Q nPEflCTABMTEJlbCTBO 6AHKA BHELUHEM 
TOPrOBJlM KHflP 


'"1, r i i.i a >: /. 

3HTy3MACTOB UiOCCE. flOM 

31. KOPfiyC 2. KBAPTUPA 37 

oGoooGneHHbie 

IhHH: 9909086019 1 

|mn: 774751001 | 





A 




T | 



Dl 

El 2 s E9KE3 1 BbirPY3MTb Q | 

NZA: 201500328626 
INN: 9909086019 

KPP: 774751001 


Apartment 37, Building 2 

31 Entuziastov Highway, 
Moscow, 111123 




Source : Russian Federation Federal Tax Service State Registry of Accredited Branches, Representative Offices of 
Foreign Legal Entities (RAFP), extracted from https://service.nalog.ni/rafp/# (The webportal can be searched by 
name, INN, or even just the Russian word for DPRK - KH^P and then scrolling to the FTB entry). 


Summary of relevant information in English: 


Name of Russian 
Branch in English and 
Russian; Tax ID No. 
(INN) 


Name of Branch 
English & Russian; 
Short Name(s) of 
Foreign Branch 


Location 

Address 

(English) 


Full Names of KPP #; NZA 

Associated it; and Tax 

Individuals; Date Organ ID 

Accredited 


Date of Initial 
Registration 


ent ID; Forei 
Date of gn 
Docum Citize 


REPRESENTATIVE 
OFFICE OF THE BANK 
FOR FOREIGN TRADE 
DPRK 


2015003282 


Date: 

2018- 

10-17 
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Annex 45: Biodata, passport and travel of Han Hun II (Edward Han) 


4. 


41 


... Dcmot ratio Peop(c> Kcnwbh 


2! * *» 

K«i l 


OPR KC • 

W4 .•. v.v 

K'AWGV- - 


->rAPR 1957 
03 MAR 2016 *' 

' tW-nlll 4'iit.VWy 

MINISTRY OF FOREIGN AFFAIRS 


P 0 P R KH A N < < H U NIX <<<<<<<<<<<<< <<<<< < < < < < < <« < < 
83613A8797PRK5704026M2103097<<<<<<<<<<<<<<<8 


Name: 

Han Hun 11 

DOB: 

2 April 1957 

Passport # 

836134879 

Expiry: 

9 March 2021 

A.k.a.: 

Edward Han 

Family 

Wife: Kim Mi-Kyong (□ n | -3) 

members 

• DOB: 1959 2.15 

Son: Han Kumryong (£!"□■§■, a.k.a. “Han Song” ($[ c>), aka: “Harvard 

Han” 

• DOB: 18 September 1984 

• Worked at MKP Myanmar branch until 2013 

Affiliations: 

Sungri Economic Group (1=r 2-1^119 U") 

Dispatched to Malaysia in 1995 to serve as Malaysia Representative of Mansudae 
Overseas Projects (MOP) 

Established a Mansudae branch, M.O.P. (S) Pte Ltd, in Singapore on 20 May 1994 
until it was struck off the register on 30 September 2009. 

In 2006 his tenure with MOP expired and he was given the status of “operative “in 
the Reconnaissance General Bureau. He had previously served as representative 
of RGB in Africa before 1995. 

On 20 June 2006 he registered Malaysia Korea Partners (MKP) in Malaysia 
jointly with Yong Kok Yeap with each of them owning half the shares (175,000 
Ringgit) 


5-01704 
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Former 

Address: 

] 

MKP Capital LLC Berhd 

Registered address: 24-B Jalan Landak Off Jalan Pudu KL 

Business address: Lot 5, Jalan Satu 

Kawasan Perusahaan Cheras Jaya 

43200 Balakong; Selangor Darul Ehsan, Malaysia 

Travels 

Traveled to Zambia at least twice in 2017 

Telephone: 

Tel : 603 9076 9678; Fax : 603 9075 9678 

Email 

enquiries@mkpholdings. com. my 

Website : 

www.mkphold.ings. com. my 


Travel Information: 

Phone Information 


Phone Type 


Phone Number 


Extension 


E-Mail Information 


Address 


ISP Name 


ISP Country 


Travel Summary 


Travel Processing 

Date User 

01/10/2017 WKMOSES 

.16/09/2017 iBAARON 

01/09/2017 PKAFUKANYA 


Location 

LUSAKA INTERNATIONAL 
IAIRPORT 

LUSAKA INTERNATIONAL 
AIRPORT 

^LUSAKA INTERNATIONAL 
(AIRPORT 


Event Flight/Travel 

Type Number 

Departing EK714 


Arriving EK713 


Departing EK714 


Offloaded / Deportee 


Vehicles 


Vehicle 

Type 


Year Make Model VIN Color 


Country State/Province 
Registered Registered 


Registration 

Number 


Tag 


Flag 

Country 


Radio 

Frequency 

(mHz) 


Length 

(meters) 


Cargos 

Date Cargo Type Weight (kg) Origin Destination Description 

Deportee 

Reason for Deportation Action Taken Deported From/To 


Fingerprint Identity 

Surname Birth Date 

HAN 02/04/1957 

Image 

Source: Member States 


Forename 

HUNIL 
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9-01704 
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Annex 46: Updated information on the Panel’s investigation into MKP activities in Zambia 

The Zambian investigation into MKP confirmed that 13 companies incorporated in the country have 
been linked to MKP Holdings (see section below entitled, Information on MKP companies in Zambia). 
Information provided by Zambia showed that MKP relies on a semi-devolved corporate model outside 
of Malaysia; and makes widespread use of foreign facilitators in its corporate structures to create 
deniability of the control relationship between Han Hun II and other MKP companies. In particular, an 
Algerian national, Mohamed Yazid Merzouk, served as a director in most of the MKP Zambia entities, 
playing a key central management role for the network alongside several Algerian nationals sharing 
hi s last name and a small number of Zambian nationals. 

Although the Panel was unable to establish the amount being paid to each individual labourer of the 
Democratic People’s Republic of Korea, documents provided by Zambia showed that only 15 per cent 
of the total amount for each project was paid to the labourers for that project as a whole. MKP indicated 
to the Panel that, for its earlier projects overseas, labourers from the Democratic People’s Republic of 
Korea were paid 300 dollars a month. Zambia provided the monetary values for a selection of 
KOGEN/GENCO projects from 2013 to 2015, valued at a total of $25 million. It did not provide a 
comprehensive list of the company’s activities, nor did it disclose KOGEN/ GENCO contracts post- 
2015. 

Information on MKP companies in Zambia 

(For further details and a network chart, see S/2018/171, page. 72. For the most up-to- 
date registration information, see the end of this Annex) 

NHA - MKP ESTATES DEVELOPMENT 

Registration number: 120050058683 
Incorporated on 29 April 2005. 

Registered address: 4668, Annex National Housing Authority 
Ownership: 


Name 

Sex 

Nationality 

Address 

Yazid Mohamed 
Merzouk 

M 

Algerian 

Villa No. 3Millenium Village, Longacres, 
Lusaka 

Donovan Webster 
Zyambo 

M 

Zambian 

Plot 9620, Churdleigh. Lusaka 

Saviour Konie 

M 

Zambian 

Stand 7351, Nangwenya Rd, Rhodespark, 
Lusaka 

National Housing 
Authority 





Note : The Panel also notes that NHA-MKP Estate Development Ltd was still active in May 2018, when a court of 
appeals judge ruled on its lawsuit against the compensation board: 

http://www.judiciaryzambia.com/2018/05/16/appeal-no-44-2017-nha-mkp-estate-development-ltd-v-workers- 
compensation-fund-control-board-may-2018-justice-makunguja/ In March 2018, a newspaper article quoted a 
representative of the National Housing Authority as saying that more developments would be coming from MKP: 
https://www.dailvnation.info/mkp-znbs-offloads-250-housing-units/ 
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KOREA GENERAL COMPANY FOR EXTERNAL CONSTRUCTION (KOGEN1 
Incorporated 15 June 2012 

Address: Plot no. 6556, Mumana Road, Olympia, Lusaka. 

Nature of business: construction services. 

Directors: 


Name 

Sex 

Nationality 

Address 

Hang Chan Ho 

M 

Korean 

Plot No. 6556, Mumana road, Olympia, Lusaka 

Ri Kwanga Song 

M 

Korean 

Plot No. 6556, Mumana road, Olympia, Lusaka 

Ri Chun IL 

M 

Korean 

Plot No. 6556, Mumana road, Olympia, Lusaka 


The management team of the company comprises eleven (11) DPRK nationals nicluding: 

1. Mr. JIN H YOK RI - is on the Board of Directors of KOCEN. He has 10 years of experience in civil engineering. 

2. KUM JUN TAE holds a degree in structural engineering from PYONGYANG UNIVERSITY. He has more than 13 
years' experience in building industry 

3. KIM I SONG - holds a degree in structural engineering from PYONGYANG UNIVERSITY. He has more than 13 
years' experience in building industry 

4. HONG JONG SON and KIM HAK CHOL — the two hold degrees and diploma in structural design and construction 
from Pyongyang University 

5. JANG YONG NAM and CHA SUN CHOC — the duo hold degree in construction material engineering from 
Pyongyang University 

6. KIM SU JON’ RI RYONC HONG IN HO, KIM TAE HWAN they hold degrees in building and civil engineering from 
Pyongyang University with 1 6 years' experience in building industry 

The above-mentioned directors of Korean General Construction (Z) Ltd registered another company called 

CHAMMAE CONSTRUCTION LIMITED whose address and directors are the same as those in Korean General 

Construction (Z) Lid, with the addition of one director, Mr. Sam Maurice. The company, whose registration number 

is 1201 20102839 was also incorporated on 1 5 th June 2012. 

CHAMMAE CONSTRUCTION LIMITED 

Incorporated 15 June 2012 

Address: Plot no. 6556, Mumana Road, Olympia, Lusaka. 

Registration: 1201 20102839 

Directors: 


Name 

Sex 

Nationality 

Address 

Hang Chan Ho 

M 

Korean 

Plot No. 6556, Mumana road, Olympia, 
Lusaka 

Ri Kwanga Song 

M 

Korean 

Plot No. 6556, Mumana road, Olympia, 
Lusaka 

Ri Chun IL 

M 

Korean 

Plot No. 6556, Mumana road, Olympia, 
Lusaka 

Mr. Sam Maurice 

M 

Zambian 



MKP TMS HOSPITAL LTD 

Incorporated 20 ,h April 2006 

Address: Plot No. 05, Reed Buck road, Kabulonga, Lusaka 

Registration: 120060062028 

Chief Executive Officer is a Mr. Han Nun. 


Directors: 


Name 

Sex 

Nationality 

No. of 
shares 

Address 

Yazid Mohamed 
Merzouk 

M 

Algerian 

2,750 

Villa No.3, Millenium village, Longacres, 
Lusaka 
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Abdeldjallil Merzouk 

M 

Algerian 


Plot No. 5591, Lusemfwa road, Kaiundu, 
Lusaka 

Han Yong 

F 

Korean 

1,500 

Hse No. MC72, PHI Chainama, Lusaka 

Ho Un Ran 

M 

Korean 

500 

Plot No. 5, off Reedbuck road, Kabulonga, 
Lusaka 

Betty Mulongoti 

F 

Zambian 

250 

Plot 325, Independence avenue, Lusaka 


MKP MOTORS ZAMB'A LTD 

Company incorporated on 22 nd August 2002. Its registered business address is 2 nd Floor Indeco House, 
_ Cairo Road, Lusaka. Directors of the company are in the following table: _ 


Name 

Sex 

Nationality 

Address 

Han Hun IL 

M 

Korean 

Malungushi Village, Kaiundu 

Siew KIN Wai 

M 

Malaysian 

Malungushi Village, Kaiundu, Lusaka 

Yong KOK Yeap 

M 

Malaysian 

Malungushi Village, Kaiundu, Lusaka 

Philip S.C 

Mumba 

M 

Zambian 

Plot No.377a?12B, Kabulonga, Lusaka 


MKP HOLDINGS LTD 


Address: Plot 5591, Lusemfwa Road. Kaiundu 
Registration: 12004005417 
Nature of business: construction 
Ownership: 


Name 

Sex 

Nationality 

Address 

Yazid Mohamed 
Merzouk 

M 

Algerian 

Villa No. 3, Millenium village, Longacres, 
Lusaka 

Yon IL 

M 

Korean 

Villa No. 3, Millenium village, Longacres, 
Lusaka 


MKP MINING CORPORATION LTD 
Incorporated: 16 August 2006 
Registration: 1 20060063279 

Address: Plot 7393 Chainda Place, South End, Cairo Road, Lusaka 
Ownership: 


Name 

Sex 

Nationality 

No. of 
shares 

Address 

Yazid Mohamed 
Merzouk 

M 

Algerian 

125,000 

Plot 5591, Lusemfwa road, Kaiundu, 

Lusaka 

Dr. Stephen M 
Kambani 

M 

Zambian 

125,000 

A2 Handsworth UNZA, Lusaka 

Derrick Munsele 

M 

Zambian 

125,000 

Plot No. 2, Simon Mwansa Kapwepwe 

Road, Avondale, Lusaka 

Charles Victor 

Holland 

M 

Zambian 

125,000 

Plot No. 4258 Mbeleshi, Northrise, Ndola 
Zambia 


MKP SECURITY SYSTEMS LTD 
Incorporated: 7 th November 2006 
Registration :1 20060000641 68 

Address: Plot No. 7393, Chainda Place, "Jairo Road, Lusaka. 
Ownership: 
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Name 

Sex 

Nationality 

No. of 
shares 

Address 

Samson Sakala 

M 

Zambian 

100,000 

Godfrey Kangwa road, Nyumba Yanga, Lusaka 

Timothy 

Mazembe 

M 

Zambian 

100,000 

Plot 12243, Woodlands, Ext, Chalala, Lusaka 

Ngonga Oswald 
M Goodson 
Bwalya 

M 

Zambian 

100.000 

Plot 16520/1080, Kamwala, South Lusaka 


MKP BUILDERS ZAMBIA LTD 

Address: plot 5591, Lusemfwa Road, Kalundu, Lusaka. 

Directors:_ 


Name 

Sex 

Nationality 

No. of 
Shares 

Address 

Yazid Mohamed 
Merzouk 

M 

Algerian 

99.750,000 

Villa No.3, Millennium Village, Longacres, Lusaka 

Abdeldjallil 

Merzouk 

M 

Algerian 

5,250,000 

Plot No. 5591, Lusemfwa Road, Kalundu, Lusaka 


MKP CAPITAL ZAMBIA LTD 

Address is plot 5591, Lusemfwa Road Kaiundu, Lusaka 
Incorporated: 4 th February 2011. 

Business: construction. 

Directors: 


Name 

Sex 

Nationality 

No. of 
Shares 

Address 

Abdelghani 

Merzouk 

M 

Zambian 

55,000 

Plot 5591, Lusemfwa Road, Kalundu, Lusaka 

Abdeldjallil 

Mezouk 

M 

Algerian 

11000000 

Plot 5591, Lusemfwa Road, Kalundu, Lusaka 

Mohamed 

Yazid Merzouk 

M 

Algerian 

87250000 

Plot 5591, Lusemfwa Road, Kalundu, Lusaka 

Farid Merzouk 

M 

Algerian 

11000000 

Plot 5591, Lusemfwa Road, Kalundu, Lusaka 

Timothy 

Kazembe 

M 

Zambian 




MK IREHAB ZAMBIA LTD 
Incorporated : 13 November 2011 

Business: supplies of medical labs and pharmacy equipment 

Adderss: Plot No. 5 Reed Buck Road, Kabulonga (address for MKP TMS Hospital) 


Directors: 


Name 

Sex 

Nationality 

No. of 

Shares 

Address 

Abdeldjallil 

Merzouk 

M 

Algerian 


Plot 5591, Lusemfwa Road, Kalundu, Lusaka 

Mohamed 

Yazid 

Merzouk 

M 

Algerian 

2550000 

Plot 5591, Lusemfwa Road, Kalundu, Lusaka 

Dr. Zelilah 

Binti Salleh 
Ghany 

M 

Zambian 

2450000 

Plot No. 5, Reed Buck Road, Kabulonga 
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OMEGA-MKP ZAMBIA LTD 

Address: Stand No. 7241, Mukatasha road, industrial area, Lusaka. 

Nature of busienss: security services 

Directors: 


Name 

Sex 

Address 

Victor 

Etienne Janse 
Van Rensbur 

M 

Plot 7241, Mukatasha Road, Light Industrial Area, Lusaka 

Christoffel 

Ohhanes 

Roelosfe 

M 

157 Ezra Road, Die Wilgers, Pretoria, South Africa 

Philius 

Jacobus 

M 

Lynwoodridge, 

Pretoria. South Afica. 301, Minesota street 

Christoffel 

Smit 

M 

Faerie Glen Pretoria, South Africa 

Timothy Jim 
Kazembe 

M 

No. T1 Los Ageles Road, Lusaka 

Christoffel 

Ohhanes 

Roelosfe 

M 

16520/1080, Kamwala South Lusaka 


Motor vehicles registered in the names of Chang H Han and Korea General Company for External Construction (Z) 


Owner 

Registration Mark 

Make 

Korea General Company for External 
Construction 

ALK9605 

DAF Tipper 

Korea General Company for External 
Construction 

ALK2843 

Volvo Tipper 

Korea General Company for External 
Construction 

ABF3391 

Volvo 

Korea General Company for External 
Construction 

AAX5978 

Toyota Dyna 

Korea General Company for External 
Construction 

ALJ1391 

Toyota Regius 

Korea General Company for External 
Construction 

ACH9579ZM 

Landcruiser Prado 

Chan H Han 

ALE7996 

Toyota Noah 

Chan H Han 

ABE321 

Toyota Camry 

Chan H Han 

ABD1517 

Toyota Lucida 


Source : Member State 


Updated information from Patents and Companies Registration Agency -December 2018 

NHA-MKP Estates Development, #120050058683 is shown as registered and compliant. 

Chammae Construction Limited, #120120102839: is shown as registered and compliant. 

MKP TMS Hospital, #120060062028: is shown as registered and compliant. 

MKP Motors (Zambia) Ltd, #120010047965: shown as registered, but has some issues with timely 
paperwork filing.... 

MKP Holdings Ltd, #120040054717: shown as registered, but doesn’t seem to have filed in a while. 
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MKP Mining Corporation, #120060063279: shown as registered, compliant. 

MKP Security Systems Zambia, #120060064168: shown as registered, compliant. 

MKP Capital Zambia, #120110090060: shown as registered, compliant. 

MKP Builders Zambia, #120070068265: registered, partially compliant. 

MKP-Irehab, #120110095546: still registered, partially compliant. 

Omega-MKP Zambia, #120100086671: changed its name to Omega Risk Solutions Zambia. Still 
registered, compliant. 

Source: Company Registry 
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Annex 47: MKP companies in Malaysia as of November 2018 


The Panel notes that while Han Hun Il’s name has been removed from the registration of one company and two other companies on 
which he served have been dissolved, many MKP companies appear to remain open and active in Malaysia despite the Panel’s previous 
determination that their activity was prohibited. 


(This updates the previous table of “MKP companies in Malaysia as of 15 December 2017”, S/2018/171 pp. 229-232, Annex 67) 



Corp 

orat 

Num 







Company Name 

ber 

Status 

Address 

Directors 

Shareholders 

Start 

Notes 






Abdul Kudus 






Rm.l 1st. Floor, 

Lee Rubber Bldg 145, 

Jalan Tun H.S. Lee 

Kuala Lumpur, Wilayah 

Persekutuan 

Abdul kudus bin 

Bin Datuk; 



M.K.P. 

PROJECTS 

SDN. BHD. 

1994 

48-D 

Dissolv 

ed 

datuk; 

Lee Kung Wah; 

Chong ah Kow @ 
Chong Ching Che; 
Yong Kok Yeap; 

Yong Kok 

Yeap; 

Chong Ah Kow 
(5) Chong 

Ching Che; 

Lee Kung Wah 

15-Jun- 

90 



MKP 

BUILDERS 

SDN. BHD 



2-3-11 (3rd Floor)Menara 

Klh Business Centre 2, 

Jalan Kasipillay, 

Off Jalan Sultan Azlan 

Shahkuala Lumpurwilayah 
Persekutuan 

Lot 5, Jalan lkawasan 

Han Hun II; 

Fang Chee Peng; 

Yong Kok Yeap; 



Han Hun II no 
longer listed as 
shareholder 

3862 

07-P 

Existin 

g 

Yong Kok Yeap, Fang 
Chee Peng 

6-M ay- 
96 

(11 May 2018 

registration 

documents 

listed him as 
shareholder) 


Perusahaan Cheras Jayabatu 

11 cheras, selangor 





24-B, Jalan Landakoff Jalan 

Pudu Kuala LumpurWilayah 





MKP CAPITAL 

7383 

Windin 

Persekutuan 

Lot 5, Jalan lkawasan 

Perindustrian Cheras 

Han Hun II; 

Yong Kok 

Yeap; Han Hun 

II 

20 June 


BERHAD 

26 -V 

gUp 

Yong Kok Yeap; 

2006 


Jayabatu 11, Batu 9 
cheras, selangor 









9808 Yone Kok 

MKP CAPITAL Existin 24-B Jalan Landakoff Jalan Pudu Kuala Han Hun II; 6 2 March 

LLC BERHAD g Lumpur, Wilayah Persekutuan YongKokYeap; ea P' ^ Un 2012 


MKP 

CORPORATION 

BERHAD 


24-B Jalan Landakoff Jalan 
Pudu Kuala Lumpur, 

6197 Existin wilayah Persekutuan Lot 5, 

41-U g Jalan 1 kawasan 

Perusahaan Cheras Jayabatu 
llbatu 9 Cherasselangor 


Han Hun II; 


Previously 

Karnail Singh Nijhar 

Yong Kok 

Yeap; Han Hun 

II 

listed as 

Tansri Dato'dr Amar 
Singh; Yong Kok Yeap; 

26 June "winding up" 
2003 (in 13 Nov 

Ramanan 

2017 

Ramakrishnan, Dato'; 


documents) 


MKP 7359 

DYNAMIC 10 Existin 

ENGINEERING - g 

SDN. BHD W 


2-3-11 (3rd Floor) Menara 
Klh Business Centre 2 jalan 
Kasipillay, Off Jalan Sultan 
Azlan Shah Kuala Lumpur, 
wilayah Persekutuan 
Lot 5, Jalan 1 Kawasan 
Perusahaan Cheras Jayabatu 
11, Batu 9 Cheras Selangor 


Karnail Singh Nijhar 
Tansri Dato'dr Amar 
Singh; 

Fang Chee Peng; 
Yong Kok Yeap; 
Muhammad Danial 
Bin Osman; 


Karnail Singh 
Nijhar Amar 
Singh, Tansri 
Dato'dr; 

Yong Kok 
Yeap; 

Soh Pui Hoon; 
Han Hun II; 
Ramanan 
Ramakrishnan 


31 May 
2006 


MKP 

DYNAMIC 
SDN. BHD 


2-3-11 (3rd Floor), Menara 
Klhbusiness Centre, 2, Jalan 
7799 Kasipillayoff Jalan Sultan 

80 Existin Azlan Shah Kuala Lumpur, 
g Wilayah Persekutuan 

A Lot 5, Jalan lkawasan 

Perusahaan Cheras Jayabatu 
11 cheras selangor 


Karnail Singh Nijhar 
Tansri Dato'dr Amar 
Singh; 

Fang Chee Peng; 
Yong Kok Yeap; 
Ramanan 
Ramakrishnan; 
Muhammad Danial 
Bin Osman @ 
Mddaud; 


Yong Kok 
Yeap; 

Soh Pui Hoon; 
Ramanan 
Ramakrishnan; 
Karnail Singh 
Nijhar Tansri 
Dato'dr Amar 
Singh 


Han Hun II was 
7 July never on the 

2012 paperwork to 

begin 


2 








2-3-11 (3rd Floor) Menara 
Klh Business Centre 2 jalan 
4644 Kasipillay, 

MKP HOLDINGS g2 Existin Off Jalan Sultan Azlan Shah YongKokYeap; 

SDN. BHD w g Kuala Lumpur, Wilayah Persekutuan Han Hun II; 

Lot 5, Jalan 1 kaw. 

Perusahaan Cheras Jayabatu 
11 batu 9 Cheras Selangor 


1210 

MKP SUPPLIES 818 Existin 

SDN. BHD - g 

M 


MKP-WUI 

LOONG SYSTEM Dissolv 

SCAFFOLDS ' ed 

SDN. BHD 


2-3-11 (3rd Floor) Menara 
Klh Business Centre 2 jalan 
Kasipillay, 

Off Jalan Sultan Azlan Shah 
Kuala Lumpur, Wilayah Persekutuan 

24 

-B Jalan Landakoff Jalan 
Pudu Kuala Lumpur, 

Wilayah Persekutua 
Lot 5 Jalan lkawasan 
Perindustrian Cheras 
Jayabatu 11 Batu 9 Cheras, 

Selangor 


Fang Chee Peng; 
Yong Kok Yeap; 


Kong Kam Wang; 
Han Hun II; 

Yong Kok Yeap; 
So Yu Shing; 


Yong Kok 
Yeap; Han Hun 

II 


Yong Kok 
Yeap; Fang 
Chee Peng 


Wui Loong 
System 
Scaffolds 
Co. Ltd; 

Mkp Holdings 
Sdn. Bhd. 


23 June 
1998 


30 

Nov 

2016 


Address 
change (11 
Nov 2017 docs 
listed address 
in Puchong 
Selangor) 


17 April 
2002 


52 a, Jalan Landak 
off Jalan Pudu 
Kuala Lumpur, Wilayah 

Nekad Ziplem Existin Persekutuan 

SDN. BHD ^ g C/O Lot 5, Jalan 1 kawasan 

Perindustrian Cheras 
Jayabatu 11, Batu 9 Cheras 
Selangor) 


Han Hun II; 
Yong Kok Yeap; 


Jusoh Bin 
Awang; 
Yong Kok 
Yeap; 

Han Hun II; 
Sumairi Bin 
Hashim 


7-M ay- 


03 








ELEMENT FLASH Existin 

(M) SDN. BHD. v " g 


SOSITSDN. 7493 Dissolv 

BHD. 41-K ed 


2-3-11 (3rd Floor) Menara 
Klh Business Centre 2 Jalan 
Kasipillay, 

Off Jalan Sultan Azlan 
Shahkuala Lumpur Wilayah 
Persekutuan 

Lot 5 Jalan Satu kawasan 
Perusahaan Cheras 
Jayabalak ong Selangor 
2-3-11 (3rd Floor) Menara 
Klh Business Centre 2 jalan 
Kasipillay, 

Off Jalan Sultan Azlan Shah 
Kuala Lumpur, Wilayah 
Persekutuan 
Lot 5, Jalan 1 Kaw. 
Perusahaan Cheras Jaya Batu 
11, Batu 9 Cheras Selangor 


Source: Malaysian corporate registry 


2 


Yong Kok Yeap; 
Chua Boon Lain; 
Tee Eng Soon; 


Chua Boon 
Lain; Yong Kok 
Yeap; Tee Eng 
Soon; Fang Chee Peng 


Yong Kok Yeap; Han Hun 

II; 


Yong Kok 
Yeap; Han Hun 
II 


Han was never 
on paperwork 
to begin; new 
1-04 Fang Chee 
Peng(added 
sometime after 
Nov 2018) 


3-Oct- 

06 
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Annex 48: Korea General Corporation for External Construction (GENCO)’s page on the 
DPRK’s official online portal, Naenara, compared with MKP’s website showing same 
completed projects (red boxes added to highlight construction projects claimed by both 
organizations) 



11608101 yhttp://www.naenara.com.kp/en/penodic/f_trade/index.php?cor 


► 1645+2011-01- 


iron 


APR 


◄ 


2014 


©The Foreign Trade Publishing House ISSN 1727-916X 
Address: Sochon-dong, Sosong District Pyongyang. DPRK E-mail: flph@star-co.net.kpflph@star-cojwtJq» 


Source: 

https://web.archive.Org/web/20111116081011/http://www.naenara.com.kp/en/periodic/f_trade/index.php7contents 

+1645+2011-01+47+3 


5-01704 


263/396 
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ittps://archive.li/82wX1 



Korean General Company for 
Overseas Construction 



Central District, Pyongyang. DPRK 

E-mail: genl22@co.chesin.com 



Sources : https://archive. li/82wX 1 and 

https://web.archive.org/web/20051119182017/http://www.kcckp.net/fr/periodic/f_trade/index.php?contents+234+ 
2004-04+8+24 


264/396 


9-01704 













S/2019/171 



Korean General Company for 
Overseas Construction 




5-01704 


265/396 
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Annex 49: MKP website showing same completed projects (red boxes added to highlight 
construction projects claimed by both organizations) 



Source: http://www.mkpholdings.com.my/construction.php accessed on 9 January 2019. Red 
box highlights the shared claim. 
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9-01704 
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Source : www.mkphodings.com.my/construction.php 


5-01704 


267/396 
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Annex 50: Archived page for GENCO/KOGEN (originally in French; Google-translated) 
showing images of buildings which it claims to have constructed which are also listed on 
the MKP website as buildings which MKP claims to have constructed. 



©The Foreign Trade Publishing House ISSN 1727-916X 
Address: Sochon-dong, Sosong District,Pyongyang,DPRK E-mail: flph@Star-CO.net.kpflph@star-co.nct.kp 


t Home ] [ Politics ] [ Tourism ] [ Foreign Trade ] [ Arts ] [Press] [ IT Industry ] 
[ History ] [ Korea Is One ] [ Site Map ] 

Copyright © 2003 - 2011 Korea Computer Center in DPR Korea 
Tel: 850-2-18111EXP8456 Fax : 850-2-3814598 


Source: 

https://web.archive.org/web/2011111608101 l/http:/www.naenara.com.kp/en/periodic/f_trade/index.php?contents 
+1645+2011-01+47+3 
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9-01704 
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COMMERCE EXTERIEUR 


Premiere page I Page precedente I Page suivante I Derniere page I Sommaire 

Compagnie Generate Coreenne pour 
la Construction d’outre-mer 




m 




constructions telles que , dtablissements publics, 
hSpitaux, dcoles, gymnases, logements, ouvrages 
-terrains et digues dans de nombreux pays dont 
la Russie, i’Etat des Emirats Arabes Unis, le Kowei't, < 

1’ Ydmen, la Libye et la Mongolie. ^ ^ 

Renomde sous l’appellation de Genco, cette ■:. jk 

j compagnie est munie d’6quipements et machines de 
truction ultramodemes. 

Ceux qui veulent commercer avec ellc, sont pries de s’adresser a: 


g.RPDC 


T61.: 850-2-18111-381-8090 
Fax: 850-2-381-4611 
E-mail: genl22@coxhesin.com 

Premiere page I Page precedente I Page suivante I Derniere page I Sommaire 


Source: 

https://web.archive.org/web/20070930050305/http:/www.kcckp.net/fr/periodic/f_trade/index.php?contents+234+ 
2004-04+8+24 


9-01704 
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Accessed at http://www.mkpholdings.com.my/construction.php on 9 January 2019 


270/396 


9-01704 
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Annex 52: List of DPRK workers working in Zambia, including Han Hun II (RGB) and 
Yazid Merzouk (Algerian national) 

NORTH KOREANS WORKING IN ZAMBIA 

AT KOREA GENERAL COMPANY FOR EXTERNAL CONSTRUCTION 


NAME 


PASSPORT NO. 

PROJECT 

1. 

KWANG MYONG CHOE 

65413075 

ANGLICAN DIOCESE 

2. 

CHANG JUN Rl 

836131680 

ANGLICAN DIOCESE 

3. 

CHOLM1N KIM 

472434386 

ANGLICAN DIOCESE 

4. 

JIN HYON JU 

563434859 

ANGLICAN DIOCESE 

5. 

KIM CHOLKIM 

472336384 

ANGLICAN DIOCESE 

6. 

SONG GUK KIM 

472237752 

ANGLICAN DIOCESE 

7. 

JON WON R 

563431653 

ANGLICAN DIOCESE 

..8. 

SONG NAM JANG 

563335550 

ANGLICAN DIOCESE 

9. 

CHON KANG 

745334987 

ANGLICAN DIOCESE 

10. 

SONG ILJONG 

654130233 

ANGLICAN DIOCESE 

11. 

KIM RYUL 

745334957 

ANGLICAN DIOCESE 

12. 

KIM HAK CHOL 

745231548 

ANGLICAN DIOCESE 

13. 

JO JONG SIK 

5633331039 

ANGLICAN DIOCESE 

14. 

PAK KYONG NAM 

563335551 

ANGLICAN DIOCESE 

15. 

CHA SONG HWAN 

563337914 

ANGLICAN DIOCESE 

16. 

HAM YONG NAM 

563433402 

ANGLICAN DIOCESE 

17. 

OM SONGHO 

472334756 

ANGLICAN DIOCESE 

IS. 

KIM YONG CHUN 

563436057 

ANGLICAN DIOCESE 

19. 

Rl SONG IL 

563430759 

ANGLICAN DIOCESE 

20. 

KIM MYONG JIM 

5633436035 

ANGLICAN DIOCESE 


1 . 

HANHUN IL 

836134879 

MKP CAPITAL/TMS HOSPITAL 

2 . 

YAZID MERZOUK 

02141496 

MKP CAPITAL/TMS HOSPITAL 

3. 

SONGHUI JI 

381335622 

MKP CAPITAL/TMS HOSPITAL 

4. 

YONG GWON KIM 

927132832 

MKP CAPITAL/TMS HOSPITAL 

5. 

KIM IL KYONG 

654133930 

MKP CAPITAL/TMS HOSPITAL 

6. 

KIM AE MYONG 

745230207 

MKP CAPITAL/TMS HOSPITAL 

7. 

KWANG CHOL JONG 

745234558 

MKP CAPITAL/TMS HOSPITAL 


Source : Member State 


5-01704 


271/396 
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Annex 53: Information showing that Kwang Song Ri served as the DPRK Counsellor in 
China (£| aliases: RI, Kwang-Son, RI, Kwangson) 


THOMSON REUTERS 


WORLD-CHECK ONE 


WORLD-CHECK MATCH DETAILS REPORT 

STRICTLY CONFIDENTIAL 

CASE AND COMPARISON DATA 


Client/Submitted Data 

World-Check Data 


x Kwang Song Ri 

Kwang Son RI 

Gender 

✓ Male 

Male 

Nationality 

x 

KOREA, DEMOCRATIC PEOPLE'S 
REPUBLIC OF 

Country Location 

x 

CHINA 

Place of Birth 



KEY DATA 



Source Type 

PEP OB 


Category 

Diplomat 


Name 

Kwang Son RI 


Gender 

Male 


Nationality 

KOREA, DEMOCRATIC PEOPLE'S 
REPUBLIC OF 


Country Location(s) 

CHINA (CHN) 

Location 1 

City 

Beijing 


Region 

Beijing 


KOREA, DEMOCRATIC PEOPLE'S 
REPUBLIC OF (PRK) 

Location 1 

City 

Pyongyang 



THOMSON REUTERS 


Source : Thomson Reuters World Check 
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Region Pyongyang 


Position 

Embassy or Consular Staff 

Entered Date 

02-Mar-2018 

Updated Date 

22-Mar-2018 

Update Categorization 

C2 

ALIASES 


Aliases 

RI,Kwang-Son 

RI.Kwangson 

Native Character Names 


KEYWORDS 


World-Check Keyword(s) 


Keyword 

Description Country 

PEP N 

PEP - National Government 

DPRK-WC 

INTERNATIONAL - DPRK-WC - North Korea - Relevant UNKNOWN 

World-Check Data 

BIOGRAPHY 


Details 

BIOGRAPHY 

Counsellor to China (reported Sep 2013). 


REPORTS 

Mar 2018 - no further information reported. 

Sub-Category 

IDENTIFICATION 

Song Sun Rim (spouse). 

PEP N 

CONNECTIONS / RELATIONSHIPS 

Linked companies 


Linked individuals 

Song Sun RIM Individual 


Source: Thomson Reuters World Check 


5-01704 
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Annex 54: Open source information showing that Kwang Song Ri served as a Counsellor ( 
0$i) at the DPRK Embassy in Beijing under the name (S| o'"id aliases: RI, 

Kwang-Son, RI, Kwangson) 



£*J _ Mffi > Jjg# > *LKI18# > 


3S. iS 

iiftioa 

ansa 

*s*a 

Ite^HSEWR^B* 

tg*a» 


(*aMSfWISl: 2013^93 220) 

Embassy of the Democratic People's Republic Of Korea 

ifra&st&s: stana-HK#* 

Chancery and Residence: Ri Tan Bei Lu, Jian Guo Men Wai 
ffei*: 65321186 (it*) 65321154 (it#®) 65325018 (ggfifc) 65324308 (»#®) 


#» 

«5fcAA (#$*) 

Mr.Ri Kwang Son Counsellor 
Mrs.Rim Song Sun 


English translation 

Embassy of the Democratic People's Republic of Korea in China 
Embassy of the Democratic People's Republic of Korea 

(Last updated: September 22, 2013) 

Office and Residence: Ritan North Road, Jianguomenwai 
Chancery and Residence: Ri Tan Bei Lu, Jian Guo Men Wai 
Tel: 65321186 (on duty) 65321154 (Government Office) 

65325018 (Economic Office) 65324308 (Business Office) 

Counsellor Li Guangxian 

Mrs. Li Guangxian (Lin Chengshun) 

Mr. Ri Kwang Son, Counsellor 
Mrs. Rim Song Sun 

Source : Ministry of Foreign Affairs of the People’s Republic of China website 

http ://www.mfa.go v. cn/chn//pas/fw/lbfw/zh wjgmd_lbfw/t527236.htm-, archived 

version: https://archive.fo/CDCwJL 


274/396 


9-01704 
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Annex 55: Information showing that Kwang Song Ri served as a diplomat in Cairo, Egypt 


THOMSON REUTERS 


WORLD-CHECK ONE 


WORLD-CHECK MATCH DETAILS REPORT 

STRICTLY CONFIDENTIAL 

CASE AND COMPARISON DATA 


Client/Submitted Data 

World-Check Data 

Name 

/ Kwang Song Ri 

Kwang Song RI 

Gender 

✓ Male 

Male 

Nationality 

* 

KOREA, DEMOCRATIC PEOPLE'S 
REPUBLIC OF 

Country Location 

X 

EGYPT 

Place of Birth 



KEY DATA 



Source Type 

PEP OB 


Category 

Diplomat 


Name 

Kwang Song RI 


Gender 

Male 


Nationality 

KOREA, DEMOCRATIC PEOPLE'S 
REPUBLIC OF 


Country Location(s) 

EGYPT (EGY) 

Location 1 

City 

Region 

Cairo 

Al Qahirah 


KOREA, DEMOCRATIC PEOPLE'S 
REPUBLIC OF (PRK) 

Location 1 

City 

Pyongyang 


THOMSON REUTERS 


Source : Thomson Reuters World Check 


5-01704 
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Region Pyongyang 


Position 

Embassy or Consular Staff 

Entered Date 

21-Feb-2018 

Updated Date 

23-Mar-2018 

Update Categorization 

C2 

ALIASES 


Aliases 

RI,Kwang-Song 

RI.Kwangsong 

Native Character Names 


KEYWORDS 


World-Check Keyword(s) 


Keyword 


PEP N 

PEP - National Government 

DPRK-WC 

INTERNATIONAL - DPRK-WC - North Korea - Relevant UNKNOWN 

World-Check Data 


BIOGRAPHY 


BIOGRAPHY 

First Secretary of North Korea Embassy in Egypt (reported Dec 2017). 

REPORTS 

To be determined. 

IDENTIFICATION 
To be determined. 

Sub-Category PEP N 


Information/External httpV/ntdnfo.unitorea.go.ki/nkp/pb(ctrWt>bliclnListdo?o»iginCd=OC0003 

Sources 


Source: Thomson Reuters World Check 


276/396 


9-01704 
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Annex 56: Information from a 26 January 2018 report by the Republic of Korea Ministry 
of Unification on key DPRK personnel figures (2018 which 

includes DPRK diplomatic personnel worldwide. 

In a publication by the Republic of Korea on key DPRK personnel, pages 809-831 contain a list of DPRK 
diplomatic personnel worldwide. In the original Korean document, Kwang Song Ri’s name can be found under 
“Egypt” on page 814, item number 13, third line, first name (Egypt’s entire entry listed here in the original) 

Entry in Korean: 

(i3) oia e (0 ||5i 

H & 

l#Al7|*hE|=r£S|2S|7|<S 

Entry translated into English: 

13. Egypt 

a. Ambassador- Ma Dong Hee 

b. Councilor- Park Sung Do 

c. First Office- Ri Kwang Song, Choi Kang, Choi Gee Yong 


Source : http://nkinfo.unikorea.go.kr/nkp/pblictn/pblictnList.do?originCd=OC0003# 
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Annex 57: UAE Company 1 Website on establishment of KOGEN UAE JV 



Source: UAE Company 1 website, accessed 9 November 2018. 
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Annex 58: Page from UAE Company 1 brochure outlining project work 



Source: UAE Company 1 website, accessed 13 December 2018. 


5-01704 
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Annex 59: Corporate information on Chammae Construction Limited 



280/396 


9-01704 
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Source : Patents and Companies Registration Agency, Zambia 


5-01704 
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Annex 60: Corporate information on GENCO Nigeria 


© Not Secure publicsearch.cac.gov.ng/comsearch/index.php 



Source : Nigerian Corporate Affairs Commission, http://publicsearch.cac.gov.ng/comsearch/index.php 


NAME OF COMPANY: 
TYPE OF COMPANY: 



KOREA GEN. CO. FOR EXT. CONSTRUCTION 
GENCO (NIG) LIMITED 



CAMA1990 adopted 



2. LIST OF SUBSCRIBERS OF KOREA GENERAL COMPANY FOR EXTERNAL 



4, LIST OF DIRECTORS OF KOREA GENERAL COMPANY FOR EXTERNAL 


NAMES 

Kim Yong Sik 
Kim Yonq Hwan 


ADDRESS 

Opposite AP filling; 
Opposite AP filling; 


, near Apo Village, Abuja FCT 
near Apo Village, Abuja FCT 


Source : Nigerian corporate registry 
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Annex 61: African Union’s InterAfrican Bureau for Animal Resources lists KOGEN GE 
S.L. as its implementing partner for a project 

( ^ ) INTERAFRICAN BUREAU 
FOR ANIMAL RESOURCES 



Source: Interafrican Bureau for Animal Resources, African Union, http://www.au-ibar.org/2012-10-01-13-08- 
42/news/450-en/programmes-and-projects/current-programmes-and-projects/fish/inventory-projects/820-african- 
union-member-states-by-region 


5-01704 
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Annex 62: Funding documentation for the Rebola Municipal Stadium in Equatorial 
Guinea 

© Not Secure | www.minhacienda.gob.gq/wp-content/uploads/2018/05/LPGE_-2017.pdf ☆ 



Source: Ministry of Treasury, Economy, and Planning, http://www.minhacienda.gob.gq/wp- 
content/uploads/2018/05/LPGE-2017 .pdf 

© Not Secure www.diariorombe.es/wp-content/uploads/2015/10/Lista-de-Obras-Primera-Parte.pdf 



Source: Rombe Diary, GE Proyectos, http://www.diariorombe.es/wp-content/uploads/2015/10/Lista-de-Obras- 
Primera-Parte .pdf 
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9-01704 
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Annex 63: Registry documents for LLC “VITAL”, LLC “PRESTIZHSTROI”, and LLC 
“SAKO KONTRAKSHN” 


E/piHblfl TOCy/lAPCTBEHHblH PEECTP lOPHflHHECKHX JIH11 

CbC.ICHHH O lOpH.lH'ICCKOM .IHHC 

OEmECTBO C OFPAIIHHEHHOH OTBETCTBEHHOCTbK) "BHTAJI" 

OrPH 1036500601213 
HHH/Knn 6501038711/650101001 
no coctohhhk) Ha 01.11.2018 



5-01704 
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22 

flaTa nocTaHOBKH Ha yneT 

08.08.1995 

23 

HaHMeHOBaHHe HajioroBoro opraHa 

MeacpaiioHHaa HHcneKipra (De/jepajlbHCH 
HanoroBOH cjiyacGbi JJs 1 no CaxanHHCKOH 
oOjiacxH 

24 

TPH h flaxa BHeceHHH b ErPIOJI 3anncH, 
co/jepacameii yKa3aHHtie CBeAeHHfl 

2056500685272 

26.09.2005 

f 'lic.iciiiui o pemcTpauini b KanecTBe CTpaxoBaTejia b Tcppinopua.ii.iioM opraHe 
IleHCMOHHoro (|ioii. in Pocchhckoii <t>enepaujiii 

25 

PeracTpaijHOHHbiH HOMep 

074001002912 

26 

Jlara perHCTpaijHH 

08.08.1995 

27 

HaHMeHOBaHHe TeppHTopnajibHoro opraHa 
neHCHOHHoro (|)OFi;ia 

rocvaapcTBCHHoe ynpeamerae - YnpaBJieHHe 
neHCHOHHoro ()ion;ia Pocchhckoh ®e,jepanHH 
b r. IOacHO-CaxajiHHCKe CaxajiHHCKOH 
oGnacTH 

28 

TPH h Rara, BHeceHHfl b ErPIOJI 3anncH, 
co^epHcameH yKa3amn>ie CBe/jeHHfl 

2066501073440 

10.05.2006 

(Be.jeiiHii o pcnic rpaiimi b KanecTBe ci paxoiia rc.im b neno.nHHTe.rn.HOM opraHe <4>on,ja 
coujia.rn.Horo crpaxoBaiuia Poccihickoh <l>eijepaijini 

29 

PeracTpaijHOHHbiH HOMep 

650017018665001 

30 

Jlara perHCTpaijHH 

01.01.2001 

31 

HaHMeHOBaHHe HcnojiHHTejibHoro opraHa 
Ooii;ia cou,HajibHoro CTpaxoBaHHa 

rocynapcTBeHHoe yapeacncHHe - 
CaxanHHCKoe pemoiiajii.iioe oTfleneHHe 
<DoH.ua counajibHoro CTpaxoBaHHa 

Pocchhckoh ®c.ncpai(nn 

32 

TPH h uaTa BHeccHHa b ErPIOJI 3anncH, 
coflepacamefi yKasaiiFri.re cne/ieiin;r 

01.10.2004 

CBeuemiH o jHHje, HMeroujeM npano oe t ,ionepeiiiiocrii .iciicinoBa ii. ot iimchii lopijijHHecKoro 

33 TPH h ;iaia p.iiecenaa b ErPIOJI ciierieiiHH o 11036500601213 
uaHHOMJiHije 05.01.2003 


34 

Oa\iHjina 

COH 

35 

Hmh 

EHCYK 

36 

HHH 

650101058679 

37 

TPH h flaTa BHeceHHH b ErPIOJI sairacH, 
coflepacanjeH yKaiaiinbre CBC/rcHHa 

2116501040467 

16.05.2011 

38 

JJojDKHOCTb 

flHPEKTOP 

39 

TPH h aaTa BHeceHHH b ErPIOJI 3anHCH, 
coAepacamen yKa3aHHbie CBe^eHHH 

2116501040467 

16.05.2011 

CBeueHHH 06 ynpejHTejiax (yuacTHUKax) iopujiHiecKoro . lima 

40 TPH h naxa BHeeeHHa b ErPIOJI CBeneHiift o 12036500609055 
.nanHOM .thijc |24.04.2003 


41 

OaMHJIHH 

COH 

42 

Hmh 

EHCYK 

43 

HHH 

650101058679 

44 

TPH h flaxa BHeceHHH b ErPIOJI 3anncH, 
couepacanjeH yKa3aHHbie CBeflemra 

2116501040467 

16.05.2011 


45 HoMHHajitHaa ctohmoctb /iojih (b pyojisrx) 125000 


CBeaeHHH c cairn ®HC Poccim 

01.11.2018 18:47 OFPH 1036500601213 Crpamua 2 H3 11 
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46 

Pa3Mep .aojiH (b npoueHTax) 

100 

47 

TPH h aara BHeceHHa b ErPIOJI 3anHCH, 
coaepacamen yKasaHHbie CBeaeHHa 

2116501040467 

16.05.2011 

CuejreHMH o Hii.rax sKOHOMHuecKoii ,U‘ii i ejii,ii<>c i ii no Ofmiepoccuik’ivoviy KJiaccn^jincaTopy 
BUHOB 3KOHOMIIHeCKOIf flCHTC.TbHOCTH 

(OfCB3/( OK 029-2014 KJJEC. Fed. 2) 

Ceedenun 06 ocHoenoM eude denmejibHocmu 

48 

Ko« h HaHMeHOBaHHe Buaa .gearejibHOCTH 

41.20 CTpOHTeJILCTBO 3KHJIBIX H HeaCHJILIX 
3/jaHHH 

49 

TPH h aaTa BHeceHHa b ErPIOJI 3anucn, 
coflepacameii yKa3amn>ie CBefleHHa 

2066501083548 

02.06.2006 

Ceedenun o donojiHumejibnbix eudax denme/ibnocmu 

1 

50 

Kofl h HaHMeHOBaHHe Buaa aearejibHOCTH 

01.13.1 BbipamHBaHHe OBomeft 

51 

TPH h aaTa BHeceHHa b ErPIOJI sanwcH. 
coaepacaHieii yKa3aHHtie CBeaeHHa 

2146501062190 

21.07.2014 

2 

52 

Kofl h HaHMeHOBaHHe nH/ja aeaiejiLiioeiH 

01.13.3 BbipamHBaHHe ctojiobmx 
K opHenjioAHLix h KJiyOHeiuiOAHLix KyjiLTyp c 
BbicoKHM co/jepacaHHeM KpaxMana hjih 
HH yjiHHa 

53 

TPH h aara BHeceHHa b EEPIOJI 3anHCH, 
coflepacaHieii yica3aHHi>ie CBefleHHa 

2146501062190 

21.07.2014 

3 

54 

Koa h HaHMeHOBaHHe FiHjia aea iejuaioeiH 

10.13 IIpoH3BoacTBO npOflyKQHH H3 Maca 
y6oiiHbix acHBOTHbix h Maca nTHUbi 

55 

TPH h flaTa BHeceHHa b ErPIOJI aaiincH, 
coaepacamcii >Ka3aHHbie CBeaeHHa 

2166501120300 

17.03.2016 

4 

56 

Kofl h HaHMeHOBaHHe isnaa aearejiLHoeiH 

10.39.1 IIepepa6oTKa h KOHcepBHpoBaHHe 
obohich (xpoMe KapTO<})ejia) h rpn6oB 

57 

TPH h aaTa BHeceHHa b ErPIOJI sanHCH, 
coacpacanicH yKa3aHHtie cbcachhh 

2146501062190 

21.07.2014 

5 

58 

Kofl h HaHMeHOBaHHe BHaa aeareatHOCTH 

10.71 IIpOH3BOflCTBO XJie6a H MVHHblX 

KOHaHTCpCKHX H3.HCJIHH, TOpTOB H HHpOJKHblX 
HeauHTejibHoro xpaHeHHa 

59 

TPH h aaxa BHeceHHa b ErPIOJI taiiHCH, 
coflepacanjeH yicasaHHbie CBeaenna 

2166501120300 

17.03.2016 

6 

60 

Ko« h HaHMeHOBaHHe Buna aeareabHOCTH 

10.72 IlpoH3BO,acTBO cyxapeil, neneHba h 
npoHHX cyxapHtix xjie6o6yjioHHtix h3^&jihh, 
npOH3BO^CTBO MyHHLIX KOH/JHTepCKHX 
H3/jeJIHH, TOpTOB, IIHpOaCHblX, IIHporOB H 

Ghckbhtob, npe^Ha3HaHeHHLix jjjix 
AJiHTejn>Horo xpaHeHHa 

61 

TPH h aaTa BHeceHHa b ErPIOJI 3anncH, 
coaepacameH yicasaHHbie cne;ienna 

2166501120300 

17.03.2016 

7 

62 

Koa h HaHMeHOBaHHe BHaa aearejibHOCTH 

10.89 npOH3BO£CTBO npoanx nHmeBbix 
npo^yKTOB, He BKjnoaeHHbix b ^pyrne 
rpynnHpoBKH 


CBefleHHH c cafi-ra <DHC Pocc 


OEPH 1036500601213 


Source: Unified State Register of Legal Entities, https://egrul.nalog.ru 


5-01704 


287/396 
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EflHHblfi rOCY/lAPCTBEHHblft PEECTP lOPH/IHqECKHX JIHIJ 

C’BC/leHHH O lopHaH'teCKOM JIHUe 

OEIIIECTBO C OTP AHHHEHHOH OTBETCTBEHHOCTbK) "nPECTHJKCTPOH" 

OrPH 1106501003730 
HHH/Knn 6501218344/650101001 
no cocToaHHio Ha 01.11.2018 


Nan/nl HaHMeHOBamie noKa-tarejia 1 lua'ienne noKaiaiejtsi 

1 2 3 

IlaitMCHOBaHite 

1 

IIojIHOe HaHMCHOBaHHe 

OEU1ECTBO C Ot PAMHH EHHOH 

OTBETCTBEHHOCTbK) 

"nPECTHJKCTPOH" 

2 

CoKpauteHHoe naHMeitoBaHHe lOOO "nPECTHJKCTPOft" 

3 

TPH h naia Biiecentta b ErPIOJI 3aimcH, 11106501003730 

coflepacamefi yica3aHHbie CBefleHHfl 14.05.2010 

A/ipec (mccto iiaxovK.teiiiiH) 

4 

riOHTOBblH HH/teKC 

693000 

5 

Cy&betcr Pocchhckoh OenepaQHH 

OBJIACTb CAXAJIHHCKAH 

6 

Topofl (BOJIOCTb H T.n.) 

rOPO/I iOJKHO-CAXAJIHHCK 

7 

yjiHita (npocneter, nepeynoK h t.a.) 

yjIHUA nOJIEBAH 

8 

/Iom (BJiaaetme h T.n.) 

10 

9 

TPH h /taia BHecenHH b ErPIOJI sanncH, 
coflepacameit yKa3aHHbie CBe/tetiHsi 

1106501003730 

14.05.2010 

C'lie/ieiiiin o pci tic i pamui 

10 

Cnoco6 o6pa30BaHHa 

Coi/taHHe lopH/tH'iecKoro jtHua 

11 

OrPH 

1106501003730 

12 

Zlata perncTpattHH 

14.05.2010 

13 

TPH H flata BHecenHH b ErPIOJI sanncn. 
coaepatamen ytca3aHHbie cbc.ichhh 

1106501003730 

14.05.2010 

C'BC/ieHifH o pci ncrpiipyiomcM opraHe iio Mecry iiaxoactcmiH ■opiuiiHeckoro .uma 

14 

IlaHMeHOBaHHe pentcTpHpytomero opraHa 

MeacpafioHHaa hiicuokuhm Oeaepajibiioit 
HajioroBO# cjiyac6bi Ns 1 no CaxajiHHOKOH 
o6jiacTH 

15 

Aopec perHctpHpyiomero opraHa 

,693020,,,IOaato-CaxajtHHCK r„JIemtHa 
yJi,105,A, 

16 

TPH h uaTa bhccchhsi b ErPIOJI 3anHCH, 
coaepataineit yKaaaHHbie cbo/iciihm 

1106501003730 

14.05.2010 

( luvteiuiH of) y'icrc b iia. ioroitoM opraHe 

17 

HHH 

6501218344 

18 

Knn 

650101001 

19 

/lata nocTaHOBKH Ha yneT 

14.05.2010 

20 

IlaHMeHOBaHHe HanoroBoro opraHa 

.YleacpaHOHitaa hhciickhhm OeaepajibHoii 
najioroBOH cjiyac6bi Ns 1 no CaxajiHitcKOH 
o6jiacTH 


LLC “PrestizhStroi” 


693000, 

Oblast 

Sakhalinskaya, 
City of Yuzhno- 
Sakhalinsk, 
Ulitsa Polevaya 
10 


288/396 


9-01704 
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21 TPH h flaTa BHeceHHH b ErPIOJI 3anncH, 12106501069607 

coAepacanjeH YKa3aHHtie cbcachhh 14.05.2010 

CBeneHHH o pentcTpauiDi b KanecTBe CTpaxonaTejiH b TeppiiTopiia.rn.HOM opraHe 
IleHciioHHoro (|)on. ia Pocchhckoh <t>c.icpaniin 

22 

PerHCTpaijHOHHbiH HOMep 

074001056976 

23 

flaTa perHCTpaijHH 

19.05.2010 

24 

HaHMeHOBaHne TeppHTOpnajibHoro opraHa 
IleHCHOHHoro c[)oHAa 

1 bcyAapcTBeHHoe yipeacAenne - YnpaBJieHHe 
neHCHOHHoro (JioHAa Pocchhckoh fl'CAcpaHHH 
b r. lOacHO-CaxajiHHCKe CaxajiHHCKoii 
oOaacTH 

25 

TPH h flaTa BHeceHHH b EFPIOJI 3anncH, 
coAepiKanicH yKa3aHHbie cbcachhh 

2106501076890 

24.05.2010 

CseneHUH o ptriic i pauiiii b KanecTBe crpaxona i emi b Hcno.TDniTe.rn.HOM opraHe <I>OHfla 
eoujia.rn.Horo crpaxoBamiH Pocchhckoh <t>c,jepamni 

26 

PerHCTpaijHOHHbiH HOMep 

650020240765001 

27 

flaTa perHCTpaijHH 

18.05.2010 

28 

HaHMeHOBaHne HcnojiHHTejibHoro opraHa 
OoHfla coijHanbHoro CTpaxoBaHHH 

TocyAapcTBeHHoe yapeacAeime - 
CaxanHHCKoe pernoHajibHoe otacachhc 
(|) oiiAa coijHajibHoro CTpaxoBamia 

Pocchhckoh ®eAepaijHH 

29 

TPH h a aTa BHeceHHH b ErPIOJI 3aimcH, 
co^epacameH yicasaHHbie CBeflemra 

2106501077087 

24.05.2010 

CBe^eHHH 06 ycTaBHOM KaraiTajie (cKJia^oHHOM Kaiiina. ic, ycTaBHOM (|)oii,u\ naeBbix BJHocax) 

30 

Bha 

YCTABHblH KAnHTAJI 

31 

Pa3Mep (b py6jiax) 

10000 

32 

TPH h ^aTa BHeceHHH b ErPIOJI 3aimcH, 
coAep^ameH yKa3amn>ie CBe/jemra 

1106501003730 

14.05.2010 

CBeueHHH o jnnje, HMeionjeM npaBO 6e3 .joncpeiniocrii TjeircTBOBan. ot iimchii ropiiAHuecKoro 

33 TPH h «axa BHecemia b ErPIOJI cne/jeiiHH o 11106501003730 

AaHHOMJinne 14.05.2010 


34 

OaMHJIHH 

CHH 

35 

Hmh 

BAJIEPHH 

36 

Otacctbo 

CEOKYBHH 

37 

HHH 

650301082950 

38 

TPH h AaTa BHeceHHfl b ErPIOJI sanHCH, 
coAepacaHjeil yKa3aHHbie cbcachhh 

1106501003730 

14.05.2010 

39 

TPH h AaTa BHeceHHa b ErPIOJI 3anncH 06 
HcnpaBJieHHH TexHHiecKcii oihh 6 kh b 
yKa3aHHbix CBeaeHHax 

2106501084370 

07.06.2010 

40 

JIo.iacHocib 

,'JnpeKTOp 

41 

TPH h Aaxa BHeceHHa b ErPIOJI 3anHCH, 
coAepacanjeH yKa3aHHbie CBeAeHHa 

1106501003730 

14.05.2010 

Cise.nenim 06 yupe une.iiiix (yuacTHincax) lopii.ninecKoro .miua 

42 TPH h flaxa BHeceHHa b ErPIOJI CBeAemrii o 12166501138461 

AaHHOMJiHije 07.04.2016 


43 

®a\iHjinn 

COH 

44 

Hmb 

OKCYH 


OIT>H 1106501003730 


5-01704 


289/396 
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45 

HHH 

650101473918 

46 

TPH h ;iaia BHeceHHa b ErPIOJI 3anncn, 
coaepacameH yKa3aHHbie cBenemia 

2166501138461 

07.04.2016 


47 

HoMHHajn,Hafl ctohmoctb flojui (b pyRnax) 

10000 

48 

Pa3Mep /iojih (b nponeirrax) 

100 

49 

TPH h aaxa BHeceHHa b ErPIOJI 3anncH, 
coAepacameii yKaiamibie CBeAemia 

2166501138461 

07.04.2016 

Cne. ieiiiisi o nii.nix sKOHOMinrecKoii . leii i e.iii.iiotni no OSmepocciritcKOMy K\ iiiccnc|>HKaTopy 
muon sKOHOMiiMecKoii ien ie. n,iioc iii 

(OKBDff OK 029-2014 KJJEC. Ped. 2) 

CeedemiM 06 ochobhom eude denmejibHocmu 

50 

Kofl h HaHMeHOBaHHe Buga flearejiLHOCTH 

49.41 /JeflTejibHocTt aBTOMoGnjitHoro 
rpy30Boro TpaHcnopTa 

51 

TPH h aaTa BHeceHHa b ErPIOJI sanucn, 

2176501073483 


co/jepaeameH yKa3aHHbie cBe/jemra 

03.04.2017 

CeedenuR o donoJiHumejibnux eudax denmejibHocmu 

1 

52 

Kofl h HaHMeHOBaHHe BHfla flearejiLHOCTH 

41.2 CTpOHTeJIbCTBO 2KHJILIX H HetfCHJILIX 
3/jaHHH 

53 

TPH h flaTa BHeceHHa b ErPIOJI sanHCH, 
conepacamefi yKa3aHm>ie CF'.e;ienHa 

1106501003730 

14.05.2010 

2 

54 

Koa h HaHMeHOBaHHe Buna AearenbHOCTH 

43.12 IIoAroTOBKa CTpoHTeabHOH nnomaAKH 

55 

FPH h flaTa BHeceHHa b EFPIOJI 3anHCH, 
coacpiKanicH yKa3aHin>ie cbcachha 

2176501073483 

03.04.2017 

3 

56 

Kofl h HaHMeHOBaHHe Buga AearentHOCTH 

43.2 IIpoH3BOACTBO aaeKTpoMOHTaacHbix, 
CaHHTapHO-TeXHHHeCKHX H npOHHX 
cTpoHTeatHO-MOHTaacHbix pafxn 

57 

TPH h /tara BHeceHHa b ErPIOJI 3anHCH, 

1106501003730 


coflepacameii yKasaHHtie CBeaeHHa 

14.05.2010 

4 

58 

Koa h HaHMeHOBaHHe Finn a achtcjibhocth 

43.3 PaRoTbi c rpoHTCjiF,Hi,ie oTAeaonHbie 

59 

TPH h aaTa BHeceHHa b ErPIOJI 3anncH, 
co;iepiicainefi yKa3aHHbie CBefleHHa 

1106501003730 

14.05.2010 

5 

60 

Koa h HaHMeHOBaHHe Buna nearem>HOCTH 

43.99 Pa6oTbi CTpoHTejiLHbie 
cnei^HajiH3HpoBaHHtie nponne, He 

BKjnoHeHHLie b Apyrne rpynnHpoBKH 

61 

TPH h flaTa BHeceHHa b ErPIOJI sanHCH, 
coflcpacanicH yKa3aHHtie cbcachm 

1106501003730 

14.05.2010 

6 

62 

Koa h HaHMeHOBaHHe Bwia fleareatHOCTH 

45.20 TexHHHecKoe oOcjiyacHBaHHe h peMOHT 
aBTOTpaHcnopTHbix cpe^cTB 

63 

TPH h flaTa BHeceHHa b ErPIOJI 3anncH, 
coAepacamen yKa3aHHbie cBc/ieiina 

2176501037667 

23.01.2017 


CBeata™ c caitra ®HC Pocchh 

01.11.2018 18:42 OFPH 1106501003730 CrpaHHua3H3 7 

Source: Unified State Register of Legal Entities, https://egrul.nalog.ru 


290/396 


9-01704 
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EflHHEIH rOCYflAPCTBEHHHH PEECTP lOPHflOTECKHX JIHIi; 

CbC, 1CHHSI O ICpHflHHeCKOM JIHIje 

OEIIJECTBO C OrPAHOTEHHOH OTBETCTBEHHOCTBK) "CAKO KOHTPAKHIH" 

OrPH 1046500617690 
HHH/KIin 6501149002/650101001 
no coctohhhk) Ha 01.11.2018 


X°n/n 

HaHMeHOBaHHe noKa3arejw 

'luanenHC H0Ka3aTena 


1 

2 

3 

HaiiMeiioBaiiHC 

1 

IIojiHoe HaHMeHOBaHHe 

OEIIIECTBO C OrPAHHHEHHOH 
OTBETCTBEHHOCTBK) "CAKO 
KOHTPAKIIIH" 

2 

CoKpameHHoe HaHMeHOBaHHe 

OOO "CAKO KOHTPAKIIIH" 

4 — LLC “Sako Kontrakshn” 

3 

TPH h aaia BiieceiiHfl b ErPIOJI 3anHCH, 
co.icpjKamcH yKa3aHHtie cbchciihh 

1046500617690 

29.04.2004 



Aflpec (MecTO iin\o'/K, leiiiin) 


693000, 

Oblast 

Sakhalinskaya, 

City of Yuzhno- 
Sakhalinsk, 

Ulitsa Polevaya 

10 

4 

IIOHTOBBIH HIiaeKC 

693000 

5 

CySteKT Pocchhckoh Oe.^epanHH 

OEJIACTE CAXAJIHHCKAH 

6 

ropofl (BOJIOCTb H T.n.) 

TOPOfl IOJKHO-CAXAJIHHCK 


7 

Yunna (npocneKT, nepeynoK h T.fl.) 

YJIHIIA nOJIEBAH 

8 

floM (BJiafleHne h T.n.) 

10 

9 

TPH h naTa BiieceiiHa b ErPIOJI 3anHCH, 
co,icp>KaincH yKa3aHHbie CRe/tCHHa 

1046500617690 

29.04.2004 

CBeaemiH o pei Hc i panini 


10 

Cnoco6 o6pa30BaHHH 

CoaaailHC lOpH.TH'ICCKOrO JlHpa 

11 

orPH 

1046500617690 

12 

/)aia peiHC'ipanHH 

29.04.2004 

13 

TPH h flaTa rhccchhh b ErPIOJI 3anncH, 
conepacameH yKa3aHHbie CBefleHira 

1046500617690 

29.04.2004 

Cne/tenitn o penicTpiipyiomeM opraHe no Meciy naxovK ieiiiiir lopiijnnecKoro .tuna 

14 

HaHMeHOBaHHe perHCTpnpyiomero opraHa 

MeHcpaHOHHaa HHcneKQHH ®e,aepajibHOH 
HanoroBOH cnyac6bi N° 1 no CaxajMHCKOH 
o6jiacra 

15 

Aflpec perHCTpHpyfomero opraHa 

,693020, „I()'/KHO-CaxaiTHHCK r„JIeHHHa 
yji,105,A, 

16 

TPH h flaTa BiieceiiHa b ErPIOJI 3anHCH, 
co.iepacameH yica3aHHbie cne/ieHHa 

1046500617690 

29.04.2004 

CBeaeHHH 06 ynere b HajioroBOM opraHe 

17 

HHH 

6501149002 

18 

ran 

650101001 

19 

/Jara nocTaHOBKH Ha yneT 

07.05.2004 

20 

HaHMeHOBaHHe HanoroBoro opraHa 

MejKpaHOHHaa HHcneKiput Oe.icpajrbHOH 
HanoroBOH c.iyacCbi N» 1 no CaxanHHCKOH 
o6jiacni 


5-01704 


291/396 
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21 IrPH h aaTa BHeceHHa b ErPKDJI 3anncH, 07.05.2004 

co^epacameii yKa3ainn>ie CBC^CHHa 

CeeneHMH o pemcTparani b KaHecrae crpaxoea re.iui b TeppHTopna.rn.HOM opraHe 
IleHCHOHHoro (|)on.ia Pocchhckoh 4>c.icpaimn 

22 

PerHCTpaiiHOHHtra HOMep 

074001091194 

23 

flaTa perHCTpauHH 

21.07.2004 

24 

HaHMeHOBaHHe i eppHiopiia-ibiioro opraHa 
IleHCHOHHoro (JioHfla 

1 bcyflapciBeHiioe yipeayietiMe - YnpaBJieHHe 
neHCHOHHoro cjioHfla Pocchhckoh (PcncpaiiHH 
b r. lOacHO-CaxajiHHCKe CaxajiHHCKoii 
o6aacTH 

25 

TPH h naTa BHeceHHa b EEPIOJI aariHCH, 
concparaHicii yKa3aHHbie CBcacHHa 

02.10.2004 

C'BeaemiH o periicTpaiijoi b KaHecrae c i paxona re.mi b ncno.nraiTe.rn.HOM opraHe <PoHna 
coraia.rn.Horo ci paxoitaraiti Pocchhckoh ‘I>e, iepaumi 

26 

PerHCTpauHOHHtiH HOMep 

650015078065001 

27 

flaTa perHCTpauHH 

19.07.2004 

28 

HaHMeHOBaHHe HcnojiHHiejibHoro opraHa 
OoH^a coiiHajibHoro crrpaxoBaHHa 

EocyflapcTBeHHoe yipeacaeHHe - 
CaxajiHHCKoe peraoHajibHoe OTneacHHC 

OoHfla conna.ibFior o cTpaxoBaHHa 

Pocchhckoh <I>enepaiiHH 

29 

TPH h jxara, BHeceHHa b ErPIOJI 3aimcH, 
co/jepacamen yica3aHHbie CBe/jeima 

02.10.2004 

CBe^eroiH 06 ycTaBHOM KamiTajie (cKJia^oHHOM Kararrajie, ycTaBHOM ^OH^e, naeBBix B3HOcax) 

30 

BHfl 

YCTABHEIH KAnHTAJI 

31 

Pa3Mep (b pySjiax) 

10000 

32 

TPH h aaxa BHeceHHa b ErPIOJI 3anHCH, 
coaepacamen yica3aHHbie CBe/jeHHa 

1046500617690 

29.04.2004 

f 'ne.ieiiira o .rnrae, HMeioraeM iipauo oe t lOBepcimoc iii .reiicmona ii. ot HMerai lopii.ninecKoro 

33 IrPH h naia BHeceHHa b ErPIOJI oiseneiiHii o 2096501041041 
l^aHHOM Jiraje 27.03.2009 


34 

OaMHJiHa 

KHM 

35 

Hmh 

EH 3 

36 

HHH 

650101131600 

37 

TPH h #aTa BHeceHHa b ErPIOJI 3aimcH, 
co/jepaeameii yica3aHHbie CBe/jemia 

2146501091273 

17.10.2014 

38 

^OJBKHOCTb 

flHPEKTOP 

39 

TPH h j\ aTa BHeceHHa b ErPIOJI 3aimcH, 
co/jepacameii yica3aHHbie CBe/jeHHa 

2146501091273 

17.10.2014 

Cbc.ichiiji o 6 v'lpe.rinc. iiix (ynacTrancax) lopiimmecKoro .rniua 

1 

40 IrPH h aaTa BHeceHHa b ErPIOJI CBeneHHH o 1046500617690 

A4hhom nunc 29.04.2004 


41 

OaMH-lHH 

KHM 

42 

Hmh 

EH 3 

43 

HHH 

650101131600 

44 

TPH h aaTa BHeceHHa b ErPIOJI 3anHCH, 
co;iep'/Kaiueii yKa3aHHbie CBe.JieiiHJi 

2146501091273 

17.10.2014 


CBeaeHHH c caih-a ®HC Pocchh 

01.11.2018 18:29 OEPH 1046500617690 CTpaHima2H39 


292/396 


9-01704 
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45 

IIoivTHnajTr.nasT ctohmocti. .hojth (b py6anx) 

2000 

46 

Paa.uep ao.rn (u npoueinax) 

20 

47 

1'1’H h naia BHeceutui b EITIOJI aaiiHCH, 

2146501091273 


conepacameii yKasaHHwe CBeflemw 

17.10.2014 


48 I TPH HnaTaBHeceHHHB EITIOJI CBeaeHHfio Il046500617690 

| aannoM .Twae 129.04.2004 



53 

HoMHHajIbHaa CTOHMOCTb flOJIH (b py6.iax) 

8000 

54 

PaiMcp flo.iH (b nponcirrax) 

80 

55 

TPH k aara RHeceHra r F.rPtOJT aanncn, 

2136501104023 


co.nepMcanietr yKaiaHHhie CReaemra 

18.10.2013 


CneaeiniH o itinux jKoiioMiniecKofi aesiTenuiocni no OSinepoccnftcKOMy K-TaccinJimcaTopy 

HH.HIIi JKOHOMHMCCKOH jeHTeJltHOCTH 

(OKB3M OK 029-2014 KJ1EC. Fed. 2) 


CeedeuuH 06 ochoshom eude deJutiaibHocmu 


56 

Koa h HanneHOBaHHe BHaa aeaTeaiHOCTH 

42.11 CTponTeatcTBO aBTOMo6Hai.Hi.ix aopor 
h aBTOMarHCTpaaeii 

57 

TPH h aara BueeeHua b EITIOJI aaimea, 
eoaepacameii yKaaaHHiie OBcaewix 

2176501068049 

24.03.2017 

Ceedenun o dotto.uiHme.ibnbix sudax dexmejibnocmu 

1 

58 

Koa h HaHMeHORanae Bn,aa aesrreaRHOcTH 

41.20 CTpOKTCHhCTBO jKHJTHIX H HejKH.Tf.IX 
:iaannii 

59 

TPIT h jiara nnecenwrn n KFPTOJT nanFCH. 

2176501068049 


co^epacameii yiooaHHLie CBe^eHMH 

24.03.2017 

2 

60 

Koa H HaHMCHOBaHHC BHaa aCHTOafcHOCIH 

42.21 CTpOHTCHbCTBO HffiKCHCpHMX 
KOMMVHHKaHHH a.1H BOaOCHa.6jKCHHB H 

BoaooTBeaeiiHH, raaociiaSaceima 

61 

TPH h aaia bhccchhh b EITIOJI aaimeu, 

coacpaauaoH yKaaaHHMC CBcacmra 

2176501068049 

24.03.2017 

3 

62 

Koa H HaHMCHOBaHHC BHaa aCHTCJIlHOCTH | 

43.12 noaroroBKa cipoHrc.ai.Hoft naomaaKH 

63 

TPH h aara BHeceHHH b EITIOJI aanHCH. 
coaepiicameH vKa3amiLie cBeaeima 

2176501068049 

24.03.2017 


64 

Koa H HaHMCHOBaHHC BHaa aeaTCJIBHOCTH 

46.73 ioproEJisi oiriDBaa necoMaicpnajiaMH. 
CTpOHTCHbHLIMH MaTcpHaaaMH H CaHHTapHO- 
tcxhhhcckhm oOopyaoRaHHCM 

65 

TPII h aaTa RneeeTTHSi r ETTTOJI Barmen. 

1046500617690 


coaepxcanieft yKaTamif.ie cneaeinur 

29.04.2004 


Source: Unified State Register of Legal Entities, https://egrul.nalog.ru 


5-01704 


293/396 
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Annex 64: Additional information linking LLC “SAKORENMA” to LLC “VITAL”, LLC 
“PRESTIZHSTROI”, and LLC “SAKO KONTRAKSHN” 


i https7Arudvsem.m/company/1036500601642 $ ☆ 



LLC Construction 


06mecTBO c orpaHMHeHHOM OTBeTCTBeHHOCTbio CTpomejibHaa 

Company SakoRenma 


cjDupMa CaKoPeHMa 



BaKaHCMM KOMnaHMM nocMQTDeTb Bee BaKaHcnn 

npO^BO A OTBOi3) 

CTpO^Tej]bCTBO l j3eUOHT,CTpOMMaTep_Manb| ; HeABM>KHMOCTb(6J 



Source: Federal state information system of the Federal Service for Labor and Employment, 
https://trudvsem.ru 


294/396 


9-01704 
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■ trudvsem ru 



al ” | -► ! OGmecTBO 


c orpaHMHeHHQM 


OTBeTCTBeHHOCTbto "Bulan” I 


BaKaHCMM KOMnaHMM nocMOTPeib Bee BaKaHCMM > 

53E9JGffl^Ki^®*?HLJ9IR9 l, M a[re P Ma,1 bi. HepB»KiiMOCTb(11) 



Source : Federal state information system of the Federal Service for Labor and Employment, 
https://trudvsem.ru 


5-01704 


295/396 
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Pa6oTa b Poccmi 



npucoeanHnitefl! 


PaCoTQqaTenb 


LLC “PrestizhStroi” 


06L4eCTBO COrpaHMMeHHOfi OTBeTCTBeHHOCTbK) 
TlpeCTM>KCTpOM" 


BaKaHCMM KOMnaHMM 



Source: Federal state information system of the Federal Service for Labor and Employment, 
https://trudvsem.ru 


296/396 


9-01704 
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/company/1046500617690 


m Q sMtenet 


Pa6ota b Poccmm 


LLC “Sako Kontrakshn” 


“I_ U 

J- * K< 


06lMeCTBO C OrpaHMMeHHOM OTBeTCTBeHHOCTblO "CaKO 
’OHTpaKLUH" 


|^ sakorenma@vandaoni J 


BaKaHCMM KOMnaHMM riocMOTDSTb Bee BaKaHCHH KOMnaHHH 
CTf>oiiTejifc»CTBO,_ J?eMOHj, MaTepiianbi{17 ^ 



Source: Federal state information system of the Federal Service for Labor and Employment, 
http s: //trudvsem.ru 


5-01704 


297/396 
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Annex 65: Registry documents for two GENCO Representative Offices in the Russian 
Federation and relevant Court documents 

1. Registry documents for GENCO Repressentative office in Vladivostok 


BbimiCKA 

113 rOCy/tAPCTBEHHOrO PEECTPA AKKPEflHTOBAHHblX oiijihajiob, 
n PE/tC.T ABUT E JI bC'T B HHOCTPAHHbIX lOPH^HMECKHX JIHIJ 

26.10.2018 Jfe 99651800036654 

Hacroamaa BbinncKa coaepatHT cro.ichhh o <|>HJiHajie (npeflCTaBHTCJibCTBe) 

nPEflCTABHTEJIbCTBO KOPEttCKOTO TEHEPAJIbHOrO OEIUECTBA no CTPOHTEJIbCTBY 3A 
PYEEHCOM "3EHKO" (KH/1P). V. BJIA/1HBOCTOK 

(noJiHoe HaiiMdHOBamie 4> tut wan a, npeacTaBWTejibCTBa) 


HHOCTpaHHOrO lOpH^HMeCKOrO JIHUa 

KOPEflCKOE TEHEPAJIbHOE OEI11ECTBO no CTPOHTEJIbCTBY 3A PYEEJKOM "3EHKO" 

(KHflP) 

(ncwiHoe HaHMeHOBaHHe HHOCTpaHHOrO loptwmecKoro JIHUa) 


H3A 20150022387 


BKJiioHetiHbie b rocyaapcTBeHHbifi peecrp aKKpe_UHioBaHiibix (|)hj[h;liob. npe/tCTaBHTenbCTB HHOCTpaHHbix 
■opHAHHecKHX jihh no cocToaHHio na 26.10.2018 


•N° n/n 

HaHMeHOBaHHe iioKauuc.ia 

lua'ieHHC noKataxejiH 

1 

2 

3 

( hc.iciiiih 06 iiiiocipaitiioM topitwicck-OM .lime 

HaiiMeiioBaHHe 

1 

riojiHoe HaHMeHOBaHHe 

KOPF.HCKOE TEHEPAJIbHOE 
OEIgECTBO no CTPOHTEJlbCTBY 

3A PYEE5KOM "3EHKO" (KHflP) 

2 

AaTa bhccchhm b PAOn uiiihch. co;iep>KaineH 
yKa3aHHbie cbc;iciihh 

02.06.2017 

A.tpec b c i pane pemc rpatuni (itHKopiiopaiutn) 

3 

Koa H HaHMeHOBaHHe CTpam.1 permnpanHH 
(HHKOpnopattHH) 

408, KopeftcxaH IlapoaHo- 
JJeMOKpaTHHecKaa PecnySjiHKa 

4 

Aapec b CTpane pernc rpattHH (HHKopnopatjHH) 


RH/i,r, i . tlXEHbMH, P-UH 

T3JJOHTAH, KBAPTAJI PbIHPA 

5 

A aTa BHeceHHH b PAOFI 3anHCH, coaepacamefi 

VKa tailHblC CBC/iClIHH 


02.U6.2U 17 




6 

HaHMeHOBaHHe perHcrpapyiomero oprana 

KOMHTET no COflEfiCTBHIO 
MEJKJTYHAPO/IHOH TOPTOBJIE 

KHJ1P 

7 

PerHCTpaiHtoHHbiH HOMep 

61-35 


Korean General 
Corporation for 
Construction 
Abroad 
“ZENKO” 
(DPRK) 


408, Democratic 
People's 
Republic of 
Korea 


DPRK, City of 
Pyongyang, 
Taedonggang 
District, Rungra 
Neighborhood 


ButtHCKa H3 PA<I>n H3A 20150022387 CTpaHHtta 1 ro 4 

26.10.2018 22:42 


298/396 


9-01704 
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8 

flaTa BHeceHHH b PAOEI 3anHCH, coAepacameH 
yKa3aHHbie cBeaeHHfl 

02.06.2017 



9 

Ko/i HajioronjiaTejibuiHKa hah ero anaiior 

S-022 

10 

R aTa BHeceHHB b PAOII 3anHCH, coAepacamefi 
yKa3aHHbie CBeaeHHfl 

02.06.2017 

Cne;teintn 06 vcramtoM K'aiuna. ie 

11 

Pa3Mep (KOfl BajiKmi) 

1 263 782 895 000.00 (408 - 

CcBOpOKOpOHCKaSI BOHa) 

12 

Raia BHeceHHB b PAOII jaiiHCH, co;iep>KameH 
yKa3aHHbie cbc;ichhh 

02.06.2017 

CiuviriuiH o c|)ii. mu. le, iiptviciamntMi.cnto iiiioc i paimoi o Hipii. ui'icckoi »>jnma iia icppiiiopim 
PoccinlcKoii <lH\tepamni 

13 

Bha o6oco6jieHHoro iio.ipa vic.icHHH 

2, npe^CTaBHTeJlbCTBO HHOCTpaHHOrO 
lop h; i h nee ko ro JiHua 

IlaiiMeiiaHainie 

14 

IlojlHOe HaHMCHOBaHHC 

nPEflCTABHTEJItCTBO 
KOPEftCKOrO TEHEPAJIbHOrO 
OEOIECTBA no CTPOHTEJI bCTBY 

3A PYBE^COM "3EHKO" (KHflP), T. 
BJIA^HBOCTOK 

15 

CoKpameHHoe HaHMeHOBaHHe 

nKTO "3EHKO" (KH/1P). T. 

baaahboctok 

16 

flaTa BHeceiiHH b PAOFI 3anwcH, coAepacameH 
VKa3aHHbic CBezieHHH 

02.06.2017 

A.tpec (mocio iiaxovK.ioiiiiH) Ha icppii ropiui 1 

i 

§ 

i 


17 

Cbcachhh o 6 anpece (MecTe iiaxoagaenHa) 

690910, nPHMOPCKHft KPAft, 
BJIA/IHBOCTOK IOPOA, TPY^OBOE 
nOCEJIOK, nOPT-APTYPCKAH 
yjIHUA, AOM 76 

690910, 
Primorski Krai, 
Vladivostok 

City, Trudovoe 
Village, Port- 

18 

Rara BHeceiiHH b PAOII 3anwcH, coAepacameH 
yKa3aHHbie CBeAeHHfl 

02.06.2017 

Arturskaya 
ulitsa, house 76 

C Ko.ioiiiiH o» aKKpe.'unaiiiiii (|)ii. ma. la. npo ioiami io. ii.oina 


19 

HoMep 3anHCH 06 aKKpeflHTatiHH (H3A) 

20150022387 

20 

Aara aKKpe.iH kiuhh (BHeceHtta cbc/ichhh o 6 
aKKpc/unanHH b PAOII) 

24.03.2015 

21 

HajioroBbiH opran. ynojiiioMoqeHHbift na 
aKKpeflHTailHIO (j)HJIHajIOB, npeACTaBHTCJIbCTB 
HHOCTpaHHblX lOpHAH'ieCKHX J1HU 

7747, MeHcpaifoiiHaa micneKUHH 
OeaepajibHofi HanoroBoft cjiyMt6bi Ms 47 
no r.MocKBe 


BbttmcKa H3 PAOII H3A 20150022387 CrpaHHua 2 ra 4 

26.10.2018 22:42 


5-01704 


299/396 
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22 

Zlata bhccchhh b PA<MI saiincH. coacpacamcfi 

y K.i'^aHHblC CBCJCHHK 

24.03.2015 


( 'nennota u6 yMere b ita.ioromm opraue 

23 

H,teHTM(j)HKauHOHHwfi HOMep H.Lioronjiarc.ihiUHKa 

(HHH) 

9909159891 

24 

Koj npit'iHHU nocuaiioBKH Ha yier (KIH1) 

254392001 

25 

/laia nocianoBKH na ywr 

02.06.2017 

26 

HaHMCHOBaHHC Ha.ioioBoio opr ana 

2543. McacpaftoHHax hhciickuhh 
O cacpajibuofi HajioioBofi c.iyitCbi K» 12 

HO HpUMOpCKCMV xpaio 

27 

Zlata rhccchhh b PA<M1 tanwcH. cojcpacamcH 
y Kina hh lac crc/ich hh 

07.06.2017 

( iM'.tiUHii o pyicmm imc.tc (pitma.ia, npcwnuniTOIbriBa n Pocnrikicoji ‘he iepaumi 

28 

OaMHJIHM 

KO 


Surname: Ko 

29 

Hms 

blOHrHJIb 


Name: Yongil 

30 

ZlaTa BiieceHHa b PA<DI1 taiiHcu. coaep^amefi 
y Kata untie cBe/ieim# 

02.06.2017 



(’BejeiuiH o 'Dic.iciiMocni iiiioci puiiiu>i\ i paA ian. mi. imoniiixcu paotmiiikiiMii <f>i<.uia. in, 
iipc‘iciaimrcMi,ciiia 



» l 

1 MhC^€HIIOCT 1» HHOCipaHHbIX paOOMIHKOB 

12 

4 - 

Number of foreign 
workers: 12 

32 

Zlata biiccchhh b PAOI1 tanwcH. co/icpacamcii 

>'K«naHI!bIC CBC/ICHHM 

06.02.2018 

Cbc.iciiiui o Bivtax ■>KonoM»ni« , Koii k-wtotmiocth rjmiiiaia. npr.icianirre.ii.rrna b Pocchikkoii 
<l>o.tepainiH no OoinepnccHiiCKosty K iacciKpiiKa ropy muon ikohomh'ICOKoh icirie n.iiocni 
(OKB).l OK 029 2014 K,1EC. P«, 2) 

(itt'.UIIHH oTl IH'IIOHIIOM HILO 1 ak'IHIOMH'H’fk'oil . UHIC. II.IIOCIM 


33 

Kofl H HaHMCHOBaHHC BM/ta nCalC-II.HOCTH 

73.20 MccjiejtoBaHHC KOHbioHkrvpu 
pl.lHlul H H iyMClIHC oOlIICCTBCHHOro 

MHCHHfl 

34 

}{&Tik bhccchhji b PAOII taniiCH, coAcpxauictf 
VKimmibie crc^chim 

02.06.2017 


BuntfcKa c<j)opMHpoBaHa e Hcno.-n>-ionaHHCM mrrepah'THBiioro cepBHca «rocyaapcTBetim.iit peecTp 
akKpe^HTOBaHHbix ij)H.inaaoR h npeacTaBHTenbCTB HHocTpamiwx fopH.iH'tecKHX .ihu». paiMcmcmioro na 
o4>HUHaai>noM caHTC <I>HC Pocchh b ccth HnreptieT no aapecv: https:, semce.nalog.ru rafp 


BumicKa inPA<M1 H3A20]50022387 CTpaHHna3m4 

26102018 22 42 

Source : State Register of Accredited Branches, Representations of Foreign Legal Entities, 

https://service.nalog.rU/rafp/# 


300/396 


9-01704 
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2. Registry documents for GENCO Representative office in Khasan 


BbimiCKA 

H3 TOCVTtAPCTBEHHOrO PEECTPA AKKPE^IlTOBAHHblX <DHJlHAJIOB, 
IIPE/tCTABIITEJIbCTB IIHOCTPAHHbIX IOPII.UIHECKHX JIIIU 

26.10.2018 Ns 99651800036655 

HacTonmafl BunncKa co;tep>Knr cbo.ichhm o (JiHjniajie (npe.ietaBH ie.ibeinc) 

nPEflCTABHTEJIbCTBO KOPEHCKOTO TEHEPAJIbHOrO OEIgECTBA no CTPOHTEJIbCTBY 3A 
PYEEJKOM "3EHKO" (KHflP), Il.XACAH, nPHMOPCKHH KPAH 

(nojiHoe HBHMeHOBaHne (fjujinana, npeacTaB irre ji bCTBa) 

HHOCTpaHHOrO lOpHAHHeCKOrO JIHqa 

KOPEftCKOE TEHEPAJIbHOE OEIgECTBO no CTPOHTEJIbCTBY 3A PYEEJKOM "3EHKO" 
_(KHflP)_ 

(ncuiHoe HaHMeHOBaHHe HHOcipaHHoro iopwtmecKoro Jimta) 

H3A 20150028184 

BKJiio>(emn>ie b rocyaapcTBennuft peecTp aKKpeaHTOBannbix (JinjiHa-toB, npeacTaBHTejibCTB mioc rpanin.ix 
ropHaH'ieCKHX jihii no COCTOHHHK) Ha 26.10.2018 


Ns n/n 

HaHMeHOBaHHe noKasaTena 

3HaneHHe noKa3aTejw 

1 

2 

3 

C'Bejeinin 06 inioc i pan hum Hipii. uimockom . lime 

IlaiiMeiioBaiufc 

1 

Ilojntoe HaHMeHOBaHHe 

KOPEHCKOE TEHEPAJIbHOE 
OEIgECTBO no CTPOHTEJIbCTBY 

3A PYEEJKOM "3EHKO" (KHflP) 

2 

CoKpanteHHoe HaHMeHOBaHHe 

KTO "3EHKO" 

3 

/JaTa BHeccHHH b PAOII 3anHCH, coAepacamefi 
\ KtnaHHbie cbca^hhji 

05.10.2016 

A.ipcc b crpane periic rpaiuni (iiHKopiiopauim) 

4 

Koh h HaHMeHOBaHHe cTpaHbi perHCTpattHH 

408, KopeficKaa Hapo/uio- 


(HHKopnopattHH) 

/leMOKpatHuecKaM PecnySiiHKa 

5 

Aapec b CTpaHe perHCTpattHH (HHKopnopattHH) 

KHflP, r. nXEHbUH, P-OH 

TOflOHTAH, KBAPTAJI PbIHPA 

6 

JIsltsl BHeceHHfl b PAOFI 3anHCH, coAepjKamen 
yKa3aHHbie cbcachhh 

05.10.2016 

( ne ieini)i o pemcTpamni b crpane perncTpaioni (iiiiKopiiopamni) 

7 

HaHMeHOBaHHe perHCTpHpyiomero opi aita 

KOMHTET no COflEttCTBHIO 
ME^CZtyHAPOflHOfl TOPrOBJIE 

KHflP 

8 

PerHCTpaitHOHHbiit HOMep 

61-35 


Korean General 
Corporation for 
Construction 

“ZENKO” 

(DPRK-) 


408, Democratic 
People's 
Republic of 
Korea 


DPRK, City of 
Pyongyang, 
Taedonggang 
District, Rungra 
Neighborhood 


BbtnHCKaKsPAtWI H3A 20150028184 CipaHHua 1 in 4 

26.10.2018 22:50 


5-01704 


301/396 
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9 

Oco6eHHOCTH pcacHMa perHcipauHH 

HE HMEETC51 

10 

JJ axa bhccchhh b PAOFI iaiiHCH. coacpacamcH 
VKinaHHbie cbcachhh 

05.10.2016 


11 

Koa HajioronjiaTejibmHKa win ero aHajior 

S-022 

12 

j^aTa bhccchhh b PAOn 3anHCH. coAcpncaiucfi 
y'Kaaamibie cbc;ichhh 

05.10.2016 

('Be.iemm 06 ycraBHOM Kanina.li> 

13 

Pa3Mep (KOfl BiU llOIbl) 

1 263 782 895 000.00 (408 - 
CesepoKopeflcKaa BOHa) 

14 

JJ, axa bhccchhh b PAOn 3anncH. coaepacameH 
VKaianiibie CBeaeiiHH 

05.10.2016 

Cbp^chiih o c(>h. man-. iipc.ic raiuri c. u>c ntc HHocTpaHHoro Kipitui'ieeKoio .lima na icppn lopuii 
PorciuiCKoil <I>i u pauiiii 

15 

Baa oGocoo.ioniioro rio.ipa vK.ieiiHsi 

2, FIpeflCTaBHTejibCTBO HHocTpaHHoro 
lOpH/lHHCCKOrO JIHlia 

IlaiiMCHOBataie 

16 

riojllioe HaHMCHOBailHC 

nPEflCTABHTEJIbCTBO 
KOPEflCKOrO rEHEPAJIbHOro 
OEIUECTBA no CTPOHTEJI bCTBY 

3A PyBE)KOM "3EHKO" (KHflP). 
n.XACAH, I1PHMOPCKHH KPAfl 

17 

CoKpameimoe iiaHMCHOBaiiHC 

nKTO "3EHKO" (KHflP), n. XACAH, 
nPHMOPCKHfl KPAH 

18 

JJ axa bhccchhh b PAOn 3 aiiHCH. coaepncameH 

> Ka jaHHbIC CBC.ICHHH 

05.10.2016 

A.ipec (Mecro iiaxo/K.iemiH) na reppn ropiiii 1 

! 

1 

! 

19 

C'BeaeHHH 06 aapece (Mecre naxoamcHHa) 

692730, IIPHMOPCKHfi KPAfl, 
XACAHCKHfl PAflOH, XACAH 
nocEJioK ropozicKoro ranA, 
JIHHEflHAfl yjIHUA. flOM 2 

20 

JJ, aTa bhccchhh b PAOFI iariHCH. co.iepacamcH 

VKa3aiIHblC CBC.ICHHH 

22.08.2017 

C bc.iciiiih o 6 aKKpo.ui i alum 4>n. ma. la. npe.icraBine.ibciBa 

21 

HoMep iaiiHCH 06 aKKpc/iHranHH (H3A) 

20150028184 

22 

flaTa aKKpo.iHlaHHM (BiieceiiHM cbo.ioiihh o6 
aKKpeilHiaUHH B PAOII) 

26.03.2015 


BuriHCKa H3 PAOn H3A 20150028184 CrpaHitua 2 m 4 

26.10.2018 22:50 


302/396 


9-01704 
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23 

Ha.ioroni.iit opratt, ynoinoMoieimuH tta 
aKKpejinanmo cftn.iHa.ioB. jipeaeiaBHrtMi.cTB 
HUOCipaUHUX IOpH;tHM0CKHX JIHU 

7747, Mexpaiioiitia!! mtcneKiinn 
<lK.Mopa.ii.Hoti HanoroBoii c.iyjk&i 47 

24 

flaTa BiieccHMM b PAOFI jcuiucm. co^epacauKH 
> Ka taHHblC CBC/ICHHH 

26.03.2015 

06 y»iere u ua.ioi uuoM opt axe 

25 

H.ienFMCftHKaUHOHHHil HOMep 110.101 OILiaiC.lMItHKa 

(HHH) 

9909159891 

26 

Koa npuHHHbi nociaitoBKH ua v«ieT (KI11I) 

253151001 

27 

/(a i a iiocraiioBKH Ha yqer 

29.10.2007 

28 

HaHMcitoisaiiHC uajioroBoro opraita 

2502, MeacpatiomiaH hiiciickuhm 
OtViepajibHofi HanoroBoR cJiyxCu N» 10 
no IIpHMOpcKOMy Kpaio 

29 

flaia BticcoiHH b PA<D11 jaiiHCH, co^cpacamcfl 
y Kaiaiuiuc cbc^chhh 

15.06.2016 

( mvu'HiiH o pvKaao4Hre.w cftii.nta.ci. npiMcraiMiitvn»crna b Pocciimikox 'lH itpamui 

30 

<haMH.lHfl 

4 B 3 

31 


COHHP 

32 

flaia BiicccHMH b PA<Dn 3anHCH, coAcp^KamcH 
VKaiaHHklC CBcVlCHMH 

22.08.2017 

C'lMMeifiisi o micjieHMorni iimoci paHHi>i\ rpiixiau. pauoniincaMii (|)ii-ma. ui. 

npe/icTaMiTejibCTna 

33 

MhCJICHHOCTJ. HHOCipaHHblX padoTXHKOB 

5 

34 

/(aia BueceiiHB b PA<t>I I sanucH. oucp.KamcH 
VKaiauHbie cBeaentw 

05.10.2016 

( 'lif.wmtH u uxjjix iKOHOMiiHecKOil jwnenuiociii <t>n. ma. ia, xp<. irianx ic. u.intii u PcHOiiUmm 

Ux u-pamiM no OOiuc-pfK'cin'irKOMy ki;uni<|iiik:tiu|t\ onion >KroioMi<Meck*oft ,m>«tc. h.hoctii 
(OKB'1,1 OK 029-2014 K.1F.O. Pc* 2) 

( mjennii oo ociiobiiom bjuc ikoxomiimcckox jeiric.n.nocni 

35 

Ko,i h HaHMeHOBaime nnna .lejrre.iLtiocTH 

73.20 Hccjie.ioBattHe KoituoiiKTypu 
pbimcu h HiyicHHc oCmecTBeHHoro 

36 

/lara bhocciihh b PAOTI lanncn. eo;iep>Kaiuefi 
vKaiainibie CBe^eiiHa 

05.10.2016 

(iumciimii oo miimx hii.ux tKoxoMxwraoft ten ie.ii.nm i ii 

1 


Bumtcxa raPAOT H3A 2015002*1*4 Ctparoim 3 m 4 

26.10.201* 22:50 

Source : State Register of Accredited Branches, Representations of Foreign Legal Entities, 
https://service.nalog.rU/rafp/# 
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3. Official court documents from the Russian Federation referencing the head of a a representative office for 
GENCO in Russia by the initials K.Y. These correspond to those of Ko Yongil, the registered director of GENCO’s 
representation in Vladivostok. 



2006*2018 •focY/WOCiM 


PoCUwitHOli <feM)Cp4U»M « 


Source : Artemovski City Court of Primorski Krai, https://artemovsky— 

prm. sudrf.ru/modules.php?name=sud_delo&name_op=case&_id=148809085&_deloId=1540006&_caseType=0& 
_new=0&srv_num= 1 
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Annex 66: Company information for entities registered with the Russian translation for 
GENCO (‘ZENKO’) and are owned—in whole or in part—by DPRK nationals, and have 
received authorization to employ DPRK nationals 


Company 

name 

Tax 

identification 

number 

Registered 

Address 

Associated individuals 

Contact information 

LLC 

“ZENKO” 

(OOO 

"3EHKO") 

7204162965 

24A ulitsa 

Svetlaya, 

Tyumen, 

Tyumen skaya 
Oblast, Russia 

Pak Gvan Min 
(IIAK TBAH MHH) 

Role: director 

Nationality: unknown 

Tax identification number: 723020846617 
Kim Gvan Ir 
(KHM TBAH HP) 

Role: owner 

Nationality: DPRK 

Tax identification number: unknown 

Kim Men Kho 
(KHM MEH XO) 

Role: contact on job posting 

Nationality: unknown 

Tax identification number: unknown 

Teleohone numbers 

+7 (345)2757212 
+7 (345) 2297166 
+7 (345) 2699249 
+7 (982) 9477543 

Email addresses 

genco-37@list.ru 

4bkb@bk.ru 

LLC 

“ZENKO- 

15” 

(OOO 

"3EHKO- 

15") 

2536133013 

Office 411, 1 

Pionerskaya, 
Vladivostok, 
Primorski Krai, 
Russia 

Kim Sen Guk 
(KHM CEH TYK) 

Role: director 

Nationality: unknown 

Tax identification number: 253614442780 
Kim Tong O 
(KHM TOHr O) 

Role: owner 

Nationality: DPRK 

Tax identification number: unknown 

Pak Chen Sik 
(nAK HEH CHK) 

Role: contact on job posting 

Nationality: unknown 

Tax identification number unknown 

Telephone numbers 

+7 (914) 7350156 
+7 (423) 2762279 
+7 (423) 2716707 

Email addresses 

pa. stroy@mail.ru 
e. gutman@vdc .ru 

LLC 

“ZENKO- 

39” 

(OOO 

"3EHKO- 

39") 

2308160794 

2/1 ulitsa im 

Bogdana 

Khmelnitskogo, 

Krasndar, 

Krasnodarski 

Krai, Russia 

Ryu Chkhun Ren 
(PK> HXYH PEH) 

Role: director 

Nationality: unknown 

Tax identification number: 231133389520 
Chan Chin Men 
(HAH HHH MEH) 

Role: co-owner 

Nationality: DPRK 

Tax identification number: unknown 

Chen Gen Cher 
(HEH TEH HEP) 

Role: co-owner 

Nationality: DPRK 

Tax identification number: unknown 

Telephone numbers 

+7(861)5866425 
+7(861)8862992 
+7 (905)4953597 
+7 (961) 5866425 
+7 (918) 1383996 

Email addresses 

genco39@mail.ru 

LLC 

“ZENKO- 

21” 

(OOO 

"3EHKO- 

21") 

2508064689 

13 A ulitsa 

Malinovskogo, 
Nakhodka, 
Primorski Krai, 
Russia 

Kan Sen Kho 
(KAH CEH XO) 

Role: director 

Nationality: unknown 

Tax identification number: 250821723134 
Kim Sen Khvan 
(KHM CEH XBAH) 

Role: co-owner 

Nationality: DPRK 

Telephone numbers 

+7 (423) 6642332 
+7 (902) 0606907 
+7 (4236) 712327 

Email addresses 

zerou333@gmail.com 
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Tax identification number: unkno\ 
Kim Cher Min 
(KHM REP MHH) 

Role: co-owner 

Nationality: DPRK 

Tax identification number: unkno\ 
Li Syn Ir 
(JIH CLIH HP) 

Role: co-owner 

Nationality: DPRK 

Tax identification number: unkno\ 


Source : Unified State Register of Legal Entities; SPARK; Trudvsem 


306/396 




S/2019/171 


Annex 67: Documents showing LLC “ZENKO”, LLC “ZENKO-15”, LLC “ZENKO-39”. 
and LLC “ZENKO-21” to be owned by DPRK nationals 


E'spark 


Shareholders, EGRUL 

EGRUL 




Name, description 

Address 

rubles 

Share in 

charter capital. Date entered in 

Kim Gvan Ir 


7s 000 

100.00 10.03.2016 

History of changes 

Name, description 


Share in charter capital. 

charter capital. Date entered in 

Kim Gvan Ir 

- 

10000 

66.67 04.04.2012 

Kim Gvan Ir 

_ 

10 000 

66.67 12.10.2011 

Kim Cw Ik 

- 

_5000 

33.33 14.12.2010 

Kim Gvan It 

- 

5 000 

33.33 14.12.2010 

Rosstat 

Name, description 

Address / Comment 

Share in charter capital, share in charter capital, 
rubles % 


INOSTR.GRAZHDANIN (1) 

History of changes 

description Address / Comment 

Share in cha 

rter capital, Share in charter capital, Last updated 

Grazhdane KOREYA, NARODNO-DEMOKRATICHESKAYA 


" 15000 100 - 00 06 - 0 *- 2012 

Grazhdanin KOREYA, NARODNO-DEMOKRATICHESKAYA 

Korei RESPUBLIKA 


10 000 100.00 26.03.2012 

Kirn Gvan Ir KOREYA, NARODNO-DEMOKRATICHESKAYA 

RESPUBLIKA 


10 ooo loao ° 13 - 10 - 2011 


Source: SPARK, https://spark-interfax.ru/ 
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E'spark 


"ZENKO-15 CO, LTD" (INN 2536133013 • OGRN 1032501289952), 14/11/2018 23:26 MSK 


Shareholders, EGRUL 




ECRUL 




Name, description Address 

Share in charter capital, 
rubles 

Share in 
charter capital, 

% 

Date entered in 

EGRUL 

Kim Tong O - 

25 000 

100.00 

13.06.2018 

History of changes 




Name, description Address 

Share in charter capital, 
rubles 

Share in 
charter capital, 

% 

Date entered in 

EGRUL 

PakChenSik 

25 000 

100.00 

22.11.2016 

Kim Yn Khek - 

12 500 

50.00 

17.06.2015 

PakChenSik — 

12 500 

50.00 

17.06.2015 

YuEn Nam 

10 000 

50.00 

27.04.2012 

Kim Cher En - 

10 000 

50.00 

26.04.2011 

Li San Cher — 

10000 

50.00 

25.08.2009 

Tsoi In Guk 

10000 

50.00 

25.08.2009 


10000 

50.00 

09.04.2009 

Kim Sen Nam 


- 

12.05.2006 

::r : 

10 000 

50.00 

12.05.2006 

Rosstat 




Last updated on: 29.10.2018 




Name, description 

Address/ Share in charter capital, Share in charter capital, 
Comment rabies % 

GRAZHDAN IN KOREYA, NARODNO-DEMOKRATICHESKAYA 

RESPUBLIKA A KORElSKAYA NARODNO-DEMOKRATICHESKAYA RESPUBLIKA 


25 000 

100.00 

History of changes 




Name, S 

description Address / Comment 

ihare in charter capital, Share 
rubles 

* ,d ““ i ** 

Last updated 

Grazhdane KOREYA, NARODNO-DEMOKRATICHESKAYA 

KNDR (2) RESPUBLIKA 

20 000 


31.01.2013 

Grazhdani KNDR KOREYA, NARODNO-DEMOKRATICHESKAYA 
(2) RESPUBLIKA 

LI SUN CHER KOREYA, NARODNO-DEMOKRATICHESKAYA 

10 000 

50.00 

30.06.2009 


O' SPARK report, Infi 


10 


Source: SPARK, https://spark-interfax.ru/ 
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E'spark 


4 • OGRN 1092308007670),14/11/2018 23:30 MSK 


Shareholders, EGRUL 


ECRUL 


Name, description Address 

Share in 

Share in charter capital, charter capital. Date entered in 
rubles % EGRUL 

Chan Chin Men - 

Chen Gen Cher - 

5 000 50.00 14.04.2010 

5 000 50.00 14.04.2010 

Rosstat 

Name, description 

Address / Share in charter capital, Share in charter capital, 

Comment rubles % 

Citizens of Russia (1) 

5 000 50.00 

GRAZHDANIN KOREYA, NARODNO-DEMOKRATICHESKAYA 

RESPUBLIKA A KORElSKAYA NARODNO-DEMOKRATICHESKAYA RESPUBLIKA 

5 000 50.00 

History of changes 


Address/ 

Name, description Comment 

Share in charter capital, Share in charter capital, updated 

rubles % on 


Citizens of Russia, wwe 


50.00 16.09.2016 


16.04.2015 

16.04.2015 


Grazhdane (2) - KITAI 
Chan Chin Men 




Source : SPARK, https://spark-interfax.ru/ 
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' K “ZENKO-21 CO., LTD" (INN 2508064689 ■ OGRN 1042501608258), 14/11/2018 23:31 MSK 


Shareholders, EGRUL 





ECRUL 





Name, description 

Address 

Share in charter capital. 

Share in 
charter capital, 
% 

Date entered in 

EGRUL 

Li Syn ir 

- 

9 000 

47.40 

24.11.2009 

Kim Cher Min 

- 

5 000 

26.30 

24.11.2009 

Kim Sen Khvan 

- 

5 000 

26.30 

24.11.2009 

History of changes 





Name, description 

Address 

Share in charter capital, 
rubles 

Share in 
charter capital, 

% 

Date entered in 

EGRUL 

Kim Khun 

- 

9 000 

47.37 

12.09.2008 

Tsoi Bon Chkhor 

- 

5 000 

26.32 

12.09.2008 

Tsoi Chen Gir 

- 

5 000 

26.32 

12.09.2008 

Kim Khun 

- 

,9 000 

100.00 

20.07.2004 

Rosstat 





Name, description 


Address / Share in charter capital, Share in charter capital, 
Comment rubles % 

GRAZHDANE KOREYA, NARODNO-DEMOKRATICHESKAYA 

RESPUBLIKA A KOREISKAYA NARODNO-DEMOKRATICHESKAYA RESPUBLIKA 

~ 

19 000 

100.00 

History of changes 





Name, description 

Address / Comment 

Share in charter capital, Share in charter capital, updated 

rubles % on 

GRAZHDANE KOREYA, NARODNO- 

DEMOKRATICHESKAYA 

RESPUBLIKA A KORElSKAYA NARODNO- 

DEMOKRATICHESKAYA RESPUBLIKA (3) 




.00 29.03.2016 

GRAZHDAN IN KITAI A KITAISKAYA NARODNAYA 

RESPUBLIKA (1) 

- 

19 000 

50. 

.00 29.03.2016 

Grazhdane Korei (5) 

KOREYA, NARODNO- 

DEMOKRATICHESKAY 

A RESPUBLIKA 



.00 19.11.2012 

Grazhdane Korei (3) 

KOREYA, NARODNO- 

DEMOKRATICHESKAY 

A RESPUBLIKA 



.00 20.01.2012 


Source: SPARK, https://spark-interfax.ru/ 
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Annex 68: Authorizations to hire DPRK laborers awarded to LLC “ZENKO”, LLC 
“ZENKO-15”, LLC “ZENKO-39”, and LLC “ZENKO-21” in 2018 



Source: Russian Ministry of Labor, https://rosmintrud.ru/docs/mintrud/orders/1330 



Source : Russian Ministry of Labor, https://rosmintrud.ru/docs/mintrud/orders/1330 



Source: Russian Ministry of Labor, https://rosmintrud.ru/docs/mintrud/orders/1330 
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Source : Russian Ministry of Labor, https://rosmintrud.ru/docs/mintrud/orders/1330 
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Annex 69: Online Glocom advertisements in 2018 (Twitter and Glocom website) 



Tweet from 16 December 2018. Accessed on 10 January 2019 at 
https://twitter.com/GlocomSupport/status/1074529145629986818 
Archived version available at: 

https://web.archive.Org/save/https://twitter.com/GlocomSupport/status/1074529145629986818 



Tweet from 7 September 2018. Accessed at 

https://twitter.com/GlocomSupport/status/1038305737338847237 on 10 January 2019. 
Archived version available at 

https://web.archive.Org/web/20190110205253/https://twitter.com/GlocomSupport/status/10383 

05737338847237 
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Each friendly force vehicle displays itsposition measured by'GPS to the drivers, 
share their positions with other vehicles and transfers the 

1OTM59 


Accessed at http://www.glocom-corp.com/2018/ on 13 January 2019 



Tweet from 6 June 2018. Accessed at 

https://twitter.com/GlocomSupport/status/1004600845034389504 on 10 January 2019. 
Archived version at 

https://web.archive.Org/save/https://twitter.com/GlocomSupport/status/1004600845034389504 
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Tweet from 6 June 2018. Accessed at https://twitter.com/GlocomSupport/status/1007416970894028800 on 
10 January 2019. Archived version at 

https://weh.archive.Org/save/https://twitter.com/GlocomSupport/status/1007416970894028800 


Tweets Tweets & replies Media 



Support@Glocom ©GlocomSupport • Jul 8 v 

©GlocomSupport The GS-930EG is an Android-based battle management 
system for the commanders and soldiers at the tactical edge, glocom-corp.com 
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Support@Glocom @GlocomSupport ■ May 24 

© GlocomSu p port GS-2200 C4I Mobile System, glocom-corp.com 


© 


Support@Glocom OGIocomSupport • Jun 7 v 

The modernized soldier who is equipped with ©GlocomSupport radios. The GS- 
2500 soldier system includes GR-150 HF Manpack Radio and GR-611 Secure 
Soldier Radio. More details at glocom-corp.com and any question at 
support@glocom-corp.com. Thanks. 
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© 


Support@Glocom OGIocomSupport • Jun 15 

©GlocomSupport GD-200 Battlefield Surveillance Radar, Range 4~10Km. Man 
portable radio. Suitable for border control and battlefield surveillance. Refer to 
glocom-corp.com for more details. 



Source-. @GlocomSupport twitter feed 
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Annex 70: Advertisement for GR-611 Secure Personal Radio”, the “GR-8600M” 
^ Pinterest Q Search for easy dinners, fashion, etc. 



Source : Pinterest https://www.pinterest.ca/pin/594404850793634523/ 
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Annex 71: Information on shared addresses between Li Zhengang’s company, Dandong 
Zhongrui Petrochemical Co., Ltd., an individual and an entity previously identified in 
association to DPRK shipping activities which have violated the resolutions 

On Chinese business registry filings, Dandong Zhongrui Petrochemical Co., Ltd. lists the same 
registered address as a second Chinese company Dandong Jingao Trading Co., Ltd. (£]-2 kerJ|§i 
P fillx r)). Until 14 March 2017, a Hong Kong-registered company Jingao Dalin Trading Co., Ltd. 

r)) used an identical English and Chinese name to Dandong Jingao Trading Co., 
Ltd. The Hong Kong-registered company lists one and the same director and shareholder, Sun 
Chengguo (S^bElS; simplified JlhbES ), whose name is identical to that of the legal representative of 
Dandong Jingao Trading Co., Ltd. 

On Hong Kong registry documents of Jingao Dalin Trading Co., Ltd, Sun Chengguo lists a residential 
address at Room 916, DL1504, Youhao Building, 158 Youhao Road, Zhongshan District, Dalian, China- 
Sun Chengguo’s residential address is nearly identical to that of at least one other Chinese national 
whom the Panel has previously identified in association with illicit DPRK shipping operations: 

PAN WEICHAO (tIHM) lists Room 916, DL, Youhao Building, 158 Youhao Road, Zhongshan 
District, Dalian, China, on the 2016 Annual Return for Pantech Shipping Limited (&E44$5MW PH 
W 4]). The Panel noted in S/2017/150 paragraph 67 footnote 74 that PAN WEICHAO acted as an 
emergency contact for K-Brothers—the Marshall Islands-based operator of the Jie Shun (IMO 
8518780). 

In addition, this same address: Room 916, DL1504, Youhao Building, 158 Youhao Road, Zhongshan 
District, Dalian, China is also the address listed for a United Nations designated entity, Chang An 
Shipping & Technology Ltd in the Hong Kong business registry 

Ship ownership records indicate that Chang An Shipping & Technology Limited was the ship manager, 
commercial manager, and registered owner of the Hua Fu 
(IMO 90200003). The director of the company is GU BAOFU (II# 'll). Both Chang An Shipping & 
Technology Limited and the Hua Fu were designated by the 1718 Committee on 30 March 2018. 185 

Source: Corporate Registry documents of Hong Kong and China mainland 


185 Security Council 1718 Sanctions Committee Adds 22 Entries to Its Sanctions List, Designates 27 Vessels, UN Press Release, 30 March 
2018, https://www.un.org/press/en/2018/scl3272.doc.htm 
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Annex 72: Panel findings in OCN / T Specialist case investigation since 2018 Panel final 
report (S/2018/171, paras 179-188) 

OCN previously stated to the Panel that it stopped shipping products to the DPRK as of late 2012, 
shifting its business into China in 2013 through Wang Zhi Guo and his company, Pinnacle Offshore 
Trading. OCN also said that it shipped goods to Dalian as the destination port for distribution in China 
and had “no knowledge of the authenticity of the sale of goods in DPRK as included in your letter and 
no knowledge of how any such goods ended up in DPRK.” However, when pressed on the business 
justification for shifting its sales to China of the same goods previously sold in the DPRK (including 
Singapore-distributed items made by Yamaha, Seiko, Montblanc and the like, which all have 
distributors in China), OCN admitted prior knowledge that the DPRK was the ultimate destination of 
their goods, stating “ T Specialist International (S) Pte Ltd would sell the goods to China via the buyer 
of the goods, Longsheng Weida. The buyers in China at the Chinese customs will approve the goods 
before receiving them and allowing them to be transshipped to DPRK. Before the good were sent out, 
the Chinese parties will do the clearance of the goods. Our Client do not receive the receipts of the 
transactions between the Chinese parties to DPRK.” 

The company provided the Panel with multiple invoices for sales to Tianjin Longshengweida Import & 
Export Co, Ltd and Changzhou Jesinson Trading Co., both of which appear to be international freight 
forwarding companies. The Panel also launched an investigation into the role of the German company 
Mw/ller + Partner in the provision of logistics for the above-mentioned companies, but still has not 
received answers to its inquiries dating from December 2017. 

With regard to the T Specialist-owned and distributed brands, Fresh F and Watari, which have been on 
sale in the DPRK Bugsae / Pothonggang Ryugyong stores through at least July 2017, T Specialist stated: 
“It is prudent to note that the said products were originally also intended to be shipped and sold to 
Cyprus. However, these products were not saleable in Cyprus, hence, our Chinese counterparty 
suggested that we sell the products in DPRK.” 

OCN-Pyongyang manager simultaneously employed by OCN Singapore 

OCN Singapore’s relationship withRi Ik dates back to his first visit to Singapore in 1991, at which time 
he was employed as a trading manager by the original Bugsae Shop. According to OCN, around 2004, 
Ri lk was made an employee of OCN Singapore to “assist in the sale of products to the DPRK”. OCN 
has not provided his full term s of reference as requested by the Panel, stating that they are under the 
custody of Singapore investigative agencies. 186 OCN did however admit that Ri Ik had remained 
employed throughout most of 2017, providing a copy of the revocation dated 29 January 2018 of his 
Singaporean employment pass. Regarding the Panel’s request for salary information, OCN stated: “Mr. 
Ri Ik did not draw a salary, and the value of his work done was used to off-set the sums that were due 
and payable to our Clients.” OCN/ T Specialist Singapore stated that it had no control or interests in 
OCN Pyongyang, despite the fact that it was under the full control of one of its long-term employees 
and to which it sold a substantial amount of goods. The way in which OCN Pyongyang operated 


186 OCN stated, “Our Clients also do not have in their power, custody and/or possession, any "contract" or "communications, 
contracts, agreements and other forms of documentation with Ri'. The said documents, if any, have been under the custody of the 
investigation agencies in Singapore since 6 December 2017, and our Clients do not have copies of it, and are not able to provide you 
of the same.” 
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relatively independently of OCN Singapore is common DPRK practice as already seen in the Panel’s 
investigation of Pan Systems Singapore and Pan Systems Pyongyang. 

The Panel notes, however, that Ri Ik would not have been able to set up a foreign currency account in 
Pyongyang without OCN Singapore’s paperwork and tacit consent. Indeed, OCN Singapore ensured 
that the daily transactions of the account were fully managed by Ri Ik so that it could ensure plausible 
deniability. Ri Ik used that account to transfer payments back to OCN Singapore for items sold in the 
DPRK. Given the difficulty of any DPRK banks to engage in open global transactions, at least eight 
Hong Kong-based front companies transferred the payments into OCN Singapore’s account in 
Singapore, including the following: Pan Ocean Investments, Hongdae International, Yun King 
International, Albion Commercial Ventures, Highweal Trading, Headsoon Trading, Sama Industrial, and 
Heping Industrial. The Panel notes that the use of multiple front companies to pay for the purchase of 
its goods and the break-down of payments into several series of smaller transactions, as done in this 
case, are well-known sanctions evasion tactic. 
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Annex 73 Information provided to the Panel by Singapore on Wang Zhi Guo (32^15) and Li 
Ik (aka Ri Ik). 

A. Wang Zhi Guo 

China Passport Number: E2548653 

Date of Birth: 11 July 1962 

Date of expiry: 10 September 2023 

Place of issue: Tianjin, China 




K 1,1 i* f 



CMS E25486535 

i * S3 

NANG 7HISII0 

•»« v. HliSMii 

‘Pfll/CMlMCSf 11 JUL 196? 
Sil/TIAHJIN 11 9M/SEF 2013 

*»/T!MUIN lo'wSEP 2023 

;KK£5KL- utq 


POCHMMAN6<<2HI6UO<<<<<<<<<<<<<<<<<<<<<<<<<<< 
E254865356CHN6207111M2309109MNPFNGL0L JPKA93A 


Current Address and Status in Singapore 

• Wang Zhiguo is a Singapore Permanent Resident. His address is 500F Marine Parade Road, 
#04-23, Singapore 449289. He is currently in Singapore. 

• Wang Zhiguo is a Chinese national and Singapore Permanent Resident (SPR). Wang was first 
issued an Employment Pass in 1995 and obtained his SPR on 14 February 2003. His Re-Entry 
Permit is valid until 19 July 2022. 

Dates moved to Singapore 

• Wang Zhiguo was first issued a Singapore Employment Pass in 1995. 

Travel 

• Wang Zhiguo is currently in Singapore. 

• Our authorities have impounded Wang Zhiguo ’ s passport since 6 December 2018 
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B. Li Ik (aka Ri Ik) 


Date of Birth: 
DPRK Passport No. 
Expiry: 


11 February 1963 

745420357 

11 November 2020 




ncmutMliw t KiCjrtiMic of Korea 



PSPRKLI<<IK<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<<< 

7454203573PHK6302119*2011116<<<<<<<<<<<<<<<8 

Current Address and Status in Singapore 

• Li Ik departed Singapore on 8 June 2017 and has not returned since. Li Ik’s Employment Pass 
was revoked in January 2018. Li Ik is not a Singapore Permanent Resident. 

• Before his pass was revoked, his job title had been “Regional Business Development 
Manager” for OCN (Singapore) Ltd 

• Li Ik first obtained his Singapore Employment Pass on 12 April 2004. 

• The Singaporean authorities informed the Panel that they do not have Li Ik’s employment 


contracts and/or assigned tasks.. His annual salary package from 2012 to 2015 was between 
S$92,462.75 to S$113,384.19. 


Travel 


• According to travel records, Li Ik traveled in and out of Singapore frequently over the past 
five years (in some years averaging one trip per month). 

• Li Ik departed Singapore on 8 June 2017 and Singapore has not received any visa application 
from him to re-enter the country. All DPRK nationals require a visa to enter Singapore. 
Singapore informed the Panel that it does not have knowledge of Li Ik’s whereabouts since 
then. 

Personal details for Mr. Li Ik provided to obtain his Singapore Employment Pass : 

I. Education Certificates at all levels 

1) Sep. 1969 -Aug 1973 Pyongyang Sanghung Primary School 

2) Sep. 1973 - Aug 1979 Pyongyang Jangsan Senior Middle Schoo 
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3) Sep 1979-Aug 1981 Serve in the Korean Peoples Army 

4) Sep 1981-Nov 1986 Kim 11 Song's University D.P.R. of Korea 

2. Curriculum Vitae (CV) of working experiences from time after leaving school 

1) Dec 1986 -Dec 1990. Manager of Daesong General Corporation D.P.R. of Korea 

2) Jan 1991 -Apr 1992 Manager of Korea Asia Trading Company 

3) May 1992-Jul 1994 Section Chief Manager of Korea Duty-free Company 

4) Aug 1994 - Chief Manager of OCN (Singapore) PTE LTD Pyongyang Office 

3. Home address 

Potonggang-dong 27, 3-2, Potonggang District Pyongyang D.P.R. of Korea 

4. Passport number: S 190220613 
Date of Birth: ll-Feb-1963 
Country of issue: D.P.R. of Korea 

Place of issue: Ministry of Foreign Affairs D.P.R. of Korea 
Date of issue: 28-Apr-2000 
Expiry date: 5 years (28-Apr-2005) 

5. Religion - Atheist 

Married to: Ms Ju Myong Suk 
Date of Birth: 7 Dec 1963 

Source: Member State 
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| Annex 74 Cooperative entities and joint ventures and other companies investigated by the Panel: Argentina, Australia, 

| Cambodia, China, Japan, Laos, Malaysia, Malta, Poland, the Russian Federation, Singapore, Thailand, Uganda, Vietnam 
and Zambia 

Argentina 

Argentina indicated to the Panel that searches for the firm Sonbong-Promotra JV Co. yielded no positive data in their search of 
financial databases nor any additional data on any links between the firm and Argentina. Argentina also stated that no nationals 
of the DPRK have been registered since 2004 as migrant workers. 

Source : Member State 

Australia 

In its reply to the Panel ‘s letter on Sonbong Kost J.V. Company (a.k.a Samhung Kost J.V. Company, Sam Hung KOAST Joint 
Venture Pyongyang, £] Af- 5 Australia cooperated with the Panel by providing detailed information on the 

company’s operational status, current officers, business activities, bank account information in an Asian country, ownership, and 
business history. Australia also informed the Panel that it was investigating the matter and provided the Panel with its detailed 
confidential initial findings. It further stated that it places the highest priority on implementing UNSC resolutions, and takes 
appropriate action to respond to potential breaches of sanctions. It further clarified that pursuant to UN Security Council sanctions, 
Australian law prohibits the establishment, maintenance, or operation of a joint venture or cooperative entity (however described) 
with a DPRK person or entity, a person or entity acting on behalf of or at the direction of a DPRK person or entity, or an entity 
owned or controlled by a DPRK person or entity. Australia also indicated that it was assessing whether available information 
suggests that any of the funds, financial assets and economic resources of Koast Group Pty Ltd are owned or controlled, directly 
or indirectly, by designated individuals or entities; or the Government of the DPRK or the Workers Party of Korea. 


Source : Corporate registry, Member State 



Cambodia 


Business name (Eng) 

Location 

Pyongyang (Koryo) 
Restaurant / Pyongyang 
Traditional Restaurant 

400 Preah Monivong Blvd (93), Phnom Penh, Cambodia 

Pyongyang Arirang 
Restaurant 

215, 32 Jawaharlal Nehru Blvd (215), Phnom Penh, Cambodia 

Pyongyang Unhasu 
Restaurant 

#10A, Street 315, Sangkat Beung Kok I,Khan Toulkork, Phnom Penh,Cambodia, 

Phnom Penh 12000, Cambodia In addition to providing food services, this company is 
also registered as engaged in “other financial service activities, except insurance and 
pension funding activities,” in addition to various other activities that are unusual for a 
restaurant to be engaged in. 


Source: Open source information 


China 


English Name 

Dae Dong Gang North 
Korean Cuisine 
Pyongyang Hae Dang 
Hwa - Landao Branch 
Pyongyang Mo Ran 
Bong - Yizhuang Branch 
Pyongyang Rungrado - 
Baofusi Branch 
Sin Dae Jong Kim Gang 
Won Restaurant and 
Performance Hall 
Pyongyang Restaurant 
Mo Ran Bong North 
Korea Performance Hotel 


City 

Beijing 

Beijing 

Beijing 

Beijing 

Beijing 

Changchun 

Dalian 


Eng Address 

North Tucheng East Road, Yuan Dadu Heritage Park, No. 6 

Chaoyang Menwai Dajie 12, Kunming Mall 2 (Landao Building West) 

Yizhuang Economic and Technological Development Zone, Ronghua Road 10, 
Yicheng International Center Q102 

Zhongguancun Baofusi Bridge 81 (opposite of the Institute of Computing and 
Technology) 

1st Floor, Xinzhai Hotel, No.58 Maidian Street 

Intersection of Liberty Road and Linhe Street 
Xinghai Square, Area E, 46 


Pyongyang Restaurant Dalian 

2 


No.94 Xinglin Street, Zhongshan District, Dalian 116001, China 




Pyongyang Jindal Chae 
Restaurant 
Pyongyang Koryo 
Restaurant 
Pyongyang Koryo 
Restaurant 
Liujing Hotel 
Xin'an Dongge Hotel 
Pyongyang Koryo 
Restaurant 
Pyongyang Mo Ran 
Bong - Altay Branch 
Pyongyang Seol Kyung 
Restaurant 
Jindal North Korean 
Restaurant 

Pyongyang North Korean 

Restaurant 

Myo Hyang San 

Restaurant 

Pyongyang Koryo 

Restaurant — Gu North 

Road 

Pyongyang Arirang 
Pyongyang Koryo 
Restaurant - Tongmao 
Branch 

Pyongyang Myo Hyang 
Restaurant - Putuo 
Branch 

Pyongyang Oak Ryu 
Restaurant 

Pyongyang Restaurant 
Chilbosan Hotel 


Dandong 

Dandong 

Dandong 

Dandong 

Dandong 

Harbin 

Hohhot 

Hohhot 

Kunming 

Nanchang 

Qinhuangdao 

Shanghai 

Shanghai 

Shanghai 


Shanghai 


Shanghai 

Shanghai 

Shenyang 


Building 2 198 Donggang S Rd, Donggang Shi, Dandong Shi, Liaoning Sheng, 
China, 118300 

Binjiang Middle Rd, Zhenxing Qu, Dandong Shi, Liaoning Sheng, China 

8th Latitude Rd, Zhenxing Qu, Dandong Shi, Liaoning Sheng, China, 118000 

1-2F, Jiadi Plaza, Binjiang Middle Road 
No.98 Jinjiang Street 

202 Gogol Street, Harbin, China 
Xing'an North Road, Caoyuan City 
Olympic Hotel, Floor 2 
Luyou Dujia Qu, Xigong Matou 2 Dong 
1515 Nanjing East Road, Aixi Lake 

Yingbin Road 298, Haigang District, Qinhuangdao, Hebei, China 

GuBei Road 1088 2 Floor, Shanghai, China 

1050 Wuzhong Rd, Minhang Qu, Shanghai Shi, China, 201103 

First Floor 357 Songlin Rd, Pudong Xinqu, Shanghai Shi, China, 200000 


555 Caoyang Rd, Putuo Qu, Shanghai Shi, China, 200063 


439 Caoxi N Rd, XuJiaHui, Xuhui Qu, Shanghai Shi, China, 200000 

3rd Floor, Western District, Binggu Cultural Leisure Plaza, 341 Tianshan Road 
No.79-81 Shiyiwei Road, Helping District, Shenyang 110003, China 



Pyongyang Dong Myo 
Hyang San 

Pyongyang Friendship 
Dongmyung Restaurant 
Pyongyang Mo Ran 
Bong Hotel 

Pyongyang Restaurant 

Moranbong 

You Kyung Kim Dal 

Chae 

North Korea Pyongyang 
Eun Ban Restaurant 


Shenyang 85 Tumen Road, Shenyang, China 


Shenyang 


Antu St, XiTa HanGuo FengQing Jie, Heping Qu, Shenyang Shi, Liaoning Sheng, 
China, 110000 


Shenyang 43 Harbin Road, Shenyang, China 


Shenyang 

Shenyang 

Shijiazhuang 

Taiyuan 


106 Shifu Rd, XiTa HanGuo FengQing Jie, Heping Qu, Shenyang Shi, Liaoning 
Sheng, China, 110002 
93 Xita Road 

ChangAn District GuangAn Main Street 16, MeiDong International 2 
Floor, Shijiazhuang, China 

Binhe Donglu and Xuefu Street, Shizi Southwest Corner, Luohe Park, No. 2 
Parking Lot 


Hongqing Hotel - Wuxi 

Hongqiao Branch 

Liujing Hotel Yanji 


889 Hongqiao Road (Shenzhou Building) 

124 Xinxing St, Yanji Shi, Yanbian Chaoxianzuzizhizhou, Jilin Sheng, China, 
133000 


Source: The Panel, Member State, open source research 

MINISO 


The Panel also investigated a possible joint venture between a Hong Kong company and a DPRK company which 
operates a commodity chain in Pyongyang. 187 In May 2018, the company stated that Chinese Headquarters of MINISO was 
in charge of the international business partnership, and that the products sold to the DPRK were made in China. MINISO 
further stated that the international agency contract to open the Pyongyang branch was agreed between MINISO International 
Hong Kong Limited and “Korea Jinhwa joint corporation” 188 represented by a DPRK national Nam Song II 189 , but that contract 
was terminated on 15 August 2017. Supporting documents were provided. While MINISO claimed that products stopped 
being supplied in May 2017, the Panel obtained information that as of July 2018, the shop is still open with the original 
MINISO interior, but with the label “Jinhwa”, and products of several foreign brands have been sold. The Panel requested 


187 See S/2018/171 para. 147 

188 Original name shown in the documents is 

189 Chinese character: ffitt—, A.k.a Nan Chengyi. DPRK Passport Number: PO 836337346. DOB 22 January 1955. 



g information but has yet to receive a reply from the companies (figure). The Panel recommends that the relevant Member State 
o comply with paragraph 18 of resolution 2375 (2017). 

(Figure) MINISO brand displayed in Pyongyang branch in April 2018 



Source : NK Pro 
Source : The Panel, open source 

Japan 

Japan replied “So far [the Government of Japan] “could not confirm any information that indicates the joint ventures and 
cooperative entities pointed out by the Panel exist or currently operate in Japan, or information that shows relationships between 
the partner companies identified by the Panel and the North Korean joint ventures.” Japan also stated that it went further by 
prohibiting all exports to and imports from the DPRK and transactions with the DPRK. 

Source'. Member State 

Laos 


Business name (Eng.) 

Owner 

Manager 

Business type 

Representative Office of 
Korea Dongyang 5 Trading 
Corporation 

Ms. SO WON 
SOOB 

Mr. SOWON 

SOOB 

Investment Analyst on road, bridge, irrigation 
construction and trade 

Representative Office of SK 
Architect and Construction 

Mr. CIIIM 

CHAE JOON 

Mr. CIIIM CHAE 
JOON 

Investment analyst on hydro power 

Pyongyang Friendship 
Restaurant 

Ms. WANG 
ANHULI 

Ms WANG 

ANHULI 

Restaurant 














Korea K Choeng Bong 

Trading Corporation 

Mr. 

CHANGSONG 

KIM 

Mr. CHANSONG 
KIM 

Program design consultant 

Western Restaurant 

Mr. BONGJO 
YUN 

M R. BONGJO 
YUN 

Restaurant 

Better Life Tomorrow Lao 

Ltd. Co 

Mr. Jaekook Sin 


Pharmaceutical 


Source: Member State, open source 


Malaysia 


Business Name 

Number 

Address 

Directors 

Shareholders 

Start 

MKP 

BUILDERS 

SDN. BHD 

386207- 

P 

2-3-11 (3rd Floor)Menara Klh Business 
Centre 2, 

Jalan Kasipillay, 

Off Jalan Sultan Azlan Shahkuala 
Lumpurwilayah Persekutuan 

Lot 5, Jalan lkawasan Perusahaan Cheras 
Jayabatu 11 cheras, selangor 

Fang Chee 
Peng; 

Yong Kok 

Yeap; Han 

Hun 11 

Yong Kok Yeap 

6 May 1996 

MKP CAPITAL 
LLC BERHAD 

980801- 

M 

24-B Jalan Landakoff Jalan Pudu Kuala 
Lumpur, Wilayah Persekutuan 

Han Hun 11; 
Yong Kok 

Yeap; 

Yong Kok Yeap; 
Han Hun 11 

2 March 2012 

MKP 

DYNAMIC 
ENGINEERING 
SDN. BHD 

735910- 

W 

2-3-11 (3rd Floor) Menara Klh Business 
Centre 2 jalan Kasipillay, Off Jalan Sultan 
Azlan Shah Kuala Lumpur, wilayah 
Persekutuan 

Lot 5, Jalan 1 Kawasan Perusahaan 

Cheras Jayabatu 11, Batu 9 Cheras 

Selangor 

Karnail Singh 
Nijhar Tansri 
Dato'dr Amar 
Singh; 

Fang Chee 
Peng; 

Yong Kok 

Yeap; 

Muhammad 
Danial Bin 
Osman; 

Karnail Singh 
Nijhar Amar 

Singh, Tansri 
Dato'dr; 

Yong Kok Yeap; 
Soh Pui Hoon; 

Han Hun 11; 

Ramanan 

Ramakrishnan 

31 May 2006 





MKP 

HOLDINGS 

SDN. BHD 

464492- 

W 

2-3-11 (3rd Floor) Menara Klh Business 
Centre 2 jalan Kasipillay, 

Off Jalan Sultan Azlan Shah 

Kuala Lumpur, 

Wilayah Persekutuan 

Lot 5, Jalan 1 kaw. Perusahaan Cheras 
Jayabatu 11 batu 9 Cheras Selangor 

Yong Kok 

Yeap; 

Han Hun 11; 

Yong Kok Yeap; 
Han Hun 11 

23 June 1998 

Nekad Ziplem 
SDN. BHD 

614359- 

U 

52 a, Jalan Landak 
off Jalan Pudu 

Kuala Lumpur, Wilayah Persekutuan 

C/O Lot 5, Jalan 1 kawasan Perindustrian 
Cheras Jayabatu 11, Batu 9 Cheras 
Selangor) 

Han Hun 11; 

Yong Kok 

Yeap; 

Jusoh Bin 

Awang; 

Yong Kok Yeap; 
Han Hun 11; 
Sumairi Bin 
Hashim 

7 May 2003 


Source: Corporate registry, open source information 


Malta 

According to open source information, Kormal Import and Export Company was founded 17 November 2011. "C 54431" is its 
corporate registration number. Kormal does not appear to have a website or a public profile beyond its appearance in various 
corporate registry databases. It is an "active" corporation according to Open Corporates and Malta's Registry of Companies. 
According to Malta's Registry of Companies and it has filed documents as recently as 2 March 2018. 

• In Malta's Registry of Companies the Director of the company is Song Hui Song, with the registered address in the DPRK. 
According to the registry she is the sole shareholder. Kormal's secretary, Kuk Choi Jo, has the same registered DPRK 
address as Song Hui Song. The company’s corporate registry documents list its auditor as a non-DPRK foreign national, 
however it is unclear whether a Maltese auditor’s involvement would qualify this entity as a JV. 

• According to documents on Malta's Registry of Companies, Kormal has been filing documents regularly since its inception 
in 2011 except for a two-year period directly after its inception until 2013. Its most recent documents are from 2 March 
2018. 

Source: Corporate registry and open source information 




Poland 


Business 

name 

Name (other 
languages) 

Location 
in DPRK 

Name of partner 
company 

DPRK nationals involved 
& other info 

Partner HQ location 

Wonye 

Sp. Z 

0 . 0 . 



Ms. Cecylia 
Kowalska 

Mr. Jo Choi Yong (DPRK 
national) is President of the 
Board, shareholder; 

Mr. Kang Hong Gu, Vice 
President of the Board 

Ul. Marynarki Polskiej 96, 
80-557 Gdansk, Poland 

Redshiel 
d Sp. Z 

0 . 0 . 




Mr. Pak Jong Ho, 

President of the Board 

Ul. Stolczynska 100 D, 
71-869 Szczecin, Poland 


Source: Corporate registry, Member State, open source information 
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Russian Federation 

Russian Federation communication of 8 January 2019 stated the following 

B cba3h c 3anpocaMH rpynnu 3KcnepTOB oTHocirrenbHo aesrejibHOCTH Ha 
TeppHTopHH Pocchh coBMecTHbix c KHJIP npeanpoiTHH cooomaeM c/iejyiomee. 

IlyHKTOM IS peio.uoiiHH CE 2375 ycTaHaBJiHBaeTCfl aanper Ha oiKpuTHe 
HOBtrx h aa.ifcHeHmee ^vHKUHOHHpoBaHHe yxe cymecTByronnix cobmccthijx c 
KHJIP npeonpMTHH h KoonepaTHBHUx opraHHiaiiHH npH stom b HaraeM 
npoHTeHHH non jaHHUMH opraHHiauHOHHUMH (JiopMaMH npeanpHHHMaie.ibCKOH 
aejrrejibHOCTH hohhm annex jop.nma. co3jaBaeMBie Ha ocHOBe cobmcctho bhccchhoh 
coocTBeHHOCTH ynacTHHKaMH H3 pa3HHX cxpaH (b naHHOM c.TyHae — H3 Pocchh h 
KH£P) npH hx coBMecraoM ynpaBneHHH npejnpHXTHeM h coBMeciHOM 
pacnpeaeJieHHH npHOtuni h phckob (npH tom, hto b pocchhckom 3aKOHOjaTejn>CTBe 
Taxae $opMM opraHH3aiiHH lop.-nm. xax CI1 hjih KoonepaTHBHue npeanprorriw. He 
cymecTByioT b npHHinme). 

B 3TOH CBJT3H HCXOJHM H3 TOTO. HTO neXTeJIBHOCTB npejCTaBHTe.TBCTB 
ceBepoKopencKHX KOMnaHHH He pery.THpyercx MeiKjyHapojHHM c aHKimoHHbiM 
peiKHMOM B OTHOmeHHH KHJIP. nOCKO.TbKy OHH XB/DOOTCX 060 C 06 .ieHHMMH 
noapa3jejieHHHMH Jiera.-n.Ho ^yHKiiHOHHpyioiiiHX ceBepoKope&CKHX KOMnaHHH. 
pacnojioaceHHUMH BHe MecTa Ha\o*jeHHX nocjiejHHX h npejcTaB.uoomHMH 
HCKjnoHHTejibHO HHiepecu aaHHMX lop.THn. ConiacHO CTane 55 rpaxjaHCKoro 
Koaexca Pocchhckoh <J>ejepanHH npejcTaBHTe.-n.CTBa HHOCTpaHHbix KOMnaHHH Ha 
TeppHTopHH Pocchh He npH3HaioTcx lopHjHHecKHMH .-ranaMH b CHJiy toto, hto ohh 
«H aaeajnoTcx HMymecTBOM coajaBmHMH hx fopHjmec khmh JiHiiaMH h jeficTByioT 
Ha 0CH0B3HHH VTBepjKjeHHHX HMH n0U0*eHHH». 

Bonee toto. HHOCTpaHHue npejcraBHTejn,CTBa b Pocchh npoxojjrr 
cnenHajn.Hyio nponejypy perHCTpanHH npH ToproBO-npoMHnuieHHOH najiaTe 
Pocchhckoh <f>ejepaiiHH. He BejyT KOMMepnec koh jejrrejn>HOCTH. He noJiynaioT 
JOXOJOB H He HJiaTBT HaJIOTOB (KpOMe OnepailHOHHHX - Ha HejBHjKHMOCTB H T.n.). 
Il03T0M> r OHH B npHffllHne He MOryT CJIVJKHTb HCTOHHHKOM <|)HHaHCHpOB3HHX 
lanpemeHHbix paKerHO-xjepHtix nporpaMM KHJ(P. Ha npecenerae KOTopux. 
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coocTBeHHO. h HanpaBJieHM aeficrByiomHe caHKiiHH CB OOH b othoiiichhh KHJJP. 

C VHeTOM BHmeffnoaceHHoro b cJiyHaxx. Koraa Ha TeppHTopHH Pocchh 
$VHiaiHOHHp>TOT o$HiiHa.iBHO 3aperHCTpHpoBaHHMe npejcTaBHTejiBciBa He 
.THCTHpOBaHHMX HO .1HHHH KOMHTeia CB 1718 CeBepOKOpeHCKHX KOMnaHHH. 
HapymeHHH nyHKTa 18 pe30JU0HHH 2375 mm He ycMaipHBaeM. 

AHa-iorOTHM CHTyamia Hao.noaaeTcx h npHMeHHTejiBHO k pxay pocchhckhx 
KOM naHHH. ejHHCTBeHHHM yHpeairrejieM kotopmx HBJweTcx rpa^naHHH KHJIP. 
IIonoOHoro pona npejnpHXTHX japeracipHpoBaHM b KaneciBe cyryBo pocchhckhx 
oonjeciB c orpaHHHeHHOH OTBeTCTBeHHocTBio (a He coBMecnttix npennpHxiHH h.th 
KoonepaiHBOB). hto ae.iaer hx pocchhckhmh lopHamecKHMH jranaMH co bccmh 
bmi eKaioniHMH H3 3Toro npaBOBMMH nocjieacTBHXMH. Hh no cmmcjiv nyHKTa 18 
pe3o.nonHH CB 2375. hh no aeficTByiomeMy pocchhckomv moHoaaTe.ucTBy ohh He 
noanaaaioT non Kaieropmo npejnpHXTHH . Ha KOTopMe MoryT pacnpocTpaiwn>cx 
peCTpHKUHH CB OOH B OTHOmeHHH KH^P. 

IIo Mepe na.n>HeHmeH Me*BenoMCTBeHHOH npopaooTKH oopameHHX 3KcnepTOB 
h nociyniieHHX jono.THHTentHHX cBeaemH hmccm b bhjv cooTBeicTB\ToniHM 
o6pa30M HH $ OpMIip OB 3TB rpyimy. 

B oyaymeM Omjih 6m Taoce npH3HaTejn>HM 3KcnepraM KoMHTeTa 3a 
cneaoBaHHe cnoacHBrneHcx npaKTHKe h HanpaBnemie noaoOHoro poaa 3anpocoB He 
HanpxMvio nacTHHM KOMnamwM. a nepe3 nocrnpeacTBO. TeM oonee hto b 
oo.tbniHHCTBe oiynaeB \Tca3aHHMe b peecipax aapeca npejnpHxiHH xbjixiotcx hx 
lopHjHHecKHM. a He $aKTHHecKHM ajpecoM HaxojKaeHHH. Bc.iencTBHe Hero 
HanpaBneHHMe TaKHM oopa30M oopameHHa no aapecaioB nonpocry He aoxoaxT. 


Source : Member State 
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English Translation 

We wish to inform you of the following in connection with the inquiry made by the Panel of Experts of 
the Security Council Committee established pursuant to resolution 1718 (2006) concerning the activity 
in Russia of joint ventures involving the Democratic People’s Republic of Korea. 

Paragraph 18 of Security Council resolution 2375 (2017) prohibits the operation of new, or the 
maintenance of existing, joint ventures or cooperative entities involving the Democratic People’s 
Republic of Korea. It is our understanding that under the resolution such organizational entities are legal 
persons established through the joint contribution of resources by participants from different countries, 
in this case Russia and the Democratic People’s Republic of Korea, who jointly manage the venture, 
and share its profits and risks. Legal persons structured in this manner cannot exist under Russian law. 

On that basis, we do not view the activities of the representative offices of North Korean 
companies as being covered by the international sanctions regime for the Democratic People’s Republic 
of Korea, since they are independent divisions of legally operating North Korean companies, situated 
in a different location and representing solely the interests of those legal persons. Under article 55 of 
the Civil Code of the Russian Federation, representative offices of foreign companies in Russia do not 
have the status of legal persons, because they are allocated assets by the legal persons establishing them 
and engage in activity as directed by those legal persons. 

Furthermore, foreign representative offices in Russia are subject to special registration rules 
with the national Chamber of Commerce, may not engage in commercial activity, earn no revenue and 
pay no taxes, except on operating expenses, including for real estate. Therefore, they could not be a 
source of funding for the prohibited nuclear or ballistic missile programmes of the Democratic People’s 
Republic of Korea, which the Security Council has sought to halt by imposing sanctions against that 
country. 

In view of the foregoing, we do not consider the activity in Russia of officially registered 
representative offices of North Korean companies that have not been placed on the United Nations 
Security Council sanctions list by the Security Council Committee established pursuant to resolution 
1718 (2006) to be in violation of paragraph 18 of Security Council resolution 2375 (2017). 
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Similarly, in the case of Russian companies having a sole founder who is a citizen of the 
Democratic People’s Republic of Korea, such companies are registered strictly as Russian limited 
liability companies, rather than joint ventures or cooperative entities, making them Russian legal 
persons with all the legal consequences that follow therefrom. Such companies are not considered 
subject to the restrictions imposed on the Democratic People’s Republic of Korea by the Security 
Council under paragraph 18 of Security Council resolution 2375 (2017) or under current Russian law. 

We shall keep the Panel of Experts informed as queries received from the Panel of Experts 
undergo the interagency review process and additional information becomes available. 

In future, the Russian Federation would appreciate it if the Panel could follow established 
practice by directing its queries to the Russian Permanent Mission, rather than to the private companies. 
This is particularly important given that, in most cases, the company addresses indicated in the registries 
are that of their registered offices, rather than their actual physical address, and letters sent to the former 
address simply do not reach the addressees. 
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The Russian Federation provided the Panel with a list of companies which, after investigation, it found were closed as of January 
2019. Those companies have not been included in the list below regardless of their current status in the corporate registery or 
whether they were in operation at some point in 2018. The list below does not include entities which corporate registration 
documents have listed as dissolved in 2018 including those that were in operation at some time in 2018. In the course of 2018, 
four companies changed their registration to being only Russian-owned. 


There are no representative offices of DPRK entities in this list. 


Name and Company 
Tax Id 

Location 

Address 

Names of DPRK 
Nationals and/or 
DPRK companies 
involved 

Other Nationals 
Involved 

Additional info 

Type of 
Company 

OOO "IIHOHEP" 

(LLC "PIONER") 

Tax ID: 2502047408 

12A ulitsa 
Nevskaya, 
Vladivosto 
k, Russia, 
690018 

Owner is DPRK 
national Kim Khe Son 
(Khm Xe Coh) with tax 
identification number 
254300252564. 

Director is Russian 
national ^BS***! 

mu with 
tax identification 
number 

Registered to the 
same address as the 
DPRK Consulate 
General in 
Vladivostok. 

Renting and 
operating of real 
estate; 

construction; 
operation of 
restaurants and 
bars in railway 
cars and on 
ships 

OOO 

"nPHMATPOCOR" 

(LLC 

"PRIMAGROSOYA") 
Tax ID: 2508110960 

Office 3, 
38V ulitsa 
Pogranichn 
aya, 

Nakhodka, 

Russia, 

692922 

Jointly owned by a 
Russian company, LLC 
"KNYAZHEVSKOE" 

(tax identification 
number 2506109736) 
and a DPRK entity, 

Korea Kumgang 

General Corporation. 

Director is Russian 

for it with tax 
identification 
number 


Growing of 
cereals (except 
rice), 

leguminous 
crops and oil 
seeds 

OOO 

"CAKOPEHMA" 

(LLC 

"SAKORENMA") 

Tax ID: 6501104474 

8 ulitsa 
Polevaya, 
Yuzhno- 
Sakhalinsk 

Co-owned by the Korea 
General Corporation for 
External Construction 
(GENCO). 

Co-owner and 
director is Russian 

with tax 


Construction 




Sakhalinsk 
aya oblast, 
Russia 


identification 
num her 



000 "IIOHXBA" 

(LLC "PONKHVA") 
Tax ID: 7701356953 

Room 10, 
Structure 

3, 14 pi. 

Spartakovs 

kaya, 

Moscow, 

Russia, 

105082 

Owner is DPRK 
national Zo Son Sim (3o 
Coh Chm), for whom a 
tax identification 
number is not specified. 


Director is Russian 

with tax 
identification 


Construction 

000 "KOPYC EHO- 
MEfl KO.JIT ff' (LLC 
"KORUS BIO-MED 
KO. LTD") 

Tax ID: 7720737111 

28 ulitsa 

Moldagulo 

voi, 

Moscow, 

Russia, 

111538 

This company is 
engaged in ‘unspecified 
wholesale trade’ and is 
co-owned by a DPRK 
company, Pugang 
Pharmaceutical 

Company, and three 
Russian nationals. 




Non-specialized 
wholesale trade 






also the company’s 
director. 



000 

"3AEAHKAJIHHBEC 
TCTPOH" (LLC 
"ZABAIKALINVEST 
STROI") 

Tax ID: 0326028065 

32 proezd 
Energostro 
itelei, 

Chita, 

Russia, 

672022 

Owner is DPRK Li Yn 
Sok (Jin LIh Cok) with 
tax identification 
number 753626113575. 

Director is Russian 
national BPlSSi 

with 

tax identification 
number 

The company was 
previously named 
LLC “Cholsan”. 

The same director- 
owner team control 
LLC “Chkholsan” 
(000 

"BXOJICAH"; Tax 

ID 7536112799) 
and LLC 
Construction 
Company “RAI” 
(000 CK "PAH”; 
Tax ID 

7536132178) 

Construction 

000 "CK"PAH" 

(LLC Construction 
Company "RAI") 

Tax ID: 1328002427 

43 shosse 

Aleksandr 

ovskoe, 

Saransk, 

Russia, 

430006 

Co-owner is DPRK 
national Kim Tkhe En 
(Khm Txo Eh), for 
whom a tax 

identification number is 
not specified. 

Director is Russian 

with tax 
identification 
number is 


Construction 

000 c 

HHOCTpaHHbIMH 
HHBeCTHIIHHMH CII 

94 ulitsa 
Russkaya, 

This company is a joint 
venture between the 
DPRK Ministry of 

Director is Russian 


Silviculture 




"THCPHMOE" (LLC 
JV "TISRIMOB") 

Tax ID: 2539069310 

Vladivosto 
k, Russia 

Forestry and a Russian 
company, LLC "TIS", 
whose tax identification 
number is 2528004046. 

tax identification 



OOO "OPIOH" (LLC 
"ORYUN") 

Tax ID: 2540176852 

10 ulitsa 
Krylova, 
Vladivosto 
k, Russia, 
690014 

Owner is DPRK 
national Kim Khe Son 
(Khm Xe Coh), for 
whom a tax 

identification number is 
not specified. 

Director is Russian 

national 

■HH)with 
tax identification 
number 

A DPRK restaurant 
named Kymgansan 
(Russian: 
KtiMTaHCaH) 
operates at the 
address registered 
to this company 
(http s: // www.vl.ru/ 
ky mgy ns an) .Open 
source information 
claims that its 
workers are DPRK 
nationals, from the 
chef to the 
waitresses to the 
restaurant owners 
(https: / / www. ne ws v 
l.ru/vlad/2017/09/2 
2/163230/). 

Restaurants and 
mobile food 
service 
activities 

OOO "IIXEHKflH- 
MOPAHEOH" (LLC" 
PKENYAN- 
MORANBON") 

Tax ID: 2703086887 

Room 

1009, 15 
prospekt 
Pervostroit 
elei, 

Komsomol 

sk-Na- 

Amure, 

Russia, 

681003 

This company's name is 
a russification of 
Pyongyang-Moranbong. 

It is jointly owned by a 
DPRK company 
ostensibly called 

Korean Trading 

Company "Eighth of 
March" and a Russian 
company, LLC 
“FOLANG”. The 

Director is Russian 
nationalBSS^S 

tax identification 
nuir her 


Restaurants and 
mobile food 
service 
activities 





Russian company’s tax 
identification number is 
2726008652. 




000 "MEXW 
(LLC "MEKHYAN") 
Tax ID: 4101167437 

Apt. 58, 2 
ulitsa 
Tushkanov 
a, 

Petropavlo 

vsk- 

Kamchatsk 
i, Russia, 
683031 

Owner is DPRK 
national Li San Cher 
(Jlu CaH Hep) with the 
tax identification 
number 410126524634. 

Director is Russian 

with tax 
identification 

‘MEKHYAN’ is the 
Russian rendering 
of Myohyang. 

Restaurants and 
mobile food 
service 
activities 

000 "AK-CTPOH" 
(LLC "AK-STROI") 
Tax ID: 4205255751 

Room 6, 
Structure 

6A, ulitsa 

Krasnoarm 

eiskaya, 

Kemerovo, 

Russia, 

650021 

Co-owner is DPRK 
national Kim Sen Bok 
(Khm CeH Eok) with tax 
identification number 
420555220832. 

This construction 
company is also co¬ 
owned by a Russian 
company, LLC 
"ELEKTRON- 
MAGAZIN", with tax 
identification number 
4205194474. 

Director is Russian 
nutionalMPP® 

■) 

with tax 

identification 

number 


Plastering 

000 "KAHCOH- 
TEKCTHJ1L" (LLC 
"KANSON- 
TEKSTIL") 

Tax ID: 5018186644 

Office 9, 

Floor 3, 34 

prospekt 

Zavodskoi, 

Golitsyno, 

raion 

Odintsovsk 
i, oblast 
Moskovsk 

Owner is DPRK 
national Sim Li Khyan 
(Chm J1h XaH) with tax 
identification number 
502730623502. 

Director is Kim Son 
Khi (Khm Coh Xh) 
of an unspecified 
nationality with tax 
identification 
number 


Manufacture of 
outerwear 





aya, 

Russia, 

143041 





000 "CK 7J3C0H" 
(LLC Construction 
Company "DESON") 
Tax ID: 5027185855 

8 ulitsa 
Initsiativna 

ya, 

Lyubertsy, 

Russia, 

140000 

Co-owner is DPRK 
national Kim Li Sen 
(Khm JIh CeH). 

Co-owner and 
director is Russian 
national 

001^1 with tax 
identification 


Site preparation 

000 "3MA" (LLC 
"EMA") 

Tax ID: 6501196130 

57 ulitsa 

Kryukova 

D.N., 

Yuzhno- 

Sakhalinsk 

, Russia, 

693020 

Jointly owned by a 

DPRK entity, Korea 
Aprokgang Technical 
Development 

Corporation and a 

Russian company, LLC 
Private Security 

Company “FINEKO- 
ROSA-2” with the tax 
identification number 
6501160630. 

Director is Russian 
national^^^S^ 

tax identification 
nun'! her 


Manufacture of 
computers and 
peripheral 
equipment 

ooo cn 

"POCAIOMA" (LLC 
"ROSAYUMA") 

Tax ID: 6501253740 

104 ulitsa 

Tikhaya, 

Yuzhno- 

Sakhalinsk 

, Russia, 

693005 

Jointly owned by the 
Russian company, LLC 
“YUVESTA 

KOMPANI” with the 
tax identification 
number 6501151347 
and a DPRK entity, 

Korea Paekma Trading 
Corporation. 

Director is Russian 
national BwlpSlliil 

with tax 
identification 
num her 


Sawmilling and 
planing of wood 

OOO cn "OHTOH" 
(LLC JV "FITON") 

Tax ID: 7536033674 

7 ulitsa 
Ugdanskay 
a, Chita, 

This company is 
formally registered as a 
joint venture. Its DPRK 

Director is Russian 
national 


Pharmaceutical 

company 




Russia, 

672000 

shareholder’s name, 
translated from Russian, 
is roughly ‘Management 
for the Manufacturing 






of Cortex Preparations’ 
(Russian: 

ynPABjiEHHE no 

tax identification 
number 





nPOH3BO£CTBy 

KOPEnPEnAPATOB 

MHHHCTEPCTBA 

3APABOOXPAHEHH51 

KHAP). 

The Russian 
shareholders are the 
Zabaikalskaya 

Kraya Department 
of State Property 
and Land Issues 
(tax identification 
number 

and 






Russian national 






with tax 

identification 

number 



000 "BXOJICAH" 
(LLC 

"CHKHOLSAN") 

32 proezd 
Energostro 
itelei, 

Chita, 

Owner is DPRK Li Yn 
Sok (Jin LIh Cok) with 
tax identification 

Director is Russian 

nationalM|^55fil 

■■■■ with 


Construction 

Tax ID: 7536112799 

Russia, 

672022 

number 753626113575. 

tax identification 






000 CK "PAH" (LLC 
Construction 

Company "RAI") 

Tax ID: 7536132178 

Room 4, 

132 ulitsa 

Chkalova, 

Chita, 

Russia, 

672039 

Owner is DPRK Li Yn 
Sok (Jin LIh Cok) with 
tax identification 
number 753626113575. 


Director is Russian 

nanonal^fc^S^^i 

|00|^B)with 

tax identification 
number 


Construction 

000 "PKK OAPT" 
(LLC "RKK FART" 

Tax ID: 3808221510 

17 

Aleksandr a 

Nevskogo 

ulitsa, 

Irkutsk, 

Russia, 

664047 

Owner is DPRK 
national Lee Chong 

Nam (Jin HeH HaM), for 
whom a tax 

identification number is 
not specified. 


Director is Russian 

■BlHwith 

tax identification 

According to open 
source reporting, 
RKK Fart" LLC " 
owns Korean 

restaurant 
"Pyongyang" at the 
same address in 
Irkutsk. 

Restaurants and 
mobile food 
service 
activities 


On 21 January 2019, the Russian Federation requested the Panel not to publish information about companies still being 
investigated on the basis of the requests from the Panel, as this could violate the confidentiality of the ongoing investigations and 
adversely affect their outcome. 



Name (Eng) 

Name 

(Korean 

and/or 

original 

script) 

Location in 
DPRK/Russia 

Name of Partner Company 
where applicable 

Partner HQ /Restaurant 
location 

Koryo Restaurant 

PecTopaH 

«Kope» 

Moscow 

- 

Ordzhonikidze Ulitsa, 11, bld.- 
. 9, Moscow, Russia, 115419 

Pyongyang Restaurant 

PecTopaH 

«IIxeHbaH» 

Vladivostok 

- 

Ulitsa Verkhneportovaya, 

68 B, Vladivostok, Primorsky 
kray, Russia, 690003 

Pyongyang Restaurant 

PecTopaH 

«IIxeHbaH» 

Irkutsk 

000 «PKK ®APT» (LLC 
“RKK FART”), 
yupe^HTejib (owner) - Jin 

BeH HaM (see Annex 1 and 

3) 

17 Aleksandra Nevskogo ul., 
Irkutsk, Irkutskaya oblast, 
Russia, 664047 

Rungrado Restaurant 

PecTopaH 

«Pbmpaflo» 

Moscow 


29/1 Lomonosovsky Prospekt, 
Moscow, Russia, 119192 

Koryo Restaurant 

PecTopaH 

«Kope» 

Vladivostok 

- 

20 A Prospekt Ocean, District 
"Center," Vladivostok, 

Primorsky kray, Russia, 

690091 

Rus'-Moran Restaurant 

PecTopaH 

«Pyct- 

MopaH» 

Blagoveshchensk 

- 

Ulitsa Lenina, 108A, 
Blagoveshchensk, Amurskaya 
oblast, Russia, 675000 


Source : Official State Registration Data according to SPARK system, http://www.spark-interfax.ru/en; 
Unified State Register of Legal Entities, https://egrul.nalog.ru 
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Singapore 

Singapore informed the Panel that a Singapore company, Lucky Greenbird Pte. Ltd’s joint 
venture with Ryugyong Corporation “Taesong BAT” JV, the JV was terminated on 1 January 
2018 and provided the termination notice to the Panel. 190 Singapore further stated, “Our checks 
have not uncovered any evidence that its funds, financial assets, and economic resources are 
owned or controlled by designated individuals or entities, the DPRK Government, the Worker's 
Party of Korea, individuals or entities acting on behalf or at their direction, and/or entities owned 
or controlled by them. If we find any evidence that Lucky Greenbird Pte Ltd, or any other entity, 
has contravened the UNSCRs and/or our laws, we will not hesitate to take the necessary action. 
As stated in our National Implementation Report for UNSCR 2397, there are no DPRK nationals 
with work passes in Singapore. Singapore has revoked the work passes of all DPRK nationals 
earning income in Singapore and will not grant new work passes to DPRK nationals. 

Source: open source, Member State 

Thailand 

With regard to Star Joint Venture Company (aka Star JV a.k.a. Northeast Asia Telephone and 
Telecommunications Co., Ltd. (NEAT &T)) it informed the Panel that Loxley Pacific Co., Ltd. 
changed its name into Loxpac (Thailand) Co., Ltd. in 2013, that it had withdrawn its investment 
in Loxpac (Thailand) Co., Ltd. in 2015 and that it had connection with NEAT&T. It stated that 
Loxpac (Thailand) Co., Ltd ceased all of its business in the DPRK, including its operation via 
NEAT&T, since January 2018. 

Source: Member State, open source 


Name 

Name 

(Korean or 
in original 
script) 

Name of 

Partner 

Company 

where 

applicable 

Partner 

HQ/Restaurant 

location 

Pyongyang Okryu 
Restaurant 

fiumeuei©* 


Between 
Sukhumvit Soi 
25-27, next to 
Radisson Blu 
hotel, Ekkamai 

Rd., Bangkok, 
Thailand 


190 The termination notice dated 22 November 2017, a copy of which was provided to the Panel, cited paragraph 18 of Security 
Council resolution 2375 (2017) adopted on 11 September 2017. 
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Pyongyang 

Haemaji 

Restaurant 



83, Soi 26 

Sukumvit, 
Khlongtoi, 
Bangkok 10110, 
Thailand 

Mokran Korean 
Restaurant 


Magnolias 

Pattaya 

Boutique 

Resort 

4/6 M.9 

Maprachan 

Reservoir, 

Tambon Pong, 

Amphoe 

Banglamung, 

20150 Chonburi, 
Thailand 


Uganda 

The Ugandan Government replied on 6 July 2018 to the Panel’s request for further information on 
MKP’s operations in Uganda. It acknowledged having formed a joint venture between the National 
Housing and Construction Company (NHCC) and MKP Builders SDN BHD, called NH-MKP Builders 
Limited. As part of one project, the NHCC paid out $3,627,762 as an advanced payment to MKP 
Builders. Uganda claims this business relationship ceased at the beginning of 2014, when it became 
clear that MKP Builders SDN BHD was unable to complete the construction contract. The Ugandan 
Government has since been involved in a series of ongoing lawsuits with MKP and its insurance 
companies to recover the payment, and insists that it cannot dissolve MKP Builders SDN BHD or MKP 
Capital Berhad while litigation continues. 

Uganda’s reply also included information about Vidas Engineering Services Limited, which it 
acknowledged having contracted to for several government-funded projects. However, it firmly denied 
any relationship between the firm and MKP, citing Vidas’ company incorporation documents. Uganda 
and Vidas did not provide an explanation for the appearance of the firm’s mailing address, registered 
office address, email address and trading name on the corporate registry documents for MKP Capital 
and MKP Builders in Uganda. The Panel notes that in order to mask DPRK connections, DPRK 
companies commonly use foreign national facilitators to avoid putting its own nationals on 
incorporation paperwork, leverages business contacts to facilitate the establishment of in-country 
presences, and embeds within foreign firms. Uganda did not respond to the Panel’s inquiries pertaining 
to its recent promotion of foreign investment opportunities in a high-value MKP Holdings project at the 
Moroto Marble Mine. 
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No 

Business 

name 

(Eng.) 

Other names 

Name of 
partner 
company 
(where 
applicable) 

DPRK & Uganda nationals involved & other info 

1 . 

NH MKP 
Builders 

Ltd 

MKP Builders 
SDN 

Ugandan 
National 
Housing & 
Construction 
Company Ltd. 

Choi Da Hwan (identified as Korean), Ms Jane Bilek Langoya, 
Mhanmed A. Benomran (likely an alternate spelling of Muhamed A. 
Banomaran) and Henry Majoh Mukisa. 

2 . 

MKP 

Builders 

San BHD 

Vidas 

Engineering 
Services Co. 
Limited 

Uganda’s 
Ministry of 
Water and 
Environment; 
National 
Housing and 
Construction 
Company 
(NHCC) 

Yong Kyong Kin, Ms Jane Lukonga Bilan and Mr. Muhamed A. 
Banomaran, listed as Directors. 

3. 

MKP 

Capital 
Bernard Co. 
Limited 

Vidas 

Engineering 
Services Co. 
Limited 

National 
Housing and 
Construction 
Company 
(NHCC) 

Yong Kyong and Edward Han are both listed as directors and 
shareholders, with nationalities as Korean. Henry Mukisa and Asa 
Mugenyi (both Ugandans), are also listed as directors and 
shareholders. 


Source : Corporate registry, open source 
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Vietnam 


Koryo restaurant / formerly 

Ryu Gyong Restaurant 

(Nha Hang Ryu Gyong Trieu Tien; 

Ho Chi Minh City 

Registered As 

CoNg Ty Tnhh ThuONg Mai Phan 
Minh Fmc-V.N. 

30 Le Quy Don, Ward 7, District 3, 
Ho Chi Minh City, Vietnam 

Koryo restaurant 

Hanoi 

No.61 Trung Hoa City, Trung Yen 
Urban Area, Phuong Trung Hoa, 
Cau Giang Paper, Hanoi 

Previous Address: No.7, Lot 13b, 
Trung Hoa City, Trung Yen Urban 
Area, Phuong Trung Hoa, Cau 
Giang Paper, Hanoi 

Binh Nhuong (Pyongyang) 

restaurant 

Hanoi 

No. 28, Nguyen Thi Dinh Street, 
Tung Hoa Commune, Cau Giay 
District, Ha Noi 


Source: Member State, Corporate registry and open source 


Zambia 

See Annex 46 on MKP companies in Zambia. Zambia replied to the Panel that it had undertaken 
a full investigation into the companies listed by the Panel and that it had confirmed that several 
DPRK and Malaysian nationals were acting as directors in MKP Holdings, and that one of the 
recommendations from Zambia’s investigation of the network was that authorities consider 
repatriating DPRK nationals working in the country, in accordance with resolution 2397 (2017), 
including a list of 13 DPRK nationals. It is unclear to the Panel whether this covers all of DPRK 
nationals working in Zambia. 191 

Source : Corporate registry, Member State 


191 Yazid Merzouk informed the Panel that as of January 2018, there were seven DPRK nationals employed in MKP TMS Hospital alone, 
with appropriate work permits duly issued by the Zambian Immigration authorities. 
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Annex 75 Information on economic activities being undertaken by OOO "IIHOHEP" 
(LLC "PIONER"), a JV owned by a DPRK national registered to the same address as the 
DPRK consulate in Vladivostok, Russian Federation 


Name (Eng) 

Name in Russian 

Legal address 

Phone no 

Registration date 

OGRN 

INN 

OKOPF 

Main type of activity 
Manager 


OBSHCHESTVO S OGRANICHENNOI OTVETSTVENNOSTYU "PIONER" 
OOO "nMOHEP" 


690018, Primorski kr, g. Vladivostok, ul. Nevskaya, d. 12 korp. A 


+7(953) 2197535 
20.06.2013 
1132502001664 
2502047408 

Limited liability companies 


Renting and operating of own or leased non-residential real estate 

kV' generaInv direktor 


Economic Activities 


Sector affiliation by OKVED (KDES Ed. 2) 


Name, description 

OKVED 

Renting and operating of own or leased non-residential real estate (Main - ECRPO CMC Rosstat, ECRUL) 

68.20.2 

Construction of residential and non-residential buildings 


Demolition 

43.11 

Performance of excavation works 

43.12.3 

Restaurants and mobile food service activities 

56.10 

Restaurants and cafes with full restaurant service, cafeterias, fast food restaurants and buffet restaurants 

56.10.1 

Operation of restaurants and bars in railway cars and on ships 

56.10.3 

“ U L ' ° l( 


Name, description 

OKVED 


Restaurants and caf?s (Main - Financial Statements CMC Rosstat) 55.30 

Letting of own nonresidential real estate (Main - ECRPO CMC Rosstat, ECRUL) 70.20.2 

Demolition and wrecking of buildings; earth moving 45.11 

General construction of buildings and civil engineering works 45.21 




55.3 


Source : Official State Registration Data according to SPARK system, http://www.spark-interfax.ru/en 
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Name changes 

Change history 

Changes to names and legal status 

Address Relevance date 

Primorski krai, g. Artem, ul. Kirova, d. 64 A 14.09.2015 

Registration procedures in the Federal Tax Service (FNS) 

Registration date Deregistration date Registering authority 

11.09.2015 Mezhraionnaya inspektsiya Federalnoi nalogovoi sluzhby N 12 po Primorskomu krayu 

20.06.2013 Mezhraionnaya inspektsiya Federalnoi nalogovoi sluzhby N10 po Primorskomu krayu 

Registering authority 

Date of changes Registering authority 

20.02.2017 Inspektsiya Federalnoi nalogovoi sluzhby po Leninskomu raionu g. Vladivostoka 

17.09.2015 Mezhraionnaya inspektsiya Federalnoi nalogovoi sluzhby N12 po Primorskomu krayu 

11.09.2015 Mezhraionnaya inspektsiya Federalnoi nalogovoi sluzhby N 10 po Primorskomu krayu 


Source: Official State Registration Data according to SPARK system, http://www.spark-interfax.ru/en 
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Registry document for "IIHOHEP" (LLC "PIONER") dated 13 August 2018 


E/tHHbIH rOCy/JAPCTBEHHblH PEECTP lOPH/tHUECKHX JIHIJ 

CBe^eHHR O TOpH/lHHeCKOM wTHUe 

OEIHECTBO C OrPAHHHEHHOH OTBETCTBEHHOCTbK) "IIHOHEP" 


OrPH 1132502001664 

HIHIKIIIl 2502047408/25430 1001 __ 

I no coctohhhio Ha 13.08.2018 N I As of 13 August 2018 


Na n/n HaHMenoBairae noKaaarejra 3uateiiHe [ioKa-)aTc:isi 

◄-1 LLC “PIONER” 

2 | 3 

H ; 

1 IlojiHoe HaHMeHOBaHHe 

OEUtECTBO C OrPAHHUEHHOft 
OTBETCTBEHHOCTbK) "IIHOHEP" 

2 CoKpanteHHoe HaHMeHOBaHHe 

OOO "nHOHEP" 

3 TPH h AaTa BHeceHHH b ErPIOJI aanwcH, 

1132502001664 

20.06.2013 



Ajpec (Metro hu 

690018 


690018 

Krai Primorski 

5 Cy&seKT Pocchhckoh Oeaepanra 

KPAH nPHMOPCKHH 

6 Topoa (bojiocti h T.n.) 

rOPOH BJIAflHBOCTOK 


Citv of Vladivostok 

Ulitsa Nevskaya 

House 12 

Building A 

7 YjiHua (npoeneKT, nepoyaoK h T.a.) 

yjIHHA HEBCKA3 


8 floM (BJiaaeHHe a T.n.) 

qOM 12 

9 Kopnyc (crpoeHae a T.n.) 

Kopnyc a 

10 TPH a aaTa RHeceiiHH b ErPIOJI tanacH, 
coaepacamefi VKa3aHHbie CBe^eHHH 

11.09.2015 I 



Crc/ichhh o pentcTpamm 


11 Cnoco6 oopa-ioBaiiaa 

C’oaa i ma 

12 OrPH 

1132502001664 

13 flaTaperacTpaitaa 

20.06.2013 

14 TPH a aaTa BHeceHHH b ErPIOJI aanacH. 
coaepatamea yKasanin.ie cneaeiiHS 

1132502001664 

20.06.2013 

15 HaaMeiioBanae paracTpapyiomero oprana 

HiicneiaiHfl OeaepajiLiiofi iiaaoroBOH cjivmcSli 

16 Aapec peracTpapyiontero oprana 

,69009l,„BJia^HBOCTOK r„OKeaHCKHH np- 


17 TPH a aaTa BHeceHHH b EEPIOJI aanncn, 
coaepacante# yKaaanHhie cBeaeraa 

2162543312149 

07.02.2016 

C'Be.iemm 06 yneTe r HajioronoM opraiie 

<— 


18 |HHH 

2502047408 

I Tax ID: 2502047408 | 

19 K1I1I 

254301001 

20 /^ara uociauoBKH Ha yie r 

11.09.2015 


21 HaHMeHOBaHHe HajioroBoro opraHa 

MeacpaHOHHaH HHcneKitnn OeaepajiLHoft 
HaJioroBOH cjiyjK&i Ns 12 no HpHMopcKOMy 


cojepjKameH yKaiaHHtie cbc/h^hhh 

2152502055671 

11.09.2015 
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CBe;ieHiiH o pcriicipaiuiii n Kii'iecinc cipaxoitaie.iH b i cppn lopnu. ihHoxi opraHC 
IIcHcnoHHoro <t>»H,ia PoccuiicKoii 'iHviepaiuui 


23 

PclHCtpalJHOHHbltf HOMep 

035006064000 

24 

flam per HcipauHH 

14.09.2015 

25 

HaHMeHOBaHHe TeppHTopna:ibHoro opraHa 
IleHCHOHHoro (JioH.aa 

T ocy/rapcTBenHoe yqpeHcaeHHe-YnpaBaeHHe 

no IlepBopeHeHCKOMy panoHy 
r.BjiatfHBOcTOKa IIpHMopcKoro Kpaa 

26 

TPH h aaia BHeceHHB b ErPIOJI aaiiHCH, 
coflepacaffleS YKauamn.ie cBeaeHHB 

2152543281196 

17.09.2015 

CUt iemiH o ptriio ipaiuiH b KanecTBe crpaxonamiH b naio.miiie.n>itoM opiatic <l>onaa 
eomajibiioro ci paxoBainiH Pocciriick'oii <lH.iepamiii 

27 

PerHCTpauHOHHbifi HOMep 

250241015925031 

28 

/JaTa perHCTpauHH 

12.09.2015 

29 

HaHMeHOBaHHe HcnojiHHTejibHoro opraHa 
OoH^a COUHailbHOrO CTpaXOBBHHH 

<t>HJmaji JSS3 r. Bjkwhboctok 

I'ocyflapcTBeHHoe yMpeaweHHe - npHMopcKoe 
perHoiiaibHoe oraeaemie (Doiiaa 
coitHajibHoro crpaxoBaHHB Pocchhckoh 
® eaepauHH 

30 

TPH h flaxa BHeceHHa b ErPIOJI aanHCH, 

2152543280822 

17.09.2015 

C iie.u'inifl 06 ycTaBHOM KanHTajre UK.ia lu’inuM KaniiTa.ie, ycTaBHOM t()im it . natBi.ix miiorav) 

31 

Bhs 

yCTABHLIH KAI1HTAJI 

32 

Pa3Mep (b py6aax) 

10000 

33 

TPH h aaxa BHeceHHB b ErPIOJI aanHCH, 
coaepMcauteii yKasaHHbie cHcaciiHB 

1132502001664 

20.06.2013 

f 'Be.iemiH o. mile, hmciouum npaBO oet joucpeiuior tii leHCTROBan. ot ifMeim lopiiwiccKoi o 

34 I'PH h aaTa BHeceHHB b ErPIOJI CBeaenHH 0 1132502001664 

laaHHOM jiHue 120.06.2013 




35 

OaMHJlHB 

flAHHJDIK 


Surname: Danilyak 

Name: Elena 

Patronymic: Nikolaevna 

Tax ID: 650102300001 

36 

Hmh 

EJIEHA 

37 

OnecrBO 

HHKOJIAEBHA 


38 

HHH 

650102300001 

39 

TPH H aaia BHeceHHB B ErPIOJI aariHCH, 
coaepacameH yKaaanubie cue.tcHHB 

1132502001664 

20.06.2013 



40 

JIojIlKHOCTb 

reHepaJILHtIH aHpeKTOp 


41 

TPH h aara BHeceHHB b ErPIOJI aamtcH, 
coaepacamefi yxa3aHHbie cho.uchhh 

1132502001664 

20.06.2013 

CBtvu'iiHH 06 v'lpe.one.iHX (viaoTimKax) III pn ui'it i Ktu <> .mma 

42 1 TPH Haara BHeceHHB b ErPIOJI CBe/teHHlio 1132502001664 
laaHHOM jume 120.06.2013 




43 1 OaMHJiHa 

KHM 

Surname: Kim 

Name: Khe Son 

44 IHmb 

XECOH 


45 TPH h aaia BHeceHHB b ErPIOJI 3anHCH, 
coaepHcameil VKauaHHbie cBeaemra 

1132502001664 

20.06.2013 





46 | HoMHuaJiLHaa ctohmoctb aoaa (b py6ji»x) 1 10000 


5-01704 


353/396 
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47 

PaiMep .iojth (b npoueiiTax) 

100 

48 

TPH h ;una BHeceHHH b ErPIOJI ',aii mc h, 
co,iep>Kaincti YKaaaniibic CB,c/iciiHii 

1132502001664 

20.06.2013 

( nc.it huh o liii.iux 3KOHOMHMecKoit lein t ii.iiocni no OSmepoccmicKOMV K.iaccii(j>iFKaTopy 
liii.xm >KOHOMii»iccK'ofi ;iea ic. ii.nocm 

(OKBDff OK 029-2014 KflEC. Ped. 2) 

Ceedemm 06 ochoshom elide deumai biiocmu 

49 

Koa h HaHMeHOBaHHe BHja acHic.ibHociH 

68.20.2 ApeHfla h ynpaBJieHHe coScTBeHHbiM 
HJTH apeHAOBaHHbIM HeHCHJIbIM HeABHHCHMblM 
HMymeCTBOM 

50 

TPH a Aaxa BHeceHHH b ErPIOJI aaiiHCM, 
cojcpaaimcii yKa3aHHbie CBeflemw 

2152502039149 

05.05.2015 

Ceedemm o donomiumejibHbix eudax dexmejibHocmu 

1 

51 

Kofl h HaHMeHOBaHHe BH.aa aeHTeabHOCTH 

41.20 CTpOHTejIbCTBO HCHJIbIX H HeHCHJIbIX 

52 

TPH h fla T a BHeceHHH b ErPIOJI aanncn, 
co.aepacaineH vicasaHHbie CBe.yeHHSi 

2152502039149 

05.05.2015 

2 

53 

Koj h HaHMeHOBaHHe iiH.aa acaic.ibiiociH 

43.11 Pa36opKa h choc saaii hh 

54 

TPH h flaTa BHeceHHH b ErPIOJI aaiiHCH, 
eoacpacameii yKa3aHHbie cbchchhh 

2152502039149 

05.05.2015 

3 

55 

Koh h HaHMeHOBaHHe BH.aa aeaTe.ibHOCTH 

43.12.3 IIpoH3BOflCTBO 3eMJiHHbix pa6oT 

56 

TPH h flaxa BHeceHHH b ErPIOJI aanncn, 
co,aep-/KaiF(eH yKa3aHHbie CBe.yeHHH 

2152502039149 

05.05.2015 

4 

57 

Koa h HaHMeHOBaHHe iiKia . (CHTeai.iiocTH 

56.10 ^earejibHOCTb pecTopaHOB h ycjiyrn no 
^ocTaBKe npo^yKTOB nHTaHHH 

58 

TPH h flaxa BHeceHHH b ErPIOJI laiiHCH, 
co.icp'/KaiHeH yKaiaiiiii.ie cBe/jeHHH 

2152502039149 

05.05.2015 

5 

59 

Koa h HaHMeHOBaHHe BHja aeHie.ibHoc iH 

56.10.1 /teHie.ibHocib pecTopaHOB a Kacjie c 
no.iiibiM pecTopaHHbiM oGcayacHBaiiMCM, 
Ka<J)eTepHeB, pecTopaHOB 6bicTporo nHTaHHH h 
caMOo6cjiyatHBaHHH 

60 

TPH h «axa BHeceHHH b EITIOJI aaiiHCH, 
cojcpacamcii yKa3aHHbie cbchciihh 

2152502039149 

05.05.2015 

6 

61 

Koh h HaHMeHOBaHHe BHaa aeHTeabHOCTH 

56.10.3 fleaTejibHOCTb pecTopaHOB h 6apoB no 
oGeciieaeHHio nmaHHeM b ateaeBHoaopoaiHbix 
BaroHaxpecTopaHax h Ha cyaax 

62 

TPH h AaTa BHeceHHH b ErPIOJI 3anHCH, 
co/jepacameH yKa3aHHbie CBe^eHHH 

2152502039149 

05.05.2015 

( Bo.ioHiiH o tamicflx, Hnecenm.i\ b l. Miin.iii locY.iapcmeHHhiii peecTp K)pii.ui l iecKii\ .rnm 

1 

63 

TPH h aaxa BHeceHHH shhhch b ErPIOJI 

1132502001664 

20.06.2013 

64 

IIpHHHHa BHeceHHH '.aiFHCH B ErPIOJI 

(P11001) Co3flaHHe IOJI 


>H1132502001664 


Source: Unified State Register of Legal Entities, https://egrul.nalog.ru 
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Map data showing LLC PIONER address and DPRK Embassy in Vladivostock address 

The below screenshot from the corporate registry document places PIONER’s location as the same as the DPRK 
consulate in Vladivostok, shown on screenshots from Yandex maps. In all instances, the divide between the 
consulate and the surrounding buildings is either noted on the map or visible from satellite imagery. 



Screenshot from Yandex maps for 12A ulitsa Nevskaya, Vladivostok: 



5-01704 


355/396 
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Address of the DPRK consulate in Vladivostok 




XoHcy/ibCKHfl OKpyr: npHMopcKHtf Kpafi, Xa6apoBCKHM Kpafl. Pecny6/iHKa Caxa (flKytMH), 


KaMMatcKM^ xpafl, 3a6aai<a/ibCKMfl Kpafl, Pecny6/inKa BypflTun, AMypocan, Caxa/iMHCKan. HpicyTCKan, 


Source: Representation of the Russian Ministry of Foreign Affairs in Vladivostok, https://vladivostok.mid.ru/ 


356/396 


9-01704 
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Annex 76: Documents showing GENCO’s partial ownership of LLC “SAKORENMA” 


E/piHMH rOCy/JAPCTBEHHMH PEECTP roPH/JHHECKHX JIHLJ 


CBefleHHH O K)pH3HHeCK0M JIHIie 

OEIHECTBO C OrPAHHHEHHOH OTBETCTBEHHOCTBK) "CTPOHTEJIBHA5I OHPMA 
CAKOPEHMA" 


OrPH 1036500601642 
HHH/Knn 6501104474/650101001 
no coctohhhk) Ha 01.11.2018 


JVan/n 

HanMeHOBaHne iioKa'iaiejia 

3iia'ieHne noKa3aTejia 


1 

2 

3 


IlaiiMPHOBaHiie 



nonHoe HanMeHOBaHne 

OEIT1ECTBO C OrPAHHHEHHOH 
OTBETCTBEHHOCTBK) 
"CTPOHTEJIBHAK OHPMA 

CAKOPEHMA" 


2 

CoKpameHHoe HanMeHOBaHne 

OOO "CAKOPEHMA" 


3 

TPH h n ara BHeceHHR b ErPIOJI 3airacH, 

2186501135159 



co/jepaeameH yKa3amn>ie CBe^eHHa 

29.06.2018 


Anpec (MecTO Ha 

10>KneHH!l^^ 


4 

CySteicr PoccHHCKon Oeflepaqnn 

OBJIACTB CAXAJIHHCKAH 


Oblast Sakhalinskaya 

City of Yuzhno-Sakhalinsk 

5 

Topo/i (bojioctl h T.n.) 

rOPO/) KMKHO-CAXAJIHHCK 


6 

Yaniia (npocneKT, nepeyjioK n T.n.) 

yjihha nojiEBAa 


Ulitsa Polevaya 

7 

3om (BJiaaeiine n T.n.) 

8 


8 

8 

TPH n nara BHeceHHH b ErPIOJI 3anncn, 
conepjKamen yKa3aHHtie CBCTiciina 

2036500609066 

24.04.2003 


CBcaeium o penicTpauini 


9 

Cnoco6 o6pa30BaHna 

Co3naHne Kipnnn'iecKoio Jinua no 01.07.2002 


10 

orPH 

1036500601642 


11 

} (aTa npncBoeHHH OFPH 

05.01.2003 


12 

PerncTpaHHOHHBin HOMep, npncBoeHHBin no 1 
hkwih 2002 rona 

408 


13 

/laTa perHCTpaiinn no 1 mona 2002 rona 

11.01.2000 


14 

HanMeHOBaHne opraHa, 

A/lMHHHCTpaHHH r. IO>KHO-CaXajTHHCKa 



3aperncTpnpoBaBmero lopnnn'iecKoe .iniio no 

1 hkmh 2002 rona 



15 

TPH n naxa BHeceHHH b ErPIOJI 3anncn, 
conepHcameii yKa3aHm>ie CBeneHna 

1036500601642 

05.01.2003 


CBenemm o pemcTpHpyiomeM opraHe no Meciy iiaxovK iciimi ropHnmecKoro . nina 


16 

HanMeHOBaHne perncTpnpyiomero opraHa 

MencpanoHHaH HHcneKHna ©enepanbHon 
HanoroBon cjiyacObi N° 1 no CaxajiHHCKon 
oSnacTH 


17 

Anpec perncTpnpyiomero opraHa 

,693020„.K)HCHO-CaxajiHHCK r„JIeHHHa 

yn,105,A 


18 

TPH n naTa BHeceHHH b EEPIOJI aanncn, 
conepacamen yKa3aHm>ie CBeneHna 

1036500601642 

05.01.2003 


( bcuciihii o 6 yneie b iia. ioi cmoM opraHe 


— 

|hhh 

(6501104474 



’H1036500601642 


5-01704 


357/396 
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20 

Knn 

650101001 

21 

flara nocTaHOBKH Ha yoeT 

21.01.2000 

22 

HaHMeHOBaHHe HauoroBoro opraHa 

MejKpaiioHHaH HHcncKUHH OeqepanbHOH 
HanoroBoii cjiyacSbi N° 1 no CaxajiHHCKoii 
oSnacra 

23 

TPH h flara BHeceHHa b ErPIOJI 3anHCH, 
co/jepHcanjeH yKa3aHm>ie CBeflemra 

2056500686251 

26.09.2005 

Cflefleinia o pemcTpairini e KanecTBe CTpaxoBaTe.ua b TeppiiTopiia.rn>HOM opraHe 
IleHCHOHHoro (Jion. ia Pocchhckoh ( I>e, iepannn 

24 

PerHCTpaHHOHHtiii HOMep 

074001013749 

25 

JX aTa perHCTpauHH 

26.01.2000 

26 

HaHMeHOBaHHe TeppHTopnajibHoro opraHa 
neHCHOHHoro (Jioima 

I ocv.napcTBeHHoe ynpeHcqeime - YnpaBJieHHe 
neHCHOHHoro (Jionqa Pocchhckoh OeqepaiiHH 
b r. lOacHO-CaxajiHHCKe CaxanHHCKOH 
o6nacTH 

27 

TPH h qara BiieceiiHa b ErPIOJI 3anHCH, 
coflepacameH yKa3aHHbie CBeqeHHS 

2056500780081 

13.12.2005 

C.'bc.uciimh o pcmc i paiiim b KanecTBe crpaxoBaie.ua b Hcno.rnniTe.TT.noM opraHe <J>OHjia 
coioiajibHoro CTpaxoBainia Pocchhckoh ( I>ejepauiui 

28 

PerHCTpaqHOHHbiH HOMep 

650021014565001 

29 

aTa perHCTpauHH 

30.03.2000 

30 

HaHMeHOBaHHe HcnojiHHTenbHoro opraHa 
®OHqa copHajibHoro CTpaxoBamra 

rocyqapcTBeiiiioe yupciicqeimc - 
CaxanHHCKoe pei HOHajibHoe OTqejieHHe 
®OH/ia conHajTbHoro CTpaxoBaHHH 

Pocchhckoh OeqepaqHH 

31 

TPH h aaxa BHeceHHfl b ErPIOJI 3airacH, 
co^ep^cameH yicasaHHbie CBeflemra 

01.10.2004 

CBe^eHHa o . nine, iimcioihcm npaso Cei louepoiiiioc iii jeiiciBOBaii. ot iimciiii lopum'iecKoio 

32 IrPH h TiaTa ritccctihst b ETPIOJI cbc,ichhh o 2066501083757 
namioM jiHLie 05.06.2006 


33 

OaMHJIHH 

COH 

34 

Hmh 

HAH flHH 

35 

HHH 

650109976889 

36 

TPH h qara BHeceHHH b ErPIOJI 3anHCH, 
co.icpvKamcH yKa3aHHbie cbc/ichhu 

2186501096054 

12.04.2018 

37 

flojUKHOCTb 

rEHEPAJIEHEIH flHPEKTOP 

38 

TPH h qara BiieceiiHa b ErPIOJI 3anHCH, 
coqepacameH yKa3aHHbie CBeqeHHfl 

2186501096054 

12.04.2018 

( Be.TCHiia 06 y^ipeajiTe.uax (ynacTHHKax) lopujinrccKoro .roma 

1 

39 

TPH h qaia BHeceHHa b ErPIOJI CBeqeHHH o 2036500609066 

TiaHHOM jiHiic 24.04.2003 

40 

nouHoe HaHMeHOBaHHe 

rEHEPAJIEHOE OEIHECTBO no 
CTPOHTEJIbCTBY 3A PYEE5KOM 
"3EHKO" KH/1P 

41 

TPH h qara BiieceiiHa b ErPIOJI 3anHCH, 2106501002012 

coqepacameH yKaaaHHbie CBeqeHHH 13.01.2010 


42 |OrpaHa npoHcxoamemra KOPEH (KH/1P) 


Surname: Son 
Name: Chan Din 
Tax ID: 650109975889 


General Corporation for 
Construction Abroad 
“ZENKO” of the DPRK 


OITH 1036500601642 


CrpaHHua 2 H3 13 


358/396 


9-01704 
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43 

flaTa perncTpauHH 

22.06.1962 

44 

PeracTpauHOHHtm HOMep 

61-35 

45 

IFaHMCHOBaHHC pcrHCTpupyioincro opraHa 

KH^P KOMHTET BHEIHHEH 
3KOHOMHKH 

46 

A^pec (MecTO Haxo^eHHa) b CTpaHe 
npoHcxoxc^eHHH 

riixiiiibini, rehtpajibhbih pahoh, 

yjI.CBIHPH, 25 

47 

TPH h na ia BHeceHHa b ErPIOJI laiiHCH, 
coflepacameft yKa3aHHtie CBeaeroia 

2106501002012 

13.01.2010 


48 

Ho.uHiia.iLiiaa eroHMOCTb noun (b py6jiax) 

16800 

49 

Pa3Mep flOJiH (b npoueiiTax) 

20 

50 

TPH h flaTa Biicccima b ErPIOJI aaniicn. 
co/icpiKanicii yica3aHHbie CBerjeiiHa 

2106501002012 

13.01.2010 

2 

51 1TPH h /laTa BHeceHHa b ErPIOJI cbc/ichhm o 12036500609066 
| aaHHOM Jimje 124.04.2003 


52 

OaMHUHS 

COH 

53 

Hmu 

HAHflHH 

54 

HHH 

650109976889 

55 

TPH h «aTa BHeceHHa b ErPIOJI 3anncH, 
coflepacameii yica3aHHLie CBe,zjeHHfl 

2186501096054 

12.04.2018 


56 

HoMHHajitHaa ctohmoctl hojih (b py6jiax) 

67200 

57 

Pa3Mep flOJiH (b npoueHTax) 

80 

58 

TPH h flaTa BHCccima b ErPIOJI ianncn. 
co^epacameH yica3aHHLie cBefleHHa 

2136501104090 

18.10.2013 

Cue, 

U'Iiiih o mnax aKOHOMHuecKoii leHie.iihiioci 
Hll lOH SKOHOMMUeCKOI 

(OKB3M OK 029-2014 

h no OSmepoccHiicKOMy TciaccinJiHKaTopy 
i .U'liie.ii.iioc iii 

'■ KJJEC. Ped. 2) 

Ceedemin 06 ocHomoM elide deumejibHocnui 

59 

Ko.ii h HaHMeHOBaHHe Btyua aeaTenbHOCTH 

41.20 CTpOHTeJILCTBO HCHJILIX H HeECHJILIX 
3/jaHHH 

60 

TPH h naia BHeceHHa b ErPIOJI aaiiHCH, 
co/iepacanieii yica3aHHbie CBeneima 

2066501083757 

05.06.2006 

Ceedemw o donojiHumejibHbtx eudax dejimejib/iocmu 

1 

61 

Kofl H HaHMeHOBaHHe BHfla ^CHTCJIbHOCTH 

43.21 IIpOH3BOflCTBO "XIC KTpO MO HTamiblX 

62 

TPH h TiaTa BHeceHHa b ErPIOJI aarracH. 
co/iepacaiHCH yKa3aHHtie CBe/ieHHa 

2086501077287 

28.05.2008 

2 

63 

Koa h HaHMeHOBaHHe RH.ia neaiejibHociH 

43.31 IIpoH3BOflCTBO imyKaTypHbix paOo r 

64 

TPH h naia BHeceHHa b ErPIOJI aanncH, 
co/iepacaiueii yica3aHHbie CBe/ieHHa 

2086501077287 

28.05.2008 

3 

65 

Kon h HaHMeHOBaHHe BHja aeaTejiLiiocra 

43.32 PaOoTbi CTOJiapiibie h rmoTHH'iiibic 

66 

TPH h aaTa BHeceHHa b ErPIOJI aanncn. 
concp>KamcH yKa3aHHLie CBCfleiiHa 

2086501077287 

28.05.2008 


OrPH 1036500601642 


Source: Unified State Register of Legal Entities, https://egrul.nalog.ru 


5-01704 


359/396 
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Registry documents of LLC “SAKORENMA”, partially owned by DPRK company GENCO (Korea 
General Company for External Construction) 

3 SPARK LIMITED LIABILITY COMPANY "JOINT VENTURE SAKO RYONMA", 14/02/2018 21:59 MSK 


Shareholders 

EGRUL 


Date 


Name, description 

Address 

Share in charter capital, 

rubles 

Share in charter capital, 

entered in 

EGRUL 



67 200 


80.00 

13.01.2010 

IcENERAmOEOBSHCHESTVO PO 

G.PKHENYAN, 

16 800 


20.00 

13.01.2010 | 

KNDR 

UL.SYNRI, 25 





History of changes 






Namejdescriprior^^^^^ 

Addres 

Share in charter capital. 

Share in charter capital, 

% 

Date entered 

in EGRUL 



42 840 


51.00 

17.01.2003 

1 GENERALNOE OBSHCHESTVO PO STROITELSTVU ZA 

1 RUBEZHOM "ZENKO" KNDR 

41160 


49.00 

04.01.2003 

Rosstat 






Last updated on : 18.09.2017 


Share in charter capital, 

Share in charter capital, 

% 

Citizens of RussiaO) 



67 200 


80.00 


Gen, obshchestvo po stroitelstvu za 
rubezhom “Zenko” 

Koreiskayanarodno-demokraticheskaya 

respublika 

16 800 


20.00 



History of changes 


Address/ Share in charter capital, Share in charter capital, Last updated 

Name, description Comment rubles % on 

GEN. OBSHCHESTVO PO STROITELSTVU ZA 16 800 20.00 01.02.2006 

RUBEZHOM “Z 

KOREISKOE GENERALNOE OBSHCHESTVO 16 800 20.00 31.08.2005 

“ZENKO” 


Source-. OKVED / SPARK 


360/396 


9-01704 
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Document showing nationality for Director of Sakorenma 

E^WIILIM lOCy/lAPCTBElUlblM FEliCTP HlI 1 UHBH 1 HyAJILIII>lX llPE/jnPMIlMMATEJlEM 

COII 4AI1 /J.M1I 

OrPHim 314650120400028 
| Tax ID: 650109975889 l 20,8 


Wo n/n| HattMenonamte noKanaTejm 3na^erme noKawejm 

1 | 2 3 


1 

UMH, OI'HCCTUO (lip.l HU.U.4MH) 11 

COH 

2 

3 

IT 

4.411 AHII 

_ 

J 

4 

cojepacamefi: vKasaHHLie cBejeHHH 

Cne.ieintn o rpa: 

314650120400028 

23.07.2014 

KjancTne 


« 

TpaacjaHCTBO 

rPH a jaTa nuecemur n F.FPHTT aamtcw. 

rpaitcjaHHH PocchSckoh <DejepaiiHH 

31f6 50120400028 


CeeaemiH o pentcTpamm inun ibi tayantHoro npejnpnHHMaTe.ua 


7 lorPHHTT 1314650120400028 

8 |^aTa pcrHCTpanHH |23.07.2014 

9 

np P ejnp»n.if>i 

HaHMCHOBaHHC pcrHCTpHpyioincro opraHa 

McacpaSoHHaa HHcncKEHS <I>cacpajn,Hoit 

11 

A.apec pei HcipMpyiomero opi aim 

rPH h aara EHCccraa e ErPim aairaca, 
coacpxcamoii VKaaaHHEic CBcaoraa 

,693020.,.TOacilo-Caxa. im i ick ivJIeiimia 
ya,105A 

314650120400028 

23.07.2014 

12 

„ t’ue^u U .o5yHEi*u.u 

650109976889 

13 

Ham uociaHOBKM ua yycr 

23.07.2014 



15 


414650120400025 

CsejeHHH o penicrpauini b KaneciBe CTpaxoBaTe.TH b TeppHTopnajn>HOM opraHe 
TTeireiioinioro tyoiija Pnccwiicrcou <I>ejepairnii 

16 1PerHCTpaiiHOHHLiH HOMep 1074001065807 

17 1/JaTa perKcrpanwif 123.07.2014 


Source: Unified State Register of Legal Entities, https://egrul.nalog.ru 


5-01704 


361/396 
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Annex 77: Documents Information on LLC “SAKORENMA” name change 



LIMITED LIABILITY COMPANY "JOIN... fi Current section 

Change history 

Changes to names and Legal status 

6501104474 1036500601642 

History of address changes 


OB1UECTBO C OrPAHMHEHHOH OTBETCTBEHHOCTbK) 
-COBMECTHOE POCCMiiCKO-KOPEMCKOE nPEflnPMHTWE 



Registering authority 

29.06.2018 MEZHRAIONNAYAINSPEKT5IYA FEDERALNOI NALOGOVOI SLUZHBY N 1 PO 5AKHALINSK0I OBLASTI 



Registration actions with Federal Tax Service (FNS) 



Source: SPARK, https://spark-interfax.ru/ 


LLC “Joint Russian-Korean 
Enterprise Sako Renma” 


362/396 


9-01704 
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Annex 78: Government contracts awarded to LLC “SAKORENMA” 


| HHOOPMALJIW O KOHTPAKTE N 5 3650129452118000008 




Source: Unified Information System in the Sphere of Procurement, http://zakupki.gov.ru/ 


-01704 


363/396 
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I HHd>OPMAUHH O KOHTPAKTE N? 3650128177018000025 





Source: Unified Information System in the Sphere of Procurement, http://zakupki.gov.ru/ 


364/396 


-01704 
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j HH^OPMAIflia 0 KOHTPAKTE N s 36S0128177018000023 



Source : Unified Information System in the Sphere of Procurement, http://zakupki.gov.ru/ 


-01704 


365/396 
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2018 Government contracts awarded to Russian JV owned by the DPRK company, GENCO (Google 
translated into English) 


(Each contract has an embedded link to the official procurement website of the Russian Federation on which the 
contracts are listed) 


(f^ru/profile 




i H33B3HMK), anpecy, pyKOBOflutenio, yHpeflMTe/iHM, OrPH w HHH 


Home > LLC "Sakorenma" > Government Procurement 

OOO "Sakorenma" 

Date from 1 05.10.2012 69 before 27.07.2018 @ OK j Status All-. Amount All-r 


Information about the concluded contracts 


07/09/2018 3650128177018000023 44-FZ 

Status: Execution 
Role: Supplier 

The subject of procurement: 


Amount: 3,054,730.96 p 


The subject of procurement: 

• Execution of works on the object: "Overhaul of water supply networks of Pobedy Ave." 


05/03/2018 3650129452118000008 44-FZ 


Role: Supplier 

Counterparty: MKU "UDHIB" 


• Performance of works on the object "Major repairs and repair of yard territories and driveways to the courtyards of MKD" 


01/09/2018 


3650123897517000113 44-FZ 

Amount: 186 000 000.00 p 
Role: Supplier 

Counterparty: MKU "UKS" Cities of Yuzhno-Sakhalinsk 


• performance of work! 

> on the objects: "Major repairs a 

md repair of yard ferrite 

tries and driveways to the cour 

tyards of MKD" 

on the website of the St 

ate procurement 





Source: https://www.rusprofile.ru/gz/2893948 
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Information on Government contracts from a Russian official business registry aggregator 



Source : https://www.kartoteka.rU/card/6503378623b837e00e8ff4b9bclf9b27/#path Main Html 


5-01704 


367/396 













S/2019/171 


Annex 79: Bank details for LLC “SAKORENMA” 


KompaKTa coo6memia Oropona, nojiyrnmnaa ero, o6suana nanpaBHTt otbct na -jto cooGmeHwe. 

14.4. B c.nyiae ecnH otbct na cooomeHHe nc Syaer iroJiyici i HaiipaBHBiireB cooGmeHHe 
Ctopohoh no Hcre'ieHHH cpoKa, yKasaHHoro b n. 14.3. KoHTpajcra jih6o ecan Ctopohm we npurcyr 
k corjiaiueHHio no B03HHKU1HM pa3HoniacHaM, cnop noitnoKHT nepeflane Ha paccMOTpCHHe b 
apGHTpaacHbifi cya CaxajiHHCKoil o6jiacTH. 


IS. nPOHHE YCJIOBHB 

15.1. Bo bccm ocTajiBHOM, He npeaycMOTpeiraoM HacroanniM KoHTpaicroM, ctopohw 
pyKOBoacrayiOTCa aeacTByiomHM 3aKOHOflare.nbCTBOM P<t>. 

15.2. B KanecTBe neon>eMJieMoft nacro k nacToameMy Kompaicry npraaraioTca: 

1 .TexHMBecKoe aa^aime (ripHaoatcuHC X“ 1); 

2 . CMeTa (IIpHJTOJKCHHC Jf» 2 ); 

3. floKyMeHT, npeaycMOTpeHHtrft 3aKOHOjiaxeJibCTBOM P<f> rpui o6ecne>ieHHa hciiojihchwi 
KOHT paKTa (ripHJioaceHHe X® 3). 

16. A/1.PECA H EAHKOBCKHK PEKBH3HTU CTOPOH 
16.1 3AKA3HHK: 

Myniniiiiia.ii.iioe Kaaeimoe y'lpevKjeime ropoacKoro OKpyra «lopoa IOvkiio-C axa.i hhck» 
«ynpaBacHiic jopoaaioio xoiHiicrna h 6Jiai oycrpofiCTBa» lopHaMsecKMii aapcc: 693000, 
CaxaaHHCKaa o6aacTF>, r. lOacHo-CaxanHHCK, ya. Xa6apoBCKaa 49; iiobtobuK aapec: 693000, 
CaxanHHCKaa oGnac-rb, r. lOxcuo-CaxaniiHCK, np. Hooeabi, 62 A; Tea. 8 (4242) 300-971 (ao6.13), 
(Jiaxc 8 (4242) 300-831; e-mail udhib@.vuzhno-sakh.ru: HHH/Kmi: 6501294521/650101001; YcLK 
no CaxajiHHCKoti oGiracTH (/(O a/tMHHticrpanHH r.IO-CaxajiHiiCKa, MKY «ynpaaneHHe aopo/KHoro 
xoTaiiCTBa h 6aaroycTpoScTBa» a/c 03902000140); ChaeJieHHe lOxcHO-CaxajtHHCK t.IOikho- 
CaxaaHHCK; EMC 046401001; p/c; 40204810200010000021; OrPH 1176501008254 


16.2. HOAPMilBllK: _ 

OOmeciBo c orpaiiiiHeiiiioii otbctctbchhoc ibeo «Cobmccthoc poccHftCKO-KopeiiCKoe 
Iipeanpiiirme CaKo PeHMa lopHaHHecKHH/noaTOBbiH aapec: 693000, PoccnftcKaa OeaepauHa, 
CaxaaHHCKaa oGnacib, lOmio-CaxajiHHCK, IloneBaa, 8; Tene^iOH: 7 (4242) 776-539, 4>ai<c: 7 
(4242) 771-949, E-Mail : sakorenma@vandex.ru: MHH/K1U 1: 6501104474/650101001; 

EaHKOBCKHe peKBHTHTM: EMC: 040813713; Pac/c: 

407028 l'J l >'is -• ■ yUp • : <'liy S-:,.iuip713. _ 


no^nncn ctopoh 


HacroanjHH KOHTpaicr noanncaH ojieicrpoHHOH un([)poBoii nojumcbio: 

JInua, wticmmcro npaBO noaniiCH or Jluua, HMciomcro npano iioaiiiitH o 

hmchh 3AKA3HHKA iimchh ITO/tPJWIHKA 


HanaabUMK 
_E.C.KyaHK 


reHepanbHbiii anpeicrop 
_Cou Hail 


Limited Liability Corporation “Joint 
Russian-Korean Enterprise SaKo 
Renma”, Legal Address: 693000, 
Russian Federation, Sakhalinskaya 
Oblast, Yuzhno-Sakhalinsk, 
Polevaya, 8; Telephone: 7 (4242) 
776-539, fax: 7 (4242) 771-949, E- 
Mail: sakorenma@yandex.ru; Tax 
ID/KPP: 6501104474/650101001; 
Bank details: BIK: 040813713; 
Checking account: 
40702810908560002335; 
Correspondent account: 
30101810708130000713. 


Source: Municipal Contract No. 027-003-18, accessed via Unified Information System in the Sphere of 
Procurement, http ://zakupki.gov.ru/ 
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Annex 80: Yongbyon 5MW (e) Reactor and Light Water Reactor 
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Annex 81: Yongbyon Steam Plant 



Map No. 4589.2 United Nations Department of Field Support 

August 2018 Geospatial Information Section (formerly Cartographic Section) 
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Annex 82: Punggye-ri Nuclear Test Site 



UN Panel of Experts 
Established pursuant to Resolution 1874 (2009) 


’Demolished Buildings 


Demolished Building 
Complex 


■ Materials] 




WorldView-2,30 June: 
Digital Globe Inc. 


WorldView-3, 23 May; 
Digital Globe Inc. 


Map No. 4592.2 UNITED NATIONS 
January 2019 


Office of Information and Communications Technology 
Geospatial Information Section 
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Annex 83: Pyongsan Uranium Mine and Concentration Plant 



Map No. 4592.3 UNITED NATIONS 
January 2019 


Office of Information and Communications Technology 
Geospatial Information Section 


UN Panel of Experts 
Established pursuant to Resolution 1874 (2009) 
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Annex 84: Ballistic missile infrastructure and parade imagery 

1. The Panel identified a then newly-constructed concrete launch pad 192 used for the 29 August intermediate 
range Hwasong-12 launch at Pyongyang Sunan International Airport (see figure I) It was built sometime after the 
last available Planet Lab image of 12 August 2017 (left). Planet Lab imagery dated 2 September shows vegetation 
burnt as a result of the 29 August launch (centre). 


Figure I 



Source: Images courtesy of Planet Labs, Inc 


Figure II: Images showing the newly constructed launch pad at Pyongyang Sunan International Airport on 
29 August 2017 



Source: Korea Cemtral News Agency 


Location of the launch pad: (39°15'40.96"N 125°40'32.79"E) 
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2. A Member State confirmed the imagery analysis of the Panel concerning the partial dismantlement of Sohae 
(Tongchang-ri) satellite rocket launch site 193 and of the vertical missile-engine test stand 194 (figure III). 
Dismantlement may be reversed as only light or moveable parts, such as the metal superstructure, were dismantled. 


Figure III 



193 Location of the rocket launch pad: 39°39'36.22"N 124°42'19.27"E; 

194 Location of the engine test stand: 39°39'11.32"N 124°42'51.30"E; 
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3. The Panel monitored developments at the Hoejung-ni Missile Operating base and the railway station 195 


Figure IV 


UN Panel of Experts 
Established pursuant to Resolution 1874 (2009) 



Map No. 4592.6 UNITED NATIONS Office of Information and Communications Technology 

January 2019 Geospatial Information Section 


195 Location of the underground facility: 41°21'56.17"N 126°55'42.32"E and rail station, 41°23’6.65"N 126°54'28.58"E 
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4. A new type of short-range ballistic missile 196 was unveiled at the military parade of 8 February 2018 
celebrating the seventieth anniversary of the founding of the Korean People’s Army. Furthermore, the parading 
of four Hwasong-15 missiles mounted on transporter erector launchers demonstrated the intercontinental strike 
capability and the mobility of the weapon system (see figure V) as well as the three ICBM Hwasong-14. The 12 
ballistic missile systems, consisting of six Pukguksong-2 and six Hwasong-12, were also displayed. 


Figure V: New type of short-range ballistic missile (top left and right); Hwasong-15 (bottom) 



Source : Korean Central Television screengrab, courtesy of Martyn Williams. 


On 15 April 2017, military parade of the Democratic People’s Republic of Korea. 
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5. A Member State informed the Panel that the Pukguksong-2 casing is built from a new composite casing 
which was exhibited during a military parade and during a test launch of Pukguksong-2, as well as during the 
23 August 2017 visit of Chairman Kim Jong Un to the Chemical Material Institute (CMI) at Hamhung 197 : 


Figure VI 



Source: Member State - KCNA 


197 Located at 39°57'27.01" N 127°33'22.88"E, in new building, 250 m to the east of the older CMI structures. The materials are 
wound from composite fibers. 
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Annex 85: The Panel’s assessment of humanitarian consequences of UN Security Council 
sanctions for the civilian population of the DPRK 

1. Impartial humanitarian operations are a critical lifeline for millions of civilians in the Democratic People’s 
Republic of Korea. Severe humanitarian needs persist including high levels of food insecurity and malnutrition, 
and lack of access to essential health services, clean water and sanitation. More than 40 per cent of the population 
(10.3 million people) is undernourished 198 and one in five children is stunted. 199 Over nine million people have 
limited access to essential health services. 200 A severe shortage of basic drugs persists. Over one-third of household 
drinking water is contaminated. One in ten children suffers from diarrhea. 201 

2. According to paragraph 25 of resolution 2397 (2017), sanctions measures are “not intended to have adverse 
humanitarian consequences for the civilian population of the DPRK” or “to affect negatively the work of 
international and non-governmental organizations carrying out assistance and relief activities in the DPRK for the 
benefit of the civilian population of the DPRK”. To assess the situation, the Panel gathered information from various 
sources including close to 20 non-governmental organizations and all UN agencies operating in the country on how 
humanitarian operations have been affected by the process for applying for humanitarian exemptions, the sectoral 
sanctions and the lack of a viable banking channel (annexes 86 and 87). The Panel notes that the implementation 
of sectoral sanctions in particular has had an impact on the activities of international humanitarian agencies working 
to address chronic humanitarian needs in the country. 

3. Pursuant to paragraph 25 of resolution 2397 (2017), the Committee has broad authority to grant exemptions 
on a case-by-case basis, inter alia, to facilitate humanitarian assistance in the DPRK. To strengthen the mechanism 
for humanitarian exemptions, in August 2018 the Committee adopted Implementation Assistance Notice (IAN) No. 
7: “Guidelines for Obtaining Exemptions to Deliver Humanitarian Assistance to the DPRK”, offering 
recommendations to Member States and international and non-governmental organizations regarding the exemption 
request procedures. While the Committee received and reviewed exemption requests for humanitarian assistance 
before the adoption of the IAN No. 7, its adoption was a welcome step towards streamlining and expediting the 
processing of exemption requests, and raising expectations that this would significantly improve the Committee’s 
review and approval process for exemption requests. 

4. Based on an initial assessment of the practice for the first five months since the adoption of the IAN No. 7, 
humanitarian agencies have experienced various challenges. Among others, the process requires a very generous 
lead time in planning shipments of humanitarian goods, including locating suppliers and financial agents willing 
to bid or contract for the provision of goods and services before an exemption is obtained. Any changes to planned 
suppliers, shipping routes, item specifications, or quantities between those indicated in the approved exemption 
request and at the time of the actual shipment may render the exemption invalid. The long lead time perceived to 
be necessary for the exemption approval process could also make it difficult for humanitarian agencies to respond 
effectively to contingencies such as a natural disaster or an outbreak of disease. 

5. The Committee has received 25 humanitarian exemption requests during the reporting period. Two requests 
were withdrawn, 16 requests were approved, while seven requests remain under consideration by the Committee. 202 

6. Expediting the review and approval by the Committee of exemption requests for humanitarian programs, 
starting with requests currently before the Committee, will help to alleviate the suffering of hundreds of thousands 
of civilians. Furthermore, the Committee should consider ways to allow more flexibility with regard to the 
requirement of exemption requests being submitted every six months, which causes additional delays and prolongs 
the already lengthy six to eight months ’ lead time required for offshore procurement. 


198 2018 Needs and Priorities Plan 

199 2017 DPR Korea Multiple Indicator Cluster Survey (MICS) Findings Report; https://www.unicef.org/press-releases/better- 
indicators-children-dpr-korea-challenges-persist-new-data-situation-children 

200 2018 Needs and Priorities Plan 

https://reliefweb.int/sites/reliefweb.int/files/resources/DPRK%20NP%202018%20110418%20FINAL.pdf 

201 2017 DPR Korea Multiple Indicator Cluster Survey (MICS) Findings Report; https://www.unicef.org/press-releases/better- 
indicators-children-dpr-korea-challenges-persist-new-data-situation-children 

202 Information about the exemptions approved by the Committee are posted on the website: 
https://www.un.org/sc/suborg/en/sanctions/1718/exemptions-measures/humanitarian-exemption-requests. 
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Sectoral sanctions 

7. The sectoral sanctions imposed pursuant to paragraph 7 of resolution 2397 (2017) include prohibition of the 
transfer to the DPRK of “all industrial machinery (HS codes 84 and 85), transportation vehicles (HS codes 86 
through 89), and iron, steel, and other metals (HS codes 72 through 83)”, also affecting a number of humanitarian- 
sensitive items (see annex 87). This paragraph does not include any direct mention of humanitarian exceptions, 
other than civilian passenger aircraft spare parts. The Committee must, therefore, consider requests for 
humanitarian exemptions to these sanctions, based on paragraph 25 of resolution 2397 (2017), which allows the 
Committee to “on a case-by-case basis, exempt any activity from the measures imposed by these resolutions.” 

8. Paragraph 7 of resolution 2397 (2017) covers several goods which are vital to agriculture or public health 
programs, including a variety of agricultural machinery and medical equipment (annex 87). Prohibited goods 
include machinery and parts for food processing factories; pumps, filters, pipes, and drilling equipment necessary 
to address critical humanitarian needs, such as providing clean water to prevent diarrhea, one of the main killers of 
children in the DPRK, and food security to reduce high malnutrition rates. 

9. It should be noted that obtaining exemption requests from the Committee is but one stage of the process of 
importing relief items into the DPRK. For example, non-governmental organizations’ submissions can be subject 
to delays with Member States before they reach the Committee. Non-governmental organizations have little 
visibility and no control over when the Member State submits their request to the Committee. The continued risk 
adverse approach taken by suppliers and some transit countries ’ authorities also continues to cause delays to the 
delivery of life-saving humanitarian assistance. 

Breakdown of the Banking Channel 

10. Paragraph 33 of resolution 2270 (2016) prohibits the establishment or maintenance of correspondent accounts 
with DPRK financial institutions unless approved by the Committee. In August 2016, the Committee approved an 
exemption for Russia-based Bank Sputnik CJSC to maintain a correspondent relationship with the DPRK’s Foreign 
Trade Bank (FTB) in order to facilitate transactions for United Nations agencies in the country. 203 Given that most 
of the operational transactions occur outside the DPRK when procuring materials and paying expatriate staff 
salaries, only 10 per cent of program funds are used within the country to cover on-site operational expenses such 
as fuel and local staff salaries. 204 

11. The Committee’s action of 11 August 2016 205 enabled a mechanism whereby the UN Secretariat in New York 
could transfer U.S. Dollars to Commerzbank AG in Germany, which would convert the Dollars to Euros and remit 
payment in Rubles to Bank Sputnik in the Russian Federation. Bank Sputnik would then hold the payment in the 
FTB correspondent account, and - lacking an electronic payment clearing system with the FTB - remit cash to 
Pyongyang for deposit and use by United Nations agencies. However, since September 2017, when Commerzbank 
cancelled its participation in DPRK-related transactions no alternative arrangements have been found, effectively 
closing the humanitarian banking channel. 206 This collapse of the banking channel resulted in a shortage of cash 
in-country, and will make it difficult for United Nations agencies to implement activities. United Nations agencies 
and non-governmental organizations have increasingly had to rely on staff carrying large amounts of cash on their 
person when traveling to the DPRK. 207 


203 See: https://www.un.org/sc/suborg/en/correspondent-account-approvals. 

204 Letter from the UN Country team to the Panel on the Impact of Sanctions on Humanitarian Operations in DPRK, 

14 December 2018. 

205 Information about the correspondent accounts approved by the Committee are posted on the website: 
https://www.un.org/securitycouncil/content/correspondent-account-approvals 

206 Section 208(d) of the DPRK Policy and Sanctions Enhancement Act of 2016 (22 USC 9228) delegates authority to the 
executive branch to facilitate a humanitarian banking channel to the DPRK; however, it does not appear that this authority 
has been used. Additionally, the U.S. government cannot compel a financial institution to service any particular market as 
banks make their own compliance and risk-related decisions. 

207 Letter from the UN Country team to the Panel of Experts on the Impact of Sanctions on Humanitarian Operations in 
DPRK, 14 December 2018. 
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12. The challenges to aid agencies posed by UN financial sanctions have been compounded by de-risking - the 
phenomenon by which financial institutions and other private-sector actors categorically reject all transactions tied 
to a high-risk jurisdiction. This has been spurred by the threat of secondary sanctions by various Member States. 
Disaggregating the specific impact of UN financial sanctions on humanitarian organizations operating in the DPRK 
from that of unilateral sanctions measures and regulations can be difficult. 
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Annex 86: Examples of impact of sanctions on the implementation of humanitarian 
activities in the DPRK 



Sector 

UN agency 
or NGO or 
both 

Items impacted 

Status 

Impact of delay/denial 

1 

Water and 
Sanitation 

Both 



For the WASH sector as a whole, from the 
planned 367,618 people to receive clean 
water in 2018, at least 229,235 people, 
including an estimated 16,000 under-five 
children will not receive clean drinking 
water due to delays resulting from need to 
obtain exemptions and funding shortfalls. 
This places children at risk of diarrhoea, 
one of the main killers of children, which 
is caused by consumption of unsafe 
drinking water, poor hygiene practices and 
inadequate health services. 

2 

Water and 
Sanitation 

UN 

This included 
some essential 
supplies 
required for 
four gravity-fed 
water systems 
(which were 
part of a larger 
procurement). 

Exemption 
request approved 
by the 

Committee with 
significant delay 
on 18 January 
2019. The 
exemption 
request was 
submitted to the 
Committee on 

31 August 2018. 

Significant delay in agency being able to 
complete four gravity-fed water systems, 
placing 61,284 people, including an 
estimated 4,300 under-five children, at risk 
of diarrheal death associated with drinking 
contaminated water. 

3 

Water and 
Sanitation 

NGO 

Spare parts for 
mobile drilling 
rig, drill bits (6” 
and 8”), sludge 
pump, and 
others. 

Exemption 
request 
submitted to 
Member State 

17 May 2018; 
still pending. 

Unable to complete installation of 35 wells 
with handpumps, to provide communities 
with access to safe water. The majority of 
these wells were due to supply rural 
kindergartens, schools and health centres 
with clean water. 

4 

Health 

UN 

Emergency 
Reproductive 
Health kits 6A 
& 12 

Exemption 
request pending 
submission to 
the Committee. 

Delay in implementation of emergency 
response project, as a result 150,000 
pregnant women who are due to deliver 
during the project period will not have 
access to safe delivery, and about 22,000 
of the pregnancies who are likely to face 
complications during delivery will not 
have access to blood transfusions if 
required. These may result in a negative 
impact on the maternal mortality ratio that 
now stands at 58 per 100,000 live births. 

5 

Health 

UN 

Heaters for 

immunization 

clinics 

Exemption 

request 

submitted to the 
Committee on 

24 January 2019. 
Under 

consideration. 

Fast tracking exemptions to facilitate the 
humanitarian response to DPRK’s harsh 
winter impact is critical. Delays may 
inadvertently contribute to children 
undressing for immunization in 
temperatures that go as low as minus 20 
degrees Celsius. Moreover, vaccines are 
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rendered ineffective when they freeze due 
to the lack of heaters. 

6 

Health 

UN 

9 units of 
ambulance 
vehicles. Spare 
parts of vehicles 
used to 
distribute TB 
and malaria 
supplies, and to 
conduct 
monitoring and 
supervision 
visits 

Exemption 
request approved 
with significant 
delay on 18 
January 2019. 

The exemption 
request was 
submitted to the 
Committee on 

31 August 2018. 

9 units of ambulance vehicles. Spare parts 
are required to ensure regular maintenance 
of the five vehicles previously allocated to 
MoPH for the implementation of the 
tuberculosis (TB) and malaria programs. 

These vehicles have been used exclusively 
for the distribution by MoPH of TB and 
malaria program supplies from central to 
lower level health facilities, and for 
supervision and monitoring of activities in 
the field. Without these vehicles there will 
be serious challenges to implement the 
programs. 

DPRK is one of the 30 TB high burden 
countries in the world. In 2017, there were 
a total of 100,553 TB cases (5,211 children 
under 15, i.e. 5% of all cases). 

Only 14 % of TB cases are tested for drug 
resistance due to lack of diagnostic 
resources in-country. Multi-drug-resistant 
(MDR) TB is a very severe type of TB 
with substantial risk to transform curable 

TB into incurable (with increased mortality 
and massive public transmission of the 
disease by non-cured patients) and the 
affordable TB treatment into unaffordable 
in resource-limited settings. The likelihood 
of ongoing MDR transmission is very 
high. 

~1 

Health 

UN 

Refrigerators 

Exemption 
request approved 
by the 

Committee with 
significant delay 
on 19 October 
2018. The 
exemption 
request was 
submitted to the 
Committee on 

31 August 2018. 

The delays caused by the exemption 
process is resulting in additional financial 
burdens for agencies. 

For example, purchase orders cannot be 
issued before the Committee’s approval 
and sometimes grants may expire before 
such approval is granted. 

In May 2018, an agency placed an offshore 
procurement through its supply division 
for refrigerators using grants expiring in 
December 2018. The exemption for these 
items was received on 19 October 2018. 

By this time the cost had increased from 
$2,400 per unit to $2,994 per unit, and the 
agency had to reduce the number of 
refrigerators purchased for its health 
program from 20 to 16. 
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8 

Health 

UN 

Medical 
equipment for 
maternal and 
neonatal 
emergencies 

Exemption 
request approved 
by the 

Committee with 
significant delay 
on 19 October 
2018. The 
exemption 
request was 
submitted to the 
Committee on 

31 August 2018. 

Non-availability of program supplies 
resulting in delays for the referral of 
emergency cases to health facilities. This 
will result in increased mortality. 

Because requests for exemptions can only 
be submitted once every 6 months, 
offshore procurement can only be initiated 
then and not before. Considering that lead 
time for offshore procurement is 6-8 
months, it can take up to 9 to fully equip 
the maternity wards. 

~9~ 

Health 

NGO 

Assistive and 
mobility 
devices 
(wheelchairs, 
crutches, 
walking stick, 
walker, hearing 
aid and glasses) 

Exemption 
request approved 
by the 

Committee on 

30 January 2019. 
The exemption 
request was 
submitted to a 
Member State 
on 12 October 
2018 and to the 
Committee with 
significant delay 
on 3 January 

2019. 

People living with disabilities identified as 
requiring assistive and mobility devices 
have been waiting more than 10 months 
for these items. 

“hT 

Food 

security 

and 

agriculture 

UN 

Irrigation 

equipment 

Exemption 
request pending 
submission to 
the Committee. 

As agricultural activities are time-bound, 
the implementation will be delayed by at 
least one cropping season with impacts on 
the food security and food diversity of the 
affected population, raising the risk of 
increased rates of undemutrition, 
especially amongst the most vulnerable 
people. 

11 

Food 

security 

and 

agriculture 

UN 

Agricultural 
equipment (2- 
WT, com 
thresher, mini 
rice mill) 

Exemption 
request pending 
submission to 
the Committee. 

As agricultural activities are time-bound, 
the implementation will be delayed by at 
least one cropping season. This will affect 
the ability to achieve the increase in food 
production which is needed to address 
need for food security and food diversity. 
Without access to suitable amounts and 
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diversity of food, vulnerable people are at 
increased risk of malnutrition. 

12 

Food 

security 

and 

agriculture 

UN 

Sea buckthorn 

processing 

equipment 

Exemption 
request pending 
submission to 
the Committee. 

As agricultural activities are time-bound, 
the implementation will be delayed by at 
least one cropping season. This will affect 
the ability to achieve the increase in food 
production which is needed to address 
need for food security and food diversity. 
Without access to suitable amounts and 
diversity of food, vulnerable people are at 
increased risk of malnutrition. 

13 

Food 

security 

and 

agriculture 

NGO 

• Plastic round 
arc type 
greenhouses 

• Potato 
storage 
systems 

• Ventilation 
system 

• Diesel 
generator 

Exemption 
request 
submitted to 
Member State in 
May 2018; still 
pending. 

This will result in an inability to produce 
vegetable seeds during the winter period to 
be used during the 2019 early vegetable 
production in 2019 season. This will result 
in farmers being unable to produce 
thousands of kilograms of vegetables 
which are vital for people’s food security 
and dietary diversity to prevent higher 
rates of malnutrition. 

Lack of appropriate storage for seed 
potatoes, or for vegetable, legume and 
grass seeds. 

Lack of electricity means unable to run the 
seed machinery that has been installed. 

14 

Food 

security 

and 

agriculture 

NGO 

Six bio-digester 
sets 

Exemption 
request 
submitted to 
Member State in 
May 2018; still 
pending. 

Unable to complete energy production 
project without bio-digester. 

The biogas digesters properly treat animal 
and human waste generated in the 
facilities. A benefit of the digesters is the 
production of methane-rich biogas, which 
is to be used for cooking especially during 
the winter. They are used to produce food 
for people and animals; negative impacts 
on the health of livestock will have serious 
consequences on the nutritional status of 
the most vulnerable people, further 
limiting their dietary intake and diversity. 

~nr 

Food 

security 

and 

agriculture 

NGO 

Iron bar, 

Gabion wire 
(3t), Electrical 
Welder and 
others 

Exemption 
request 
submitted to 
Member State in 
May 2018; still 
pending. 

Unable to complete project that would 
protect 2,140 square meters of agricultural 
land against flooding. During past five 
years, 95 people died, 4,054 houses were 
destroyed, 450 buildings demolished, 

20.000 ha arable land damaged due to 
flooding in these areas. Without these 
activities the lives of thousands of people 
are at risk, as well as their ability to 
produce sufficient food due to the negative 
impacts of floods on agricultural land. 

~16~ 

Food 

security 

and 

agriculture 

NGO 

Veterinarian kits 

Exemption 
request approved 
by Committee 
on 29 January 

Due to delays in receiving the kits, 
veterinarians will lack essential medicine 
and equipment for spring 2019, which is a 
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2019. The 
exemption 
request was 
initially 
submitted to a 
Member State 
on 20 October 
2018 and was 
submitted to the 
Committee with 
significant delay 
on 15 January 
2019. 

particularly sensitive period for goats’ 
health (parasites, diarrhea...) 

Livestock morbidity and mortality has 
severe impacts on the nutritional status of 
vulnerable people, especially children. 
Without this source of essential protein 
they risk increased levels of malnutrition 
and other health concerns. 

17 

Food 

security 

and 

agriculture 

NGO 

Distribution and 
consumption 
equipment, 
including 
bowls, cups, 
tricycles, 
stainless steel 
chums, hygiene 
tools, water 
tanks 

Exemption 
request approved 
by Committee 
on 29 January 
2019. The 
exemption 
request was 
initially 
submitted to a 
Member State 
on 20 October 
2018 and was 
submitted to the 
Committee with 
significant delay 
on 15 January 
2019. 

Without this equipment, children will not 
have access to yoghurt and other milk 
products that is essential for their dietary 
diversity. The lack of dietary diversity in 
DPRK, including lack of protein and 
essential vitamins and minerals, 
contributes to high rates of malnutrition. 
Projects such as this that provide children 
with supplementary foods are essential to 
prevent more children becoming 
malnourished. 

nr 

Food 

security 

and 

agriculture 

NGO 

Greenhouses 
and gardening 
equipment, 
including tunnel 
greenhouses, 
gardening tools, 
sprayers, seeds 

Exemption 
request 
submitted to a 
Member State 
on 20 October 
2018; still 
pending. 

Without these items, kindergartens will not 
be able to grow and harvest vegetables, 
which are essential to provide children 
with an adequate diet during the lean 
season. Young children rely on food 
provided at kindergarten; without this they 
risk not receiving adequate nutrition and 
face the risk of malnutrition due to lack of 
adequate, nutritious food. 

19 

Food 

security 

and 

agriculture 

NGO 

Equipment and 
tools for the 
micro-scale 
project for 
people living 
with 

disabilities. 

Exemption 
request approved 
by the 

Committee on 

30 January 2019. 
The exemption 
request was 
submitted to 
Member State 
on 12 October 
2018 and to the 
Committee with 
significant delay 
on 3 January 

2019. 

The activity is delayed by more than nine 
months. 

Self-help group of people living with 
disabilities are waiting to start their 
livelihood activities. 
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20 

Nutrition 

NGO 

Milk processing 
equipment 
including 
pasteurizer, 
cream separator, 
butter machine, 
storage tank, 
lactoscan, lab 
equipment, 
stainless steel 
tools and 
chums, 
detergent, 
gloves and 
clothes. 

Exemption 
request approved 
by the 

Committee on 

24 July 2018. 

The exemption 
request was 
initially 
submitted to a 
Member State 
on 20 April 2018 
and submitted to 
the Committee 
on 12 June 2018. 

Materials delivered end of November 

2018, a delay of six months. 

Milk processing activities will not begin 
until 2019, with impacts on the nutrition 
status of affected children who rely on the 
supplementary milk to increase their 
dietary diversity and prevent malnutrition. 

21 

Disaster 

Risk 

Reduction 

NGO 

Raw material 
(cement, doors, 
iron rod, 
sanitary ware, 
poly propylene 
pipe, Hollow 
iron rod for 
hand rail, water 
tap and window 
etc.) for the 
refurbishment 
of community 
building (safe 
shelter) 

Exemption 
request approved 
by the 

Committee on 

30 January 2019. 
The exemption 
request was 
submitted to 
Member State 
on 12 October 
2018 and to the 
Committee with 
significant delay 
on 3 January 

2019. 

The activity is delayed by more than nine 
months. 

Community is not well equipped to 
mitigate impacts of future disasters as do 
not have access to community safe shelter 

~22~ 

Disaster 

Risk 

Reduction 

NGO 

Raw material 
(cement and 
gabions) for the 
rehabilitation of 
canal 

embankment 

Request for 
exemption 
submitted to 
Member State 
on 12 October 
2018; 

application is 
under review. 

The proposed canal embankment 
rehabilitation would mitigate the impact of 
future natural hazards (flood) and save the 
life of persons with disabilities and 
community. Without this project, 
vulnerable people are at risk of future 
floods. 


Source: Letter from the UN Country team to the Panel of Experts on the Impact of Sanctions on Humanitarian 
Operations in DPRK, 14 December 2018; updated on 31 January 2019. 
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Annex 87: Humanitarian-sensitive items prohibited under sectoral sanctions in resolution 
2397 (2017) 


Category 

HS Code 

Comment 

Hand-tools for agriculture 
(shovels, hoes, spades, etc...) 208 

HS 8201 


Blades for agricultural, 
horticultural or forestry machines 

HS 820840 


Dryers for agricultural products 

HS 841931 


Agricultural spraying machines 

HS 842449 


Irrigation equipment 

HS 842482 


Agricultural machinery for soil 
preparation (ploughs, seeders, 
etc...) 

HS 8432 


Harvesting and threshing 
machinery 

HS 8433 


Presses, crushers for fruit juices 
etc... 

HS 8435 


Miscellaneous agricultural 
equipment 

HS 8436 


Machines for cleaning and sorting 
grains and legumes 

HS 8437 


Misc. machines for industrial 
processing of food and drink 

HS 8438, excluding 

HS 843840 (brewery 
machinery) 

This category includes machinery and spare parts 
for NGO-supported food processing factories. 

Tractors & spare tractor parts 

HS 8701 for tractors, 
multiple categories 
for spare parts 

Tractors and spare parts are not only needed for 
general agricultural support activities, but also 
for food security efforts at medical clinics and 
schools. 

Agricultural trailers, farm wagons, 
and carts 

HS 8716, multiple 
subheadings 


Prefabricated greenhouses, animal 
sheds 

HS 940690 

Several NGOs have supported the use of 
greenhouses in the DPRK for private crop 
cultivation and for food security/nutritional 
enhancement at medical facilities and schools 
serving vulnerable populations. 


208 Agriculture helps with diversifying diet and thus contributes to alleviating food insecurity, high malnutrition and stunting rates. 
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Category 

HS Code 

Comment 

Nail clippers 

HS 821420 

A U.S. NGO shipment of hygiene kits to DPRK 
medical facilities was seized at customs in transit 
due to the presence of nail clippers in the kits; it 
was released after six weeks. 

Sterilizers for medical use 

HS 841920 


Portable sprayers 

HS 842441 

Used for malaria control. 

UV lamps for disinfection 

HS 853939 

Used for infection control. 

Ambulances 

HS 8703, not 
separately 
categorized from 
other vehicles 

Needed by many medical care centers due to very 
poor transportation networks and infrastructure. 

Carriages for disabled persons 

HS 8713 

Several NGOs have worked to provide support 
for persons with disabilities in the DPRK. 

Medical appliances, including 
ultrasound and cardiograph 
machines, syringes, needles, 
catheters, dental and ophthalmic 
equipment, etc... 

HS 9018 

Essential to the delivery of medical care. 

Mechano-therapy appliances, such 
as artificial respiration machines 

HS 9019 


Orthopedic appliances for persons 
with disabilities 

HS 9021 

Several NGOs have worked to provide support 
for persons with disabilities in the DPRK. 

X-ray machines 

HS 9022 

Essential for TB diagnosis and general medical 
support. Accessories supporting digitization of 
images is essential to affordability/sustainability. 

Medical, surgical, dental, or 
veterinary furniture (ie operating 
tables, hospital beds) 

HS 9402 

Critical to providing basic care for patients. 


Category 

HS Code 

Comment 

Metal water tanks 

HS 7309, HS 7310, 

HS 7611 


Pumps for liquids, including 
pumps for household water 
systems 

HS 8413 

Necessary for providing clean water to 
households, clinics, etc..., as well as for 
agricultural purposes. 

Water heaters 

HS 841911 (gas), 
841919 (solar), HS 
851610 (electric) 
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Machinery for filtering or 
purifying water 

HS 842121, HS 

842199 (for parts) 

Lack of clean water is a major contributing factor 
to persistent high rates of diarrhea and 
malnutrition among vulnerable populations. 

Machinery for water well drilling 

HS 843049 

Critical to long-term sustainable clean-water 
interventions. 


Category 

HS Code 

Comment 

Metal tubes, pipes, pipe fittings, 
etc... 

HS 7303-7307 (iron 
and steel); separate 

HS codes for copper, 
aluminum, lead etc... 

Used for the provision of clean water. 

Roofing, siding, flooring, roof 
drainage equipment 

Included in HS 

730890 (sheet metal) 
and HS 761090 
(aluminum) 

After Typhoon Lionrock hit the DPRK in 2016, 
several NGOs responded by providing roofing 
materials to help rebuild schools, clinics, etc... 

Screws, bolts, nails, staples, etc... 

HS 7317-7318 

These are common items which are often 
components of humanitarian-sensitive goods, or 
part of the packaging thereof 

Stoves, ranges, grates, cookers, 
barbecues, etc... 

HS 7321, HS 851660 

Clean cook stoves provide significant health and 
environmental benefits, compared to cooking 
over open fires. 

Iron, steel, or aluminum wire 

HS 732620, HS 7605 

Has numerous agricultural applications. 

Aluminum foil 

HS 7607 

Has medical/laboratory uses. 

Refrigerating and Freezing 
Equipment 

HS 8418, as well as 
other categories for 
refrigerated trucks. 

Refrigeration and refrigerated trucks are essential 
for the storage and transportation of certain 
health-related goods such as vaccines, diagnostic 
reagents, etc.... 

Generators 

HS 8502 

Generators are important as a primary or back-up 
power supply to medical clinics, etc... which 
require a steady energy supply. 

Electric transformers and 
inductors 

HS 8504 

Necessary for the steady supply of electricity to 
medical and laboratory equipment, as well as for 
agricultural functions. 

Electric storage batteries 

HS 8507 

Necessary component to storing energy from 
solar panels and other off-grid energy sources, 
and used in many humanitarian applications. 

Centrifuges and centrifugal dryers 

HS 8421 

Items in this category are used for medical 
laboratory diagnostics (including for TB and 
MDR-TB) as well as water purification. This 
category also includes biosafety cabinets and 

HEPA filters, which have important medical 
applications. 
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Electrical apparatus (ie switches, 
relays, fuses, surge protectors) 

HS 8536 

Necessary for the steady supply of electricity to 
medical and laboratory equipment. 

Solar panels 

HS 854140 

Important source for off-grid or backup energy 
supply, including in medical clinics etc... 

Insulated wires, cables 

HS 8544 

Necessary for the steady supply of electricity to 
medical and laboratory equipment. 

Microscopes 

HS 9011-9012 

Important for medical laboratory diagnostics. 

Miscellaneous office supplies 
(printers and print cartridges, flash 
drives, barcode scanners, staplers, 
scissors, binders, paper clips, 
etc...) 

Multiple HS 
categories 

Humanitarian agencies have previously supplied 
local partners with basic office supplies and 
equipment to assist with administration, data 
collection, and patient record-keeping. 


Sources: Humanitarian organizations 


Note on methodology: The above tables identify humanitarian goods which are prohibited for export to the DPRK 
under paragraph 7 of resolution 2397 (2017) including those strictly humanitarian in nature, as well as those serving 
a broader array of purposes including humanitarian (such as electrical equipment necessary for hospitals and 
clinics). The tables are not intended to be comprehensive. 

While these items align with certain categories of goods with the Harmonized System (HS) codes administered by 
the World Customs Organization, which are referenced in Resolution 2397, there is not always a straightforward 
correlation between the lay categorization of certain goods and the HS code system. In some cases, even the most 
specific (six digit) HS codes may still be so broad as to lump humanitarian-sensitive goods together with other 
types of goods. For example, machinery for water well drilling is included in the same general category as all 
“boring and sinking machinery.” In other cases, a certain category of humanitarian-sensitive good - spare parts for 
tractors, for example - may be spread across multiple HS categories. 

Additionally, although resolution 2397 (2017) only refers to goods categorized under HS chapters 72-89, a number 
of humanitarian-sensitive goods that are categorized outside of this range nonetheless contain prohibited 
components. For example, X-ray machines are categorized under HS 9022, but also incorporate various types of 
metal and electronic components which could be categorized under HS chapters 72-89. In October 2018, the 
Committee provided an exemption allowing UNICEF to ship X-ray machines into the DPRK, implying that the 
Committee would otherwise consider shipment of such devices as prohibited. 

Finally, it is noteworthy that some of the IT and communications equipment prohibited for export to the DPRK by 
paragraph 7 of resolution 2397 (2017) may also have humanitarian uses, including such as USB flash drives, 
portable media players, mobile phones, radios, etc. 
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Annex 88: Member States yet to submit implementation reports pursuant to paragraph 17 
of resolution 2397 (2017) 


Africa 

Americas 

94. Saudi Arabia 



95. Syria 

1. Algeria 

50. Antigua and Barbuda 

96. Timor-Leste 

2. Angola 

51. Bahamas 

97. Turkmenistan 

3. Benin 

52. Barbados 

98. Uzbekistan 

4. Botswana 

53. Belize 

99. Yemen 

5. Burkina Faso 

54. Bolivia (UNSC non¬ 


6. Burundi 

permanent member 2017- 

Europe 

7. Cabo Verde 

2018) 


8. Cameroon 

55. Brazil 

100. Andorra 

9. Central African Republic 

56. Costa Rica 

101. Azerbaijan 

10. Chad 

57. Cuba 

102. Bosnia and Herzegovina 

11. Comoros 

58. Dominica 

103. Croatia 

12. Congo 

59. Ecuador 

104. Iceland 

13. Cote d'Ivoire (UNSC non¬ 

60. El Salvador 

105. Ireland 

permanent member 2018- 

61. Grenada 

106. Luxembourg 

2019) 

62. Guyana 

107. Republic of Moldova 

14. Democratic Republic of the 

63. Haiti 

108. San Marino 

Congo 

64. Honduras 

109. Slovenia 

15. Djibouti 

65. Jamaica 

110. The former Yugoslav 

16. Kingdom of Eswatini 

66. Nicaragua 

Republic of Macedonia 

17. Ethiopia ( UNSC non¬ 

67. Paraguay 


permanent member 2017- 

68. Peru (UNSC non-permanent 

Oceania 

2018) 

member 2018-2019) 


18. Gabon 

69. Saint Kitts and Nevis 

111. Australia 

19. Gambia 

70. Saint Lucia 

112. Fiji 

20. Ghana 

71. Saint Vincent and the 

113. Kiribati 

21. Guinea 

Grenadines 

114. Marshall Islands 

22. Guinea-Bissau 

72. Suriname 

115. Micronesia 

23. Kenya 

73. Trinidad and Tobago 

116. Nauru 

24. Lesotho 

74. Uruguay 

117. Palau 

25. Liberia 

75. Venezuela 

118. Papua New Guinea 

26. Libya 


119. Samoa 

27. Madagascar 

Asia 

120. Solomon Islands 

28. Malawi 


121. Tonga 

29. Mali 

76. Afghanistan 

122. Tuvalu 

30. Mauritania 

77. Bahrain 

123. Vanuatu 

31. Mauritius 

78. Bangladesh 


32. Morocco 

79. Bhutan 


33. Mozambique 

80. Brunei Darussalam 


34. Namibia 

81. Cambodia 


35. Niger 

82. Indonesia (UNSC non¬ 


36. Nigeria 

permanent member 2019- 


37. Rwanda 

2020) 


38. Sao Tome and Principe 

83. Iran 


39. Senegal 

84. Jordan 


40. Seychelles 

85. Kazakhstan (UNSC non¬ 


41. Sierra Leone 

permanent member 2017- 


42. Somalia 

2018) 


43. South Africa ( UNSC non¬ 

86. Kuwait (UNSC non¬ 


permanent member 2019- 

permanent member 2018- 


2020) 

2019) 


44. South Sudan 

87. Kyrgyzstan 
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45. Tanzania 

88. Lebanon 


46. Tunisia 

89. Malaysia 


47. Uganda 

90. Maldives 


48. Zambia 

91. Myanmar 


49. Zimbabwe 

92. Nepal 



93. Oman 



Source : The Panel 
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Annex 89: Recommendations 
To the Security Council: 

1. The Panel recommends that future Security Council resolutions stipulate the unit of 
measurement to be used by Member States in their reporting to the Committee. 

2. The Panel recommends that the Security Council, when drafting future financial 
sanctions measures, take account of DPRK cyberattacks to circumvent the resolutions by 
illegally generating revenue for the DPRK. 

3. The United Nations Secretary-General should request the Secretariat to carry out an 
assessment of the humanitarian impact of sanctions in the DPRK. 

To the 1718 Committee: 

4. The Panel recommends that the Committee designate the following vessels for illicit 
transfers of petroleum products in violation of paragraph 5 of resolution 2397 (2017): 

Myong Ryu 1 (IMO number: 8532413), DPRK flag 
Song Won (IMO number: 8613360), DPRK flag 
Jin Yang 36 (^)¥ 36), flag unknown 

Xing Ming Yang 888 (IMO number 8410847), Sierra Leone 

5. The Panel reiterates its recommendation for the designation of Han Hun II (Edward Han) 
and also recommends the designation of Yong Kok Yeap and Yazid Merzouk of MKP Malaysia 
and MKP Zambia. 

6. The Panel reiterates its previous recommendations for the designation of Pan Systems 209 
to be accompanied by the names of all of its front companies (including Glocom, International 
Golden Services, International Global System) as aliases, for involvement in the financing and 
sales of arms and related materiel. 


Name:- n Pan-Systems Pte. -Ltd. -(Pyongyang -branch) • 

A.k.a : n iWonbang -Trading Co.. -Glocom. International -Golden -Services, • « 

international-Global-System n _ 

Address:- n Room-818. • Pothonggang Hotel. Ansan -Dong. - Pyongchon -district. ■ a 

Pyongyang, -Democratic -People ’ s -Republic -of Korea : 

Director:- n iRvang -Su- Nvo: a b 

Employees: Pyon -Won Gun. -Pae -Won- Choi, Ri -Sin-Song, -Kim -Sung-Su, -Kim- n 

Chang -Hyok-and-Kim -Pyong-Cholj» 

Telephone: "+850-218-111 -(ext. -8636). • a 


7. The Panel reiterates its previous recommendation to designate: Ri Ik (Li Ik), Wang Zhi 
Guo and Ri Ho Nam 

8. Information about cyberattacks conducted by RGB as a means to evade financial 
sanctions and to gain foreign currency should be added to the RGB’s entry on the 1718 
Sanctions List. 


209 See S/2017/742, para. 62 and S/2018/171, page 77 (Recommendation 1). 


5-01704 


393/396 





S/2019/171 


9. The Panel recommends tha the Committee clarify the definition of joint ventures and 
cooperative entities contained within paragraph 18 of resolution 2375 (2017). 

10. The Panel recommends that the Committee include the provision in paragraph 11 of 
resolution 2375 (2017) to the vessel designation criteria and incorporate it into the existing lists 
of designated vessels as appropriate. 

11. The Panel recommends that the Committee amend the delisting procedure to allow 
Member States to request delisting on behalf of a vessel owner (for the Panel’s proposal for 
amended procedure for delisting for vessels, see annex 20). 

12. In order to allow more effective due diligence by flag States, other Member States and the 
maritime-related industries, the Committee should consider consolidating the designated 
vessels in one document. Information provided on the vessels should include the measures 
obligated under the relevant resolutions such as asset freeze, denial of port entry, and 
cancellation of registration or vessel services. Incidents of deregistration reported to the 
Committee should also be reflected to prevent inadvertent re-registration. 

13. The Panel recommends that discussions in the Committee on humanitarian exemption 
requests be time-bound and that focus groups within the Committee meet on a regular basis to 
examine humanitarian issues with a view to expediting the processing of such requests. 

14. In order to alleviate unnecessary burdens on Member States, United Nations agencies and 
humanitarian organizations, the Committee should publish a whitelist of certain non-sensitive 
items used in humanitarian operations that fall under the broad categories of items subject to 
the sectoral sanctions in paragraph 7 of resolution 2397 (2017) requiring an exemption for 
humanitarian shipment into the DPRK. 

15. The Committee should continue to seek feedback from Member States, United Nations 
agencies and humanitarian organizations applying for exemptions under the terms of the IAN 
No. 7 guidelines and work to streamline and simplify the application process to the extent 
possible, including by providing greater flexibility regarding the technical specifications of 
planned shipments, the parties involved, and the frequency of requests/submissions. 

To Member States: 

16. Flag States should inform the Committee and the Panel of vessels that they deregister. 

17. Flag States should monitor the AIS of their vessels and those illegally sailing under their 
flag to better ensure implementation of the resolutions. 

18. Members States should consider introducing a regulatory requirement for P&l insurance 
and re-insurance companies to include AIS screening and an “AIS switch off” clause in their 
contracts for at-risk vessels operating in the relevant regions. 

19. Member States should consider introducing a regulatory requirement for petroleum 
product trading, refining and producing companies to include end-use delivery verification 
measures and AIS screening clause as well as an “AIS switch-off” clause in their contracts. 
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20. Member States of the International Maritime Organization (IMO) should consider 
measures to improve information-sharing and maritime regulation enforcement by flag States 
and other interested parties. 

21. Member States should consider introducing legislation to ensure that global and regional 
banks operating in their jurisdiction introduce AIS screening and vessel due diligence risk 
assessment clauses into letters of credit, loans and other financial instruments for global and 
regional commodity traders and brokers trading in oil and petroleum products in higher risk 
Free on Board (FoB) markets in the affected areas. 

22. Member States and relevant international organizations should ensure that the global and 
regional commodity trading companies and tanker fleets operating under their jurisdictions 
and in those at-risk segments of the Free on Board (FoB) market and/or engaging in ship-to- 
ship transfer in the affected international waters adopt contractual language that includes an 
effective end use delivery verification mechanism. 

23. Member States and relevant international organizations should ensure that the global and 
regional commodity trading companies and tanker fleets operating under their jurisdictions 
and those segments of the affected Free on Board (FoB) markets assess the AIS history of all 
vessels they intend to supply with products banned under the resolutions. 

24. Member States should ensure that the provisions on financial sanctions in the resolutions 
take account of DPRK cyberattacks to circumvent the resolutions by illegally generating 
revenue for the DPRK. 

25. Member States should enhance their ability to facilitate robust information exchange on 
the DPRK’s cyberattacks with other governments and with their own financial institutions, to 
detect and prevent attempts by the DPRK to employ its cyber capabilities for sanctions evasion. 

26. Given the pervasive use of accounts in the names of family members to evade sanctions, 
the Panel recommends that governments provide their financial institutions with a list not only 
of accredited diplomats, but of their family members to ensure that diplomats do not establish 
additional bank accounts in their names. 

27. The Panel recommends that Member States issue guidance for a single bank to be 
identified as the only bank that can hold accounts for the DPRK embassy and diplomats and 
that all others are advised not to hold accounts for DPRK diplomats or their family members. 

28. The Panel recommends that Member States advise their financial institutions not to open 
accounts for DPRK diplomats not accredited to their country and to share information on the 
financial activities of DPRK diplomats with other Member States where records show there 
has been financial activity to avoid cross-border circumvention of sanctions. 

29. Member States should advise their financial institutions that only closing bank accounts 
(as opposed to freezing) does not meet the requirements of the resolutions, which stipulate that 
they must freeze all assets controlled by designated individuals or entities, those operating on 
their behalf, as well as of any members of the DPRK Government that are engaged in violating 
or evading of any of the provisions of the resolutions. 

30. Member States should offer technical assistance to other Member States to help them 
strengthen their legal frameworks and related mechanisms to implement the financial 
provisions in the resolutions, as appropriate and in line with Article 49 of the UN Charter. 
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31. As part of their implementation of paragraph 18 of resolution 2375 (2017), Member States 
should request their corporate registries to extract the details of all companies with DPRK 
national director or shareholders (which de facto violates the ban). 

32. Given that joint ventures have violated other provisions of the resolution in addition to 
paragraph 18 of resolution 2375 (2017), the names of those directors and shareholders should 
be shared with investigation agencies, financial intelligence units and financial institutions. 

33. The Panel recommends that Member States clarify with their national agencies that 
insurance providers are financial institutions and therefore subject to all of the relevant 
financial provisions in the resolutions, including the need to freeze assets under the resolutions. 
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